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INTRODUCTION 

 

 The recent focus on anti-money laundering 
enforcement follows on macroeconomic trends that are 
present across the globe.  In particular, recent years 
have seen significant movement of capital in and out of 
emerging markets that often source a culture defined by 
opacity and seclusion.  Banks and other financial 
institutions have seemingly been caught unprepared for 
both the onslaught of funds and the resulting scrutiny 
by regulators. 

 In this book, we have attempted to analyze recent 
anti-money laundering enforcement trends and 
developments in a selection of key markets that appear 
to be of interest to our clients.  Each chapter contains an 
overview of the country, a summary of the AML 
climate, a review of the current enforcement regime as 
well as pending anti-money laundering legislation, 
where applicable, and an analysis of recent major 
scandals.  We hope you find this informative. 

 

Best regards, 

Asheesh Goel 
Zachary S. Brez 
James P. Dowden 
Kim B. Nemirow 
Andrew Henderson



2 
 

CHAPTER I 
 

TRENDS AND DEVELOPMENTS 
IN THE UNITED STATES 



3 
 

I.   INTRODUCTION 
Recent headlines of money laundering charges 

facing Europe’s largest bank, HSBC, drew the attention 
of both the regulatory defense and banking 
communities.  After investigations found lax internal 
controls and evidence of unchecked multi-billion dollar 
cross-border transfers, the bank ended up paying $1.9 
billion in fines.1   

HSBC’s highly-publicized troubles began in the 
summer of 2012 when the U.S. Senate released a report 
detailing the numerous inadequacies in HSBC’s anti-
money laundering controls and failures in its past 
monitoring efforts.2  For at least three years, according 
to the Senate report, the bank’s U.S. branch failed to 
monitor transactions with branches in other countries 
for money-laundering violations, simply accepting or 
facilitating exchanges totaling $15 billion without 
further inquiry.  In addition to the massive fines from 
both American and British regulators, HSBC has also 
shouldered significant remediation costs.  To strengthen 

                                                           
1 HSBC to Pay $1.9 Billion U.S. Fine in Money-laundering Case, Reuters, 
December 11, 2012, available at:  

http://www.reuters.com/article/2012/12/11/us-hsbc-probe-
idUSBRE8BA05M20121211.  
2 U.S. Senate Permanent Subcommittee on Investigations, U.S. 
VULNERABILITIES TO MONEY LAUNDERING, DRUGS, AND TERRORIST 
FINANCING: HSBC CASE HISTORY, available at 
http://www.hsgac.senate.gov/subcommittees/investigations/hearings
/us-vulnerabilities-to-money-laundering-drugs-and-terrorist-financing-
hsbc-case-history. 
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its anti-money laundering (“AML”) programs, the bank 
has hired new senior legal and internal compliance 
personnel, initiated a major overhaul of its programs, 
and implemented new training efforts.3 

These headlines are extreme, but companies 
should not ignore HSBC’s example.  The HSBC matter 
has been called “a test case” and a warning to other 
market participants.4  Financial institutions should be 
aware of this growing interest in investigating and 
prosecuting potential Money Laundering Act issues. 

At the same time, the Money Laundering Act has 
become an alternative charge of choice for prosecutors 
investigating possible FCPA violations.  The U.S. 
Department of Justice (“DOJ”) has increasingly looked 
to money laundering charges as a new tool in its global 
enforcement efforts.  Recent enforcement actions 
brought under the Money Laundering Control Act of 
1986 (the “Money Laundering Act”)5 demonstrate 
DOJ’s growing interest in using money laundering 
charges as a tool for prosecuting overseas activity that 
other laws do not reach.  The Money Laundering Act is 

                                                           
3 HSBC Hires Preeta Bansal as GC for Litigation and Regulatory Affairs, 
CORPORATE COUNSEL, October 25, 2012, available at: 
http://www.law.com/corporatecounsel/PubArticleCC.jsp?id=12025762
02851&HSBC_Hires_Preeta_Bansal_as_GC_for_Litigation_and_Regulato
ry_Affairs&slreturn=20121016142249. 
4 HSBC’s Grilling: What Comes Out in the Wash, THE ECONOMIST, July 21, 
2012, available at: http://www.economist.com/node/21559349. 
5 18 U.S.C. § 1956 (2006). 
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already widely used to prosecute a range of criminal 
activities, some far from complex financial crimes.  To 
use one well-known example, the Money Laundering 
Act was the basis for federal charges brought against 
notorious call-girl madam Heidi Fleiss, who violated 
the act through her attempts to hide the proceeds of her 
illegal enterprise.6  It is also frequently used in 
prosecuting organized crime and drug distribution 
cases. 

Given this growing use of money laundering 
charges to combat financial fraud and police 
international business operations, companies, investors, 
and corporate executives should be aware of their 
potential exposure under the Money Laundering Act.  
This means understanding what money laundering is, 
what types of activities can be reached by the relevant 
U.S. money laundering laws, and how DOJ has begun 
to use money laundering as a new global enforcement 
tool.  Although traditionally associated with drug 
dealing, terrorism, and organized crime, the scope of 
the Money Laundering Act is not limited by the type of 
criminal or the context of the crime.  DOJ has shown a 
newfound willingness to use these tools to combat 
corporate corruption and bribery overseas.  

The crime of money laundering is broadly 
defined, giving the U.S. government comprehensive 
authority to police any activity that qualifies as money 

                                                           
6 United States v. Heidi Fleiss, 94-CR-134 (C.D. Ca.) (1996). 
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laundering, involving individuals or corporations, 
public or private, anywhere in the world.  The Money 
Laundering Control Act gives DOJ broad authority to 
bring a case wherever it finds that a party entered into a 
“financial transaction” as part of a money laundering 
scheme.  The geographic location of the transaction 
notwithstanding, the Money Laundering Act extends 
jurisdiction to the case as long as the target is a U.S. 
citizen or the transaction involves a sufficient U.S. 
nexus.  The money laundering statute explicitly grants 
the government extraterritorial jurisdiction over any 
conduct covered under the statute (described in more 
detail in Part III) involving the conduct of a U.S. citizen 
(corporate or individual), as well as over any non-
citizen where any part of the conduct occurs in the 
United States—as long as, in either case, the value of the 
property involved is worth over $10,000.7  

While the Money Laundering Act can reach any 
companies or executives operating within its 
jurisdiction, it poses particular risks for companies or 
individuals who may be operating overseas with 
limited knowledge of the counterparty to a transaction.  
As recent cases have shown, the U.S. government has 
made enforcement actions involving government 
officials a focus of its international enforcement efforts.  
This means using the Money Laundering Act to target 
all potential participants involved in an allegedly 
criminal transaction or relationship, including the 

                                                           
7 18 U.S.C. § 1956 (f). 
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officials themselves.  Particularly where the case began 
as a potential FCPA violation, this ability to reach 
government officials arguably breaks new ground,8 
allowing the government to go after both the payor and 
the recipient in a bribery case.9 

II.   OVERVIEW OF MONEY LAUNDERING AND THE 
ENFORCEMENT REGIME 

Money laundering is the concealment or 
disguising of financial assets generated through 
criminal activity.  The aim of “laundering” the money is 
to allow these assets to be used without any other party, 
including the government, detecting the criminal nature 
of the underlying activity.  In other words, making 
illegally-gained proceeds appear legal (or “clean”).10   
The proceeds of almost any crime can be laundered, 
with corruption and bribery among the most commonly 
pursued theories. 

                                                           
8 See, e.g., The FCPA and AML Statutes, BUSINESS CRIMES BULLETIN, 
(January 2012), available at: http://www.srz.com/files/News/0b037a9a-
7946-43c6-90da-
62b84803b425/Presentation/NewsAttachment/80bdf431-d734-4e5a-
9c67-
6d7e62a00f74/Santangelo_Brin_Jan_2012_Business_Crimes_Bulletin_The
_FCPA_and_AML.pdf. 
9 Are money laundering laws DOJ’s tools in expanding reach of FCPA? THE 
NATIONAL LAW JOURNAL, November 15, 2012, available at: 
http://www.law.com/jsp/nlj/PubArticleNLJ.jsp?id=1202578465126&A
re_money_laundering_laws_DOJs_tools_in_expanding_reach_of_FCPA. 
10 Financial Crimes Enforcement Network, Frequently Asked Questions, 
available at: http://www.fincen.gov/about_fincen/wwd/faqs.html. 
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Money laundering is generally framed as 
occurring in three stages:  

1. Placement – introduction of assets generated 
through criminal activity into the financial 
system; 

2. Layering – a transaction or series of transactions 
designed to disguise the origin and trail of the 
money in order to make it difficult to identify the 
source of the funds; 

3. Integration – return of the funds back to the 
launderer through what appears to be a 
legitimate transaction.11 

Given the inherently disguised nature of the 
crime, there is no accepted figure for the exact scope of 
these activities.  Widely cited, however, is the IMF’s 
estimate that global money laundering may be worth 
roughly 2-5% of global GDP,12 and there seems to be 
little doubt that the amount is, at a minimum, in the 
hundreds of billions of dollars.   

The U.S. government and its various enforcement 
agencies view money laundering as “a significant threat 
                                                           
11 The Money Laundering Statutes (18 U.S.C. §§ 1956 and 1957), UNITED 
STATES ATTORNEY’S BULLETIN, September 2007, available at: 
http://www.justice.gov/usao/eousa/foia_reading_room/usab5505.pdf. 
12 Frequently Asked Questions Relating to Money Laundering, the U.K. 
Financial Services Authority (updated April 24, 2010), available at: 
http://www.fsa.gov.uk/about/what/financial_crime/money_launderi
ng/faqs. 
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to the safety of our communities, the integrity of our 
financial institutions, and our national security.”13  The 
laundering of proceeds is considered a critical part of a 
number of major criminal enterprises and may be 
essential to drug dealing and many terrorist activities.14 

To address the issue, the government has given 
enforcement authority and related tools to a range of 
government agencies operating in the areas of financial 
regulation and law enforcement, as part of an effort to 
create a comprehensive anti-money laundering 
(“AML”) regime.  Chief among these agencies are the 
Department of the Treasury—including its Financial 
Crimes Enforcement Network (“FinCEN”) and the 
Internal Revenue Service (“IRS”)—and the Department 
of Justice, as well as the Department of Homeland 
Security, the Board of Governors of the Federal Reserve 
System, and the U.S. Postal Service.15  Each of these 
agencies plays a different role in the comprehensive 
AML framework regulating major financial institutions 
and market players. 

Money laundering statutes can be divided into 
two general types: (i) comprehensive oversight, 
monitoring, and reporting framework designed to limit 
                                                           
13 Statement of Richard Weber, Chief, Asset Forfeiture and Money 
Laundering Section, THE U.S. MONEY LAUNDERING THREAT ASSESSMENT, 
available at: http://www.treasury.gov/resource-center/terrorist-illicit-
finance/Documents/mlta.pdf. 
14 Id. 
15 Id. 
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money laundering activity, focused primarily on 
financial institutions; and (ii) the criminalization of 
money laundering activity by any individual or 
corporation.  Together, these laws serve as 
complementary pillars of the U.S. AML regime.  For 
much of the life of the U.S. AML regime, the emphasis 
has been on improving compliance systems and 
expanding monitoring under the provisions of the 
former mechanisms.16  Money laundering cases have 
historically made up a very small proportion of the 
overall federal criminal caseload.  For example, in 2009 
approximately 800 people were convicted in federal 
court of money laundering as the primary or most 
serious charge, roughly 1% of all federal cases for the 
fiscal year.17   

Recently, however, DOJ and law enforcement 
officials have placed a new emphasis on bringing 
money laundering charges—particularly as a part of 
complex overseas criminal bribery cases.  This shift may 
be considered a marked expansion of the ways in which 
the Money Laundering Act has been used and the 
potential liability of U.S. defendants in a range of 
related enforcement areas.  In fact, DOJ leadership has 
explicitly discussed the goal of using U.S. law 

                                                           
16 See, e.g., id. 
17 United States Sentencing Commission, Statistical Information Packet, 
available at:  

http://www.ussc.gov/Data_and_Statistics/Federal_Sentencing_Statistic
s/State_District_Circuit/2009/1c09.pdf. 
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enforcement tools to combat corruption globally.18  
While these changes appear to be largely attributable to 
innovative enforcement efforts by DOJ, it may also be 
the product of longstanding trends and efforts to 
combat increasingly complex and increasingly 
international money laundering schemes, as well as the 
use of the U.S. dollar as the currency of choice in 
criminal activity.19 

III.   MONEY LAUNDERING AND THE MONEY 
LAUNDERING CONTROL ACT 

The Money Laundering Act prohibits individuals 
from engaging in any financial transaction with 
proceeds that were generated from certain crimes, 
known as “specified unlawful activities”.20  These 
crimes are explicitly defined as including bribery of a 
public official, or the misappropriation, theft, or 
embezzlement of public funds by or for the benefit of a 
public official, fraud, or any scheme or attempt to 
defraud, by or against a foreign bank.  The Money 
Laundering Act is framed broadly, criminalizing all 
types of transactions involving any item of value, 
generally movement or concealment of funds, where 
the item of value stems from any one of a wide range of 
                                                           
18 Remarks of Attorney General Eric Holder at the Opening Plenary of 
the VI Ministerial Global Forum on Fighting Corruption and 
Safeguarding Integrity (Doha, Qatar), November 7, 2009, available at: 
http://www.justice.gov/ag/speeches/2009/ag-speech-091107.html. 
19 See United Nations Office for Drug Control and Crime Prevention, 
Financial Havens, Banking Secrecy, And Money-Laundering, May 29, 1998. 
20 18 U.S.C. §§ 1956, 1957 (2006). 
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criminal offenses.  Again, the Money Laundering Act 
gives prosecutors a tool that can reach public and 
private conduct anywhere in the world, so long as the 
person conducts a monetary transaction knowing that 
the funds were derived through unlawful activity.  It 
therefore plays a distinct and critical role in the current 
U.S. enforcement regime, complementing the extensive 
statutory discussion focused on financial institutions.   

Other statutes in the U.S. AML regime are 
distinguished by their emphasis on reporting 
requirements and more limited concern with major 
financial institutions.  Central among these related 
statutes are the Bank Secrecy Act of 1970 (the “BSA”)21 
and the USA PATRIOT Act, passed in 2001 (the “Patriot 
Act”).22  The BSA, the first major U.S. anti-money 
laundering legislation, created financial reporting 
requirements applicable to a broad array of entities, 
including banks, credit card companies, life insurers, 
money service businesses, and securities brokers and 
dealers.  The BSA requires such institutions report 
regularly to the government on a range of major 
transactions and suspicious investors.  These reports are 
designed to help law enforcement identify the source, 
volume, and movement of currency and other monetary 

                                                           
21 31 U.S.C. §§ 5311-32. 
22 USA PATRIOT Act Title III: International Money Laundering 
Abatement and Financial Anti-Terrorism Act of 2001, 115 Stat. 272 (2001).  
The provisions of the Patriot Act span a range of concerns and modified 
a similarly broad range of statutes; Part III modified both the Money 
Laundering Control Act and the Bank Secrecy Act. 
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instruments into or out of the United States.  In many 
respects, the BSA forces the creation of a paper trail for 
law enforcement officials.  More recently, the Patriot 
Act imposed enhanced AML requirements on a wide 
variety of institutions, including explicit requirements 
that financial institutions establish more comprehensive 
AML programs and implement new controls.23 

A. Liability Under the Act 

The Money Laundering Act, in contrast, creates 
criminal liability for any person by virtue of their 
participation in a financial transaction.  Specifically, the 
Money Laundering Act criminalizes any: 

1. Financial transaction or transmission, 

Involving the proceeds, 

Of an unlawful activity, 

If such transaction or transmission is designed to 
(a) promote unlawful activity OR (b) disguise the 
nature of the proceeds. 

The Money Laundering Act and the terms 
thereunder are read broadly to allow any one of a 
number of transactions, from complex financial schemes 
to simply passing money from one person to another, to 
be found sufficient so long as there is an intent to 
                                                           
23 Guide to U.S. Anti-Money Laundering Requirements, Fourth Edition 
(October 2010), available at: http://www.protiviti.com/en-
US/Documents/Resource-Guides/Guide-to-US-AML-Requirements-
4thEdition-Protiviti.pdf. 
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disguise the source, ownership, location or control of 
the money.  The specific provisions of the Money 
Laundering Act are structured into three provisions 
related to money laundering offenses generally labeled 
the transaction clause, transportation clause, and the 
sting clause.  The first two such categories—the 
transaction and transportation forms of the crime—fit 
into the first step of the framework above by serving as 
the relevant transaction or transmission of funds under 
the broad definition of the Money Laundering Act.  The 
sting clause allows for a prosecution where government 
officials only represent the item to be proceeds of the 
relevant predicate offense in accordance with the terms 
set out below.24  

B. The “Transaction” 

A “transaction” is broadly defined such that 
virtually anything that can be done with money, and 
most transfers of property, may qualify under the 
statute.  This would be true regardless of the parties 
involved and would capture even the simplest forms of 
transfer, starting with the simple act of handing 
anything of value from one person to another, which 
would constitute a single financial transaction.25  A 
                                                           
24 18 U.S.C. § 1956 (a)(3). 
25 See United States v. Otis, 127 F.3d 829 (9th Cir. 1997) (drug dealer’s 
delivery of cash to a money launderer is a financial transaction); United 
States v. Rounsavall, 115 F.3d 561 (8th Cir. 1997) (writing check to 
purchase cashier’s checks is financial transaction); United States v. Herron, 
97 F.3d 234, 237 (8th Cir. 1996) (wire transfer through Western Union is a 
financial transaction); United States v. Brown, 31 F.3d 484, 489 n.4 (7th Cir. 
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financial transaction need not involve money, but can 
be in practically any property of value, including certain 
ownership interests, for example stock or the deed to a 
property.26  Transportation is similarly broad, reaching 
any transmission or transfer of the funds, including 
wire transfers or other electronic transfers, or attempts 
to transfer funds.  These terms are also broadly defined 
to capture any transfer of funds that comes into, goes 
out of, or at any point passes through the United 
States.27 

Although the process of laundering money 
involves multiple steps, the government needs to show 
sufficient evidence regarding only one of these steps to 
prove the crime of money laundering under the Money 
Laundering Act.  In other words, while the process of 
laundering the money may occur in multiple steps, the 
crime of money laundering is committed by 
involvement or participation in a single one of these 
steps.  This is true regardless of the setting of the crime, 
meaning that only one step in the money laundering 
                                                                                                                                  

1994) (processing credit card charges involves “payment, transfer, or 
delivery by, through, or to a financial institution”). 
26 See United States v. Hall, 434 F.3d 42, 52 (1st Cir. 2006) (recording a 
mortgage is a financial transaction); United States v. Carrell, 252 F.3d 1193, 
1207 n.14 (11th Cir. 2001) (transfer of title to real property is a financial 
transaction under section 1956(c)(4)); United States v. Westbrook, 119 
F.3d 1176 (5th Cir. 1997) (purchase of a vehicle is a financial transaction 
because it involves transfer of title). 
27 18 U.S.C. § 1956 (a)(2).  See, e.g., United States v. Monroe, 943 F.2d 1007 
(9th Cir. 1991) (Holding that the statute includes, and indicating it was 
always was intended to include, wire transfers of funds). 
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scheme needs to be sufficiently evidenced for a 
conviction. 

The other critical showing to be made with 
respect to proving a financial transaction is a partially 
jurisdictional one: the government must show that the 
transaction in any way or degree affect[s] interstate or 
foreign commerce.  The government must allege this 
element in the indictment and prove it beyond a 
reasonable doubt.28  Generally, however, a showing of a 
very small impact is sufficient.  For example, this 
element may be satisfied by a simple showing that the 
transaction was commercial in nature such that, if the 
overall impact of all such transactions on the economy 
was considered, it could be found substantial.  
Similarly, this element is satisfied by a showing that the 
transaction, regardless of size or structure, involved a 
Federal Deposit Insurance Corporation (FDIC)-insured 
bank.29 

 
                                                           
28 See United States v. Evans, 272 F.3d 1069, 1081 (8th Cir. 2001) (“[a]n 
effect on interstate commerce is an essential element of money 
laundering.”); United States v. Ladum, 141 F.3d 1328 (9th Cir. 1998) 
(interstate commerce is both jurisdictional and an essential element of 
the offense). 
29 See United States v. Peay, 972 F.2d 71 (4th Cir. 1992) (transaction 
involving funds on deposit at a financial institution insured by FDIC 
affects interstate commerce); United States v. Ripinsky, 109 F.3d 1436, 
opinion amended on denial of reh’g, 129 F.3d 518 (9th Cir. 1997) (if the 
transaction is commercial in nature, government need only prove that it 
had a minimal effect on interstate commerce that, through repetition by 
others, could have a substantial effect). 
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C. “Proceeds” of Unlawful Activity 

The government must then show that the 
transaction involved the “proceeds” of a specified 
unlawful activity.  This term is not specifically defined 
in the statute, but has recently been clarified through 
litigation and new legislation.  In U.S. v. Santos, the U.S. 
Supreme Court held in a plurality opinion that the rule 
of lenity requires the terms of the money laundering 
statute be read in favor of defendants, finding that the 
proceeds of the predicate offense refer to profits, rather 
than simple gross receipts.30  Congress responded by 
redefining proceeds as property obtained via the 
criminal offense, such as gross receipts.31  In bribery 
cases after Santos, defendants have again challenged the 
use of a bribery scheme as the underlying criminal act 
for a separate money laundering conviction.32   

The government has defended its recent FCPA-
related money laundering prosecutions that rely on 
bribery as an underlying act by explaining that there are 
generally two distinct and separable efforts in making a 
payment under the FCPA: the payment to the 
                                                           
30 553 U.S. 507 (2008). 
31 Pub. L. 111-12, 123 Stat. 1618 (2009) (S. 386) (111th Cong.).  More 
recently, the Seventh Circuit has sliced the applicability of this rule more 
thinly, finding that for “promotional” money laundering, this definition 
may apply, but that for “concealment” money laundering, it remains an 
open question if the proceeds of the initial crime may be sufficiently 
distinguished.  United States v. Aslan, 644 F.3d 526 (2011). 
32 Brief of the Appellant, United States v. Rodriguez, et al., 11-15331-CR 
(May 9, 2012). 
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government official and the steps to disguise this 
payment.  Accordingly, the government has 
successfully argued, efforts to disguise the source or 
nature of a payment create a money laundering 
violation distinguishable from bribery.33  In other 
words, attempting to (i) make a bribe (ii) in a concealed 
manner can constitute two distinguishable criminal 
violations, even if the acts occur simultaneously.34  In 
the case of proceeds resulting from the payment of the 
bribe, the process is arguably easier, even if additional 
steps need be proven.  There the government would 
have to show that the bribe was made and that later, as 
a result of the bribe, funds were generated.   

These proceeds, regardless of how defined, must 
be the result of a “specified unlawful activity.”  The 
Money Laundering Act provides both a list of specific 
offenses and incorporates a range of state, federal and 
foreign criminal statutes by reference.  The list of 
particular offenses in the definition of “specified 
unlawful activity” includes violent crimes (“murder, 
kidnapping, robbery, extortion, destruction of 
property”), financial and property crimes (“fraud, 

                                                           
33 United States v. Wilkes, 662 F.3d 524, 547 (9th Cir. 2011), cert. denied, 132 
S. Ct. 2119 (2012); see also United States v. Pretty, 98 F.3d 1213, 1220-1221 
(6th Cir. 1996) (“A direct payment from [an individual providing a 
kickback] to public official would have violated [the law] without 
constituting money laundering. The effort to disguise the source of the 
money was an additional act that is separately punishable under § 
1956(a)(1)(B)(i), notwithstanding the simultaneity of the two crimes”). 
34 Id. 
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bribery, theft, or embezzlement of public funds”), and a 
range of crimes traditionally linked to money 
laundering, such as arms trafficking, drug offenses, 
smuggling, and terrorist activities.  The incorporation 
by reference provisions include any offense that would 
require extradition or prosecution under “a multilateral 
treaty,” “any act or activity constituting an offense 
involving a Federal health care offense,” and any RICO 
offense.35  

A prosecutor can prove that property is the 
proceeds of a specified unlawful activity by tracing it to 
a particular offense or by a more general showing that 
such offense generated the relevant property, without 
any specific identification of when or where the specific 
offense took place.36  This authority is particularly 
valuable where a repeated criminal activity can be 
shown linked to given source (e.g., a single account), but 
the exact origin of the particular funds being handled 
cannot be similarly specified. 

D. Intent of the Participants 

With respect to the mental state of the 
participants, the law requires that, at the time the 
financial transaction occurred, the money launderer 

                                                           
35 18 U.S.C. § 1956 (c). 
36 United States v. Golb, 69 F.3d 1417 (9th Cir. 1995) (Finding that evidence 
showing the money came from an account used by professional 
launderers was sufficient); United States v. Blackman, 904 F.2d 1250, 1257 
(8th Cir. 1990). 
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knew that the property involved in the transaction was 
the proceeds of “some form” of unlawful activity.  The 
individual actor does not need to know the specific 
unlawful activity or any of the details of such activity.37  
Federal courts have held that knowledge of the criminal 
origins of such funds may be inferred from the 
circumstances, taking into consideration the method in 
which the funds were transferred and the reputation of 
the parties.38  Courts have also relied on the concept of 
willful blindness in rejecting defenses based on a lack of 
knowledge; for example, sufficiently large cash 
payments may indicate illegal activity under almost any 
circumstances.39  

The prosecution must also prove that the 
defendant acted with intent to promote the specified 
unlawful activity.  Proof of any intent to violate the 
relevant provisions of the tax code, to disguise the 
nature, origin, or ownership of the proceeds, or to avoid 
a reporting requirement under state or federal law will 

                                                           
37 18 U.S.C. § 1956(c)(1).  , 400 F.3d 491, 496 (7th Cir. 2005) (defendant 
need not know actual source of the money, but only that it came from 
some “illegal activity”); United States v. Rivera-Rodriguez, 318 F.3d 268, 
271 (1st Cir. 2003) (“defendant is not required to know what type of 
felony spawned the proceeds but only that some felony did so”). 
38 See United States v. Otis, 127 F.3d 829, 835 (9th Cir. 1997); United States 
v. Golb, 69 F.3d 1417 (9th Cir. 1995); United States v. Hurley, 63 F.3d 1 (1st 
Cir. 1995).  
39 See United States v. Flores, 454 F.3d 149, 155-56 (3d Cir. 2006); United 
States v. Bornfield, 145 F.3d 1123 (10th Cir. 1998); United States v. Campbell, 
977 F.2d 854 (4th Cir. 1992). 



21 
 

suffice under the Money Laundering Act.40  In practice, 
this fact-specific intent inquiry is often closely tied to 
concealment, with the prosecution showing that the 
transaction or transportation involving the defendant 
was designed to conceal information about proceeds of 
a criminal activity.  Fortunately for the government, it is 
free to charge several different possible forms of intent 
in bringing the case, but need only make an adequate 
showing under any one theory.41   

E. Reach of the Statute  

Finally, the plain language of the statute allows 
for a broad jurisdictional hook.  The statute can reach 
any U.S. citizen anywhere in the world or any conduct 
by a non-U.S. citizen if at least part of the conduct takes 
place in the U.S., so long as the transaction or series of 
transactions involves property with a value exceeding 
$10,000.42    Even in combination with the jurisdictional 
requirement concerning the nature of the transaction—
which is effectively no more than a de minimis 
requirement43 — any showing that the money 
originated in, ultimately returned to, or passed through 
the United States is likely to be found sufficient.  

 
                                                           
40 Mark A. Provost, Money Laundering, 46 AM. CRIM. L. REV. 837 (2009). 
41 Id. at 856. 
42 18 U.S.C. § 1956(f). 
43 United States v. Blair, 661 F.3d 755, 764 (4th Cir. 2011); United States v. 
Hudspeth, 525 F.3d 667, 680-81 (8th Cir. 2008). 
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IV.   RECENT ENFORCEMENT ACTIONS 
DOJ has increasingly come to rely on the Money 

Laundering Act as a prosecutorial tool complementing 
and strengthening its ability to aggressively pursue 
criminal cases in and outside of the U.S.  Given 
statements from DOJ and the U.S. government 
characterizing HSBC as a “test case”, 44   any financial 
services company or executive (particularly those doing 
business in foreign countries) should watch out for this 
foreshadowed growth in money laundering 
investigations and prosecutions.   

At the same time, the Money Laundering Act has 
become an alternative charge of choice for prosecutors 
investigating possible FCPA violations.  The Money 
Laundering Act allows the government to reach areas 
generally understood as clearly outside of the reach of 
the FCPA, but also for the strategic manner in which 
DOJ has sought to use the cases in conjunction with the 
FCPA.45   The Money Laundering Act also enables the 
government to pursue multiple avenues for a conviction 
relying largely on the same set of facts.  In certain recent 
cases, DOJ has charged the U.S. entity, its executives, 

                                                           
44 HSBC’s Grilling: What Comes Out in the Wash, THE ECONOMIST, July 21, 
2012, available at: http://www.economist.com/node/21559349. 
45 The FCPA and AML Statutes, BUSINESS CRIMES BULLETIN, (January 2012), 
available at: http://www.srz.com/files/News/0b037a9a-7946-43c6-90da-
62b84803b425/Presentation/NewsAttachment/80bdf431-d734-4e5a-
9c67-
6d7e62a00f74/Santangelo_Brin_Jan_2012_Business_Crimes_Bulletin_The
_FCPA_and_AML.pdf 
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and key foreign parties all with money laundering 
based on the same scheme and nearly the same 
evidence brought together in framing the FCPA 
violation.46  The Money Laundering Act’s breadth 
makes it a relatively flexible tool for complex FCPA 
investigations.   These cases suggest that, while this 
expanded use of money laundering charges may be still 
in its early stages, its use (and the convictions secured 
thereunder) will likely continue to grow in FCPA cases. 

The detailed report on HSBC’s inadequate AML 
controls authored by the Senate Permanent 
Subcommittee on Investigations criticized numerous 
failings in this major bank’s AML enforcement efforts.47  
In addition to the breadth of the bank’s failures, 
including the three-year period in which its U.S. branch 
failed to monitor transactions with branches in other 
countries for money-laundering violations, the report 
showed particular concern with transactions involving 
HSBC’s Mexican subsidiary, which allowed 
multibillion-dollar bulk cash transactions to flow 
through its accounts.48  This has generated further 
                                                           
46 Docket, United States v. Martinez, et al., 11-cr-20112 (as of October 3, 
2012) (S.D. Fl). 
47 U.S. VULNERABILITIES TO MONEY LAUNDERING, DRUGS, AND TERRORIST 
FINANCING: HSBC CASE HISTORY, available at 
http://www.hsgac.senate.gov/subcommittees/investigations/hearings
/us-vulnerabilities-to-money-laundering-drugs-and-terrorist-financing-
hsbc-case-history. 
48 HSBC’s Multiplying Legal Issues, N.Y. TIMES DEALBOOK, November 12, 
2012, available at: http://dealbook.nytimes.com/2012/11/12/hsbcs-
multiplying-legal-issues. 
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accusations that HSBC was complicit in laundering 
money for drug cartels.   

Faced with these allegations, HSBC not only paid 
a nearly $2 billion fine, it has continuously worked to 
strengthen its AML programs.  These steps included 
hiring new senior legal and internal compliance 
personnel, initiating a major overhaul of its AML 
programs, and implementing new training efforts.49  
HSBC’s new CEO has further pledged a comprehensive 
reorganization that will bring the bank’s global 
operations under increased oversight and allow the 
bank to more effectively target potentially suspect 
clients and transactions.50    

Despite the record-setting fine and internal costs, 
HSBC has continued to come under fire for these AML 
failures.  Months after paying the fine, members of the 
U.S. Senate banking committee criticized both HSBC 
and the federal regulators who permitted the plea, 
arguing it was too lax given the extent of the money 

                                                           
49 HSBC Hires Preeta Bansal as GC for Litigation and Regulatory Affairs, 
CORPORATE COUNSEL, October 25, 2012, available at: 
http://www.law.com/corporatecounsel/PubArticleCC.jsp?id=12025762
02851&HSBC_Hires_Preeta_Bansal_as_GC_for_Litigation_and_Regulato
ry_Affairs&slreturn=20121016142249. 
50 HSBC Fears U.S. Money Laundering Fines to Top $1.5 Billion, Reuters, 
November 5, 2012, available at:  

http://www.reuters.com/article/2012/11/05/us-hsbc-earnings-
idUSBRE8A400920121105. 
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laundering alleged. 51  Senators questioned why there 
was no criminal prosecution—a more aggressive 
approach that could have resulted in the complete 
exclusion of the bank from U.S. markets.  One legislator 
even sought a pledge that regulators will seek to 
prosecute financial institutions in future cases.   

Concerning the use of money laundering charges 
in FCPA cases, the recent charges against U.S. 
corporations, their executives, and related foreign 
officials for bribing key officials at Haiti Teleco, are 
instructive.  As presented by the Justice Department, 
from 2003 to 2006, two American telecommunications 
companies (run by certain defendants) paid 
approximately $500,000 to two companies for what the 
companies and the payors claimed were consulting 
services.  To conceal these bribes, others directed the 
payments to certain shell companies, where the 
payments were booked under false documents.  In fact, 
these companies were shells, providing no services and 
funneling the money to government officials.  The 
American telecommunications companies used these 
payments to secure various business advantages from 
Haiti Teleco, and state officials, including preferred 
telecommunications rates, a continued connection 

                                                           
51 Senators: ‘Prosecution-Free Zone’ for Big Banks? ABC NEWS BLOTTER, 
March 7, 2013, available at: http://abcnews.go.com/Blotter/hsbc-case-
senators-prosecution-free-zone-big-banks/story?id=18678686. 
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despite clear violations of their payment agreement, 
and a favorable contract with the state-owned utility. 52 

The case started as a more traditional FCPA 
investigation—however, when it became clear that 
certain individuals might be outside the reach of the 
statute, the government began pursuing the Money 
Laundering Act alternative.  The government would 
eventually secure guilty pleas or convictions for money 
laundering, FCPA violations, or both, against a number 
of the defendants.  Significantly, in some of these cases 
the money laundering charge or money laundering 
conspiracy charge was the only charge, or one of only 
two charges, for which several executives and the 
foreign official were actually committed.  Perhaps of 
even greater significance, for several executives a 
money-laundering charge was secured despite what 
appeared to be the individual’s more limited role in the 
conspiracy.53  These included several convictions for 
officials, both private and government-affiliated, whose 
role in the scheme may have been primarily as a 

                                                           
52 DOJ Office of Public Affairs, Former Haitian Government Official 
Sentenced to Nine Years in Prison for Role in Scheme to Launder Bribes, May 
21, 2012, available at:  http://www.justice.gov/opa/pr/2012/May/12-
crm-656.html; DOJ Office of Public Affairs, Executive Sentenced to 15 Years 
in Prison for Scheme to Bribe Officials at State-Owned Telecommunications 
Company in Haiti, October 25, 2011, available at:  
http://www.justice.gov/opa/pr/2011/October/11-crm-1407.html. 
53 Richard Cassin, Money Laundering Plea in Haiti Teleco Case, February 19, 
2010, available at: http://www.fcpablog.com/blog/2010/2/19/money-
laundering-plea-in-haiti-telco-case.html. 
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conduit for the bribe.54  In application, this enabled the 
government to secure guilty pleas against individuals 
where the facts may have been inadequate to prove the 
more specific requirements for an FCPA conviction. In 
May 2012, Jean Duperval, previously an official with 
Haiti Teleco, the state-owned Haitian telecom company, 
was convicted by a jury of 19 counts of money 
laundering and two counts of conspiracy to commit 
money laundering.  Specifically, DOJ alleged that in 
handling the funds Duperval violated the FCPA, 
Haitian anti-bribery law, and the U.S. wire fraud 
statute.  DOJ was therefore able to rely on its successful 
FCPA prosecution of the U.S. citizens as one avenue to 
satisfy a key aspect of the money-laundering statute—
specified unlawful activity.  It appears that such an 
argument could be successful against U.S. citizens.   

Although Duperval was the eighth defendant 
involved in this scheme to be convicted, his conviction 
is noteworthy because DOJ was able to secure 
convictions of both parties on either side of the 
impermissible payment scheme, using the FCPA to 
secure a conviction against the U.S. citizen who paid the 
bribe and the Money Laundering Control Act to convict 
the foreign official who collected it.    Thus, unlike the 
other foreign officials sentenced in this case, each of 
whom pled pursuant to an agreement with the 
                                                           
54 DOJ Office of Public Affairs, Former Haitian Government Official 
Sentenced to Nine Years in Prison for Role in Scheme to Launder Bribes, May 
21, 2012, available at: http://www.justice.gov/opa/pr/2012/May/12-
crm-656.htm. 
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government, Duperval forced DOJ to test the adequacy 
of its reach under the money laundering statute by 
taking the case to trial.  DOJ won a conviction under 
this theory, although Duperval is currently appealing.   

DOJ is likely to continue to push for such 
convictions given their potential strategic value.  Money 
laundering charges, and the very real possibility of 
convictions, can be used to ensure that a foreign official 
or national is cooperative in prosecuting U.S. companies 
and their executives.  Through such a conviction DOJ 
can gain a valuable ally in one of the actual co-
conspirators in a complex case.  If this pattern 
continues, money laundering may prove a critical piece 
of more complex and contentious FCPA prosecutions—
a new opportunity for DOJ and a new risk to FCPA 
defendants. 

For example, in the headline-grabbing FCPA 
guilty verdict against Frederic Bourke and the ongoing 
case against Viktor Kozeny,55 one of the government’s 
key witnesses was a Swiss national testifying at the 
Bourke trial after having been already convicted of 
money laundering.56  It appears from subsequent events 

                                                           
55 DOJ Office of Public Affairs, Connecticut Investor Found Guilty in 
Massive Scheme to Bribe Senior Government Officials in the Republic of 
Azerbaijan, July 10, 2009, available at:  

http://www.justice.gov/opa/pr/2009/July/09-crm-677.html. 
56 Richard L. Cassin, No Sentencing Date for Bodmer, June 4, 2012, available 
at http://www.fcpablog.com/blog/2012/6/4/no-sentencing-date-for-
bodmer.html. 
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that the witness may have leveraged his cooperation 
into a deferred sentence, as it now looks like this 
convicted defendant has not and is unlikely to serve any 
jail time.57 

As in the Siriwan and Duperval cases, the target 
of the money laundering charge was in fact a 
participant in the same scheme that led to the FCPA 
convictions.  In 2004 Swiss lawyer Hans Bodmer pled 
guilty to a conspiracy to commit money laundering for 
helping move the money used to bribe foreign officials.  
Bodmer then provided critical testimony in Bourke’s 
2009 jury trial, which ultimately resulted in a conviction 
for conspiracy to violate the FCPA and a one-year 
prison sentence for Bourke.58   

Although Bodmer is technically awaiting 
sentencing, it now appears that the government has 
effectively given a suspended sentence to Bodmer for 
his assistance in securing these FCPA convictions.  In 
these circumstances, the money-laundering prosecution 
appears to have served as a bargaining chip giving DOJ 
leverage over a foreign national.  After the Duperval 
case—which upheld the use of the Money Laundering 
Act and resulted in some of the harshest sentences ever 

                                                           
57 Docket, United States v. Hans Bodmer, 03-cr-00947 (as of November 19, 
2012) (S.D.N.Y). 
58 Richard Cassin, Bodmer, Like Lewis, Waits For Sentencing, January 31, 
2011, available at: http://www.fcpablog.com/blog/2011/1/31/bodmer-
like-lewis-waits-for-sentencing.html. 
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handed down under the FCPA—such use of this tool 
seems only more likely.    

DOJ’s aggressive stance is not without potential 
flaws, however, as have been subsequently highlighted 
by the more aggressive defense against money- 
laundering charges by a Thai official facing similar 
accusations.  In January 2010, DOJ unsealed a money- 
laundering indictment against Juthamas Siriwan and 
Jittisopa Siriwan, alleging that Juthamas Siriwan, as 
governor of the tourism authority and the president of 
the Bangkok film festival accepted bribes.59  These 
bribes were paid through her daughter, Jittisopa, 
through foreign bank accounts and intermediaries.  The 
U.S. citizens who paid the bribes were convicted of 
FCPA violations following a 2009 jury trial.   

In making the money-laundering case against the 
Siriwans, DOJ alleged that the acceptance of the bribe 
constituted a criminal act under the FCPA and Thai law.  
Further, their various efforts to move the funds through 
intermediates constituted attempts to disguise the 
nature or purpose of the payment, which in 
combination with the underlying criminal activity 
constitutes a violation of the Money Laundering 
Control Act, specifically through her “transporting 

                                                           
59 DOJ Office of Public Affairs, Film Executive and Spouse Found Guilty of 
Paying Bribes to a Senior Thai Tourism Official to Obtain Lucrative Contracts, 
September 14, 2009, available at: 

 http://www.justice.gov/opa/pr/2009/September/09-crm-952.html. 
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funds” linked to the U.S. “to promote unlawful 
activity.”60   

The Siriwans, however, have fought back, filing a 
series of motions challenging the government’s ability 
to bring these charges and the appropriateness of such 
charges, explicitly arguing that the entire prosecution is 
little more than an end-run around the accepted 
limitations of the FCPA.61  Although the case is pending 
and the validity of these arguments has not been 
conclusively addressed, they offer a view of the 
potential challenges the government may face in its 
continued expansion of such efforts.  At a recent 
hearing, this argument seemed to gain traction with the 
federal judge hearing the matter.62 

CONCLUSION 
The increased use of the Money Laundering Act 

raises the potential for previously unexpected liability 
for U.S. companies and executives.  Based on recent 
enforcement patterns, companies should be sure that 
                                                           
60 Indictment, United States v. Juthamas Siriwan, et al., 09-cr-00081 (January 
28, 2009), available at:  

http://www.justice.gov/criminal/fraud/fcpa/cases/siriwan/01-28-
09siriwan-indictment.pdf. 
61 Defendants’ Motion to Dismiss, United States v. Juthamas Siriwan and 
Jittisopa Siriwan, 09-cr-00081 (August 9, 2011). 
62 Richard Cassin, Judge Mulls Wider Ban on Prosecution of Bribe Takers, 
January 14, 2013, available at: 

 http://www.fcpablog.com/blog/2013/1/14/judge-mulls-wider-ban-
on-prosecution-of-bribe-takers.html. 
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their compliance programs and diligence efforts 
adequately address the potential reach of this statute 
and are further responsive to DOJ’s new and innovative 
enforcement efforts.  As DOJ continues in its efforts to 
“do more” to expand “vigorous prosecution” efforts, 
particularly in cases involving corruption of foreign 
public officials, U.S. companies appear increasingly 
likely to be the target of money laundering charges.63

                                                           
63 Remarks of Attorney General Eric Holder at the Opening Plenary of 
the VI Ministerial Global Forum on Fighting Corruption and 
Safeguarding Integrity (Doha, Qatar), November 7, 2009, available at: 
http://www.justice.gov/ag/speeches/2009/ag-speech-091107.html. 
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TRENDS AND DEVELOPMENTS 
IN THE UNITED KINGDOM 
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I.   INTRODUCTION 
While the recent failings of some of the UK’s 

largest banks may suggest otherwise, the UK has 
consistently taken a proactive stance in combating 
money laundering activity.  In accordance with 
international standards, it has implemented and 
developed a comprehensive legislative regime which 
imposes both civil and criminal liability, while also 
empowering regulatory bodies to monitor and enforce 
compliance.    

The widening of the scope of legislation to apply 
to the proceeds of all criminal activity marked a key 
point in the development of the UK anti-money 
laundering regime. The implementation of the Proceeds 
of Crime Act 2002 (“POCA”) as the first UK statute to 
deal with money laundering specifically marked a 
decisive shift away from viewing money laundering as 
an ancillary offence to other crimes, to recognizing it as 
a complex crime in its own right.  The “all crimes” 
approach of POCA is further supported by the 
Terrorism Act 2000 (“TA”), which addresses money 
laundering in the context of terrorism.64  The 
introduction of the TA illustrates how UK legislators 
will adapt and respond to new money laundering 
threats. The English courts, in their interpretation and 
application of POCA have further refined and clarified 
the scope of the civil and criminal offences.   

                                                           
64 The Terrorism Act 2000 as amended by the Anti-Terrorism, Crime and 
Security Act 2001. 
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In addition to the legislative framework, the UK 
financial system is seen as central to combating money 
laundering and terrorist financing.  Banks, bureaux de 
change and money transmitters and similar businesses 
which provide a gateway to the financial system have 
been described as “financial guardians” and are 
required to apply effective controls to help identify and 
prevent attempts to move the proceeds of crime 
through the financial system.65  As a result, financial 
institutions large and small are subject to more onerous 
money laundering controls and requirements.  
Significant penalties have been applied where 
organizations have failed to implement suitable systems 
and controls, even where money laundering itself has 
not been detected.   

II.   OVERVIEW OF MONEY LAUNDERING AND THE 
LEGISLATIVE REGIME IN THE UK 

Essentially, money laundering is the process of 
converting illegal or “dirty” money which is derived 
from the proceeds of an illegal activity into “clean” 
money or assets.  This is usually achieved via a series of 
arrangements or transfers which have the aim of 
concealing the illegal source of such funds.66 In 

                                                           
65 Financial Challenge to Crime and Terrorism paper published by HM 
Treasury in 2007 
66 Summarized from HM Treasury’s Anti-Money Laundering Strategy 
(October 2004), which has since been updated by the Financial Challenge 
to Crime and Terrorism paper published by HM Treasury in 2007. 
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simplified terms, money laundering is said to consist of 
three stages: 

1. Placement – the money launderer places the 
funds generated from criminal activity into the 
financial system; 

2. Layering – the funds are engaged in a series of 
transactions.  This may take the form of 
straightforward transfers from one bank account 
to another, or the funds may be disseminated via 
the sale or purchase of goods or investments.  The 
funds are often moved from one jurisdiction to 
another (particularly to those with lower anti-
money laundering checks); and 

3. Integration – the original source of the funds now 
obscured, the launderer reintroduces the money 
into the legitimate economy, often by engaging it 
in what appears to be a legitimate transaction.67 

It is difficult to quantify the scale of money 
laundering activities in the UK, not least because the 
activity itself is concealed and takes place outside the 
mainstream economy.  Recent figures, however, 
estimate that GBP 48 billion (or 2 per cent of UK GDP) is 
laundered through the UK each year.68 This estimate is 

                                                           
67 This is a simplified explanation of the process. In practice, the 
mechanisms used to launder money may be more or less complex. 
68 Money Laundering Bulletin, June 2011 and quoted by Transparency 
International UK, which is available via:  



37 
 

consistent with the International Monetary Fund’s 
analysis that money laundering represents between 1.5 
and 5 per cent of gross world product.  HM Treasury is 
more conservative and estimates that approximately 
GBP 10 billion of funds are laundered in the UK.69  The 
disparate figures indicate how difficult a crime it is to 
quantify.   

Certainly, money laundering can occur in any 
country in the world, irrespective of a jurisdiction’s 
preventative measures.  Commentators note two key 
points in relation to the scale and complexity of global 
money laundering activity.  First, money launderers 
have the ability to adapt and vary their techniques in 
response to the increased levels of international and 
national anti-money laundering measures.  Second, the 
scale of the problem is exacerbated by factors such as 
the increasingly global nature of the financial markets 
and the many varied money laundering mechanisms 
that continually evolve to evade detection.70  The global 
nature of the problem requires an international 
response, an example of which are the 40 
Recommendations of the Financial Action Task Force 
(“FATF”) which have been incorporated into national 
                                                                                                                                  

http://www.transparency.org.uk/corruption/statistics-and-quotes/uk-
corruption. 
69 The Financial Challenge to Crime and Terrorism, London, HM Treasury, 
2007.   
70 Money Laundering – An Endless Cycle?:  A Comparative Analysis of Anti-
Money-Laundering Policies in the United States of America, the United 
Kingdom, Australia and Canada, Nicolas Ryder, 2012. 



38 
 

legislation by 180 jurisdictions across the world.  These 
have become the benchmark against which countries 
are assessed to determine their level of compliance. 

Against this backdrop, the UK government has 
stated that it is “determined to safeguard the security 
and prosperity of the UK from the threat of organized 
crime and terrorism” and acknowledges that “finance is 
the lifeblood of these threats”.  Importantly, the 
government is also aware that the integrity and 
international reputation of the UK’s financial sector (a 
major part of the UK economy) are also at risk as the 
financial system is increasingly being used to legitimize 
their illegal funds.71  The importance of the financial 
market to the wider UK economy should not be 
underestimated. 

While legislative action against money 
laundering has recently assumed greater prominence as 
the result of recent headline-grabbing fines levied by 
UK regulators and regulators in other jurisdictions, anti-
money laundering legislation has been in place in the 
UK for some time.  The Criminal Justice Act 1988 and 
the Drug Trafficking Offences Act 1986 each separately 
established the criminal offence of money laundering.  
Since then, the Money Laundering Regulations 1993 
and POCA have developed out of a change in UK 
government policy which sought to extend the scope of 
regulation to activities such as money services 
                                                           
71 HM Treasury report:  The Financial Challenge to Crime and Terrorism, 
February 2007. 
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business.72  POCA consolidated and replaced previous 
anti-money laundering legislation and its broad 
application reflects the shift in attention from drug 
money to a broader focus on the proceeds of crime more 
generally. 

Anti-money laundering legislation continues to 
adapt to criminal behaviour and threats.  The TA and 
other anti-terror legislation have more recently been 
introduced to specifically address money laundering in 
the context of terrorism.  Establishing the difference 
between the proceeds of crime and terrorist financing 
often introduces unnecessary confusion when 
considering anti-money laundering legislation.  The two 
regimes are different and do not always have the same 
characteristics.  Money laundering essentially involves 
“conventional” criminal activity, whereas terrorist 
funding does not always originate from criminal 
activity.  This paper focuses on the anti-money 
laundering regime under POCA, with reference to the 
TA as appropriate. 

As a consequence of this evolution of legislation, 
the UK’s anti-money laundering regime is extensive.  It 
is made up of statutes, regulations, rules and industry 
guidance, some of which derive from European Union 
(“EU”) laws.  It is important to bear in mind that UK 
anti-money laundering legislation does not operate in 
                                                           
72 The Money Laundering Regulations 1993 have since been amended 
and updated with the Money Laundering Regulations 2007 (as 
amended) now effective. 
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isolation, not least given the international nature of the 
activities concerned.  The EU has implemented 
legislation which seeks to coordinate anti-money 
laundering regulation and enforcement within the EU.  
One particular aim is to ensure consistency between the 
EU Member States so that one does not implement 
measures which are inconsistent with another and 
where doing so may undermine anti-money laundering 
controls.  This would pose a significant risk within the 
EU single market where freedom of establishment of 
financial services and the free movement of capital are 
cornerstone principles. 

III.   CRIMINAL AND CIVIL LIABILITY UNDER THE 
PROCEEDS OF CRIME ACT 2002 

Legislation with respect to individual liability for 
money laundering offences was previously set out in a 
patchwork of different statutes and regulated according 
to the source of criminal proceeds.  POCA consolidated 
a number of the offences which apply to individuals 
previously contained in the Criminal Justice Act 1993 
and a raft of drug trafficking legislation.  POCA is 
therefore the primary piece of legislation that imposes 
criminal liability for money laundering on individuals 
in the UK.  

POCA also created money laundering offences 
that cover the laundering of funds obtained from all 
crimes (with the exception of terrorist financing – see 
the Terrorism Act 2000 below).  The offences under 
POCA are: 
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(a) money laundering, which may be 
committed by:73 

(i) concealing, disguising, converting or 
transferring criminal property, or 
removing criminal property from the 
UK;74 

(ii) entering into or becoming concerned 
with an arrangement and knowing 
or suspecting that the arrangement 
facilitates (by whatever means) the 
acquisition, retention, use or control 
of criminal property, by or on behalf 
of another person;75 and 

(iii) acquiring, using, or possessing 
criminal property.76 

(b) failing to disclose money laundering to the 
authorities; and 

(c) tipping-off a third party that a disclosure 
has been made to the authorities, or 
making a disclosure that is likely to 
prejudice an investigation.  Falsifying, 

                                                           
73 It is also an offence to attempt, conspire, incite, aid, abet, counsel or 
procure any of the Section 327 to 329 offences. 
74 Section 327 POCA. 
75 Section 328 POCA. 
76 Section 329 POCA. 
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concealing or destroying evidence will also 
constitute an offence.  

The money laundering offences above are 
committed where a person deals in “criminal property”. 
This is defined as property which: 

(a) constitutes a person’s benefit in whole or in 
part (including pecuniary and proprietary 
benefit) from criminal conduct; or 

(b) represents such a benefit directly or 
indirectly, in whole or in part; and 

(c) the alleged offender knows or suspects that 
it constitutes or represents such a benefit.77 

While it must be proven that the property 
involved is within the definition of criminal property, it 
is not necessary for a prosecutor to prove the actual 
crime that generated the benefit gained.   It is sufficient 
to prove only that the property derives from a criminal 
origin.  Further, liability attaches irrespective of who 
committed the criminal conduct, who benefited from it 
or when it occurred.  Under POCA a person is said to 
have benefited from the conduct if he obtains property 
as a result of, or in connection with, the conduct 
concerned.  The definition of criminal property is 
therefore potentially quite broad. 

                                                           
77 Section 340(3).  A strict liability or negligence standard does not 
therefore apply.  
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Both natural and legal persons may be prosecuted 
for breaches of anti-money laundering legislation.  
However, to prosecute a corporate entity in England 
and Wales it is necessary to establish that a “directing 
mind” of the company (i.e. an individual director or 
member of senior management) had the appropriate 
knowledge of the offence to be found responsible for 
committing it.  In England and Wales, money 
laundering offences committed by individuals (who are 
not authorized by the Financial Services Authority) are 
investigated by the police or HM Revenue & Customs 
and are prosecuted by the Crown Prosecution Service.   

For those in the regulated sector there is a 
separate offence of failing to disclose suspicion of 
money laundering.78  Subject to limited defenses,79 

                                                           
78 Note that not all the activities regulated by the FSA are caught by the 
disclosure requirement at Section 330 POCA, Section 21A TA or the 
Money Laundering Regulations 2007 (such as general insurance). Part 1 
of Schedule 9 of POCA (as amended) defines the activities comprising 
the regulated sector as: (a) accepting deposits, (b) effecting or carrying 
out contracts of long-term insurance when carried on a by a person who 
has received official authorization pursuant to Article 4 or 51 of the Life 
Assurance Consolidation Directive, (c) dealing in investments as 
principal or agent, (d) arranging deals in investments, (e) managing 
investments, (f) safeguarding and administering investments, (g) 
sending dematerialized instruction,  (h) establishing (and taking steps in 
relation to) collective investment schemes, (i) advising on investments, 
and (j) issuing electronic money. 
79 There are a number of circumstances set out in POCA where the 
offence is deemed not to have been committed: (a) where a person can 
show he or she has a reasonable excuse for not making the required 
disclosure, (b) if a professional legal adviser or other relevant 
professional adviser (defined as an accountant, auditor or tax adviser 
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POCA states that a person operating within the 
regulated sector commits an offence when (i) he or she 
either knows or suspects, or has reasonable ground to 
know or suspect, that an individual is engaged in 
money laundering, (ii) he or she can identify the person 
or whereabouts of the property (or believes or 
reasonably believes the information may assist in doing 
so) and (iii) fails to report his or her knowledge or 
suspicion to a nominated officer or person authorized 
by the Serious Organized Crime Agency (“SOCA”).80  
Complying with this disclosure requirement can give 
rise to practical challenges for those operating in the 
regulated sector.   Nonetheless, this obligation overrides 
any other duties a regulated organization may owe, for 
example, to its clients (see Section IV below).   

                                                                                                                                  

who is a member of a professional body) receives the information in 
privileged circumstances.  However, this defense is not available if the 
information is communicated with the intention of furthering a criminal 
purpose, (c) where a person does not know or suspect that another 
person is engaged in money laundering and has not been provided with 
adequate training by his or her employer about the risks of money 
laundering, (d) if a person knows or believes on reasonable grounds that 
money laundering is occurring in a foreign country which is not 
unlawful under the applicable criminal law in that country and is not of 
a description prescribed in an order made by the UK secretary of state. 
80 Or terrorist financing, where Section 19 Terrorism Act applies.  The 
disclosure must be made as soon as practicable after the person learns of 
the information or other matter giving rise to the knowledge, suspicion 
or reasonable grounds for suspicion.  Under POCA and the TA a 
disclosure which satisfies the three specified conditions will not 
constitute a breach of any restriction on the disclosure of information 
however imposed.   
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Supplementary to the offences in POCA, further 
offences relating to terrorist fundraising, are set out in 
the TA.81  It is also an offence to fail to disclose to the 
authorities the laundering of terrorist property or to 
inform or tip-off a third party that a disclosure has been 
made.  Section 19 of the TA in particular imposes an 
additional duty on all persons, whether regulated or 
not, to report knowledge or suspicion that an offence of 
terrorist financing has been committed, provided that 
the information (on which the person’s knowledge or 
suspicion is based) has come to them during the course 
of a trade, profession or business.82 

For the authorities responsible for enforcing 
money laundering legislation, POCA and the TA 
introduced a number of new and enhanced 
investigatory powers which, crucially, are designed to 
prevent criminals from using the confidentiality of the 
financial system to disguise their illegal activity.  These 
include: 

(a) production orders – which require a person 
or institution holding material relevant to 
an investigation to either provide it to the 
police (or HM Revenue and Customs 

                                                           
81 Sections 15 to 18 of the Terrorism Act 2000. 
82 A person will not commit an offence if he or she has a reasonable 
excuse for not reporting, or he or she is a professional legal adviser and 
obtained the information in privileged circumstances.  A person will also 
not commit an offence if he or she is employed and made a disclosure to 
his or her employer in accordance with internal reporting procedures. 
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officers if applicable) or otherwise give the 
police access to it (this may include 
information such as bank statements or 
wire transfer receipts); 

(b) customer information orders – these 
require financial institutions to identify any 
account held by a person connected to an 
investigation;83 

(c) account monitoring orders – which require 
financial institutions to provide transaction 
information on a suspect account to the 
police (or HM Revenue and Customs 
officers if applicable) for a specified period; 

(d) disclosure orders – which can be made by 
the Director of the Assets Recovery Agency 
(“ARA”) to require a person to answer 
questions, provide information or produce 
documents during an ARA investigation 
(this saves investigators having to apply for 
separate orders each time a disclosure is 
required); and 

(e) financial reporting orders – where an 
individual is convicted of an offence (as set 
out in the Serious Organized Crime and 
Police Act 2005 (“SOCA”)) and where the 
risk of the offender committing another 

                                                           
83 Described as “financial information orders” under the TA. 
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offence is “sufficiently high” he or she may 
be required to disclose their financial 
records on an ongoing basis.84 

These new powers grant enforcement authorities 
significant tools for the “lifetime management of serious 
and organized criminals” and are in addition to the 
more general powers available to UK enforcement 
agencies, such as freezing injunctions.85  Importantly, 
these monitoring powers are supported by measures 
implemented by financial institutions to identify and 
report the warning signs of money laundering (see 
Section V below).  In this regard, the courts have 
consistently taken a protective stance in favor of banks 
and other financial institutions to assist in impeding 
suspected money laundering activity.86  This was most 
recently highlighted in Shah v HSBC where the bank 
refused to carry out client instructions until additional 
anti-money laundering checks were completed. 

                                                           
84 The first financial reporting order was placed on a notorious drug 
trafficker.  For a period of fifteen years since his conviction in 2007 he is 
required to send reports of his finances to SOCA to enable law 
enforcement to monitor his affairs and impeding his criminal operations. 
85 Financial Challenge to Crime and Terrorism paper published by HM 
Treasury in 2007. 
86 For example, Squirrell Ltd v National Westminster Bank ([2005] 1 All ER 
(Comm) 749) where an account holder cannot compel a bank to unfreeze 
a frozen account or to disclose the reasons for blocking the account 
where it has done so as a result of a suspicion that a person has 
facilitated the acquisition, retention, use or control of criminal property. 
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In addition to investigatory tools designed to 
monitor and disrupt the flow of criminal funds, POCA 
also reformed and enhanced the powers by which the 
authorities may take possession of the proceeds of 
crime.  The UK authorities now have broad ranging 
ability to seize and confiscate the actual or suspected 
proceeds of crime. 

IV.   THE APPROACH OF THE ENGLISH COURTS 
 UNDER THE PROCEEDS OF CRIME ACT 

POCA’s definition of criminal property (see 
Section III) has resulted in a certain amount of debate by 
the English courts.  While potentially broad in scope, 
various decisions have demonstrated that there are 
limits to the money laundering offences set out in 
POCA. For liability to arise, the proceeds, benefit or 
gain must derive from criminal property.  As the 
definition above in Section III indicates, criminal 
property includes, but is not limited to, the proceeds of 
tax evasion, a benefit obtained through bribery and 
corruption (including the receipt of a bribe and any gain 
realized from a contract obtained through bribery), 
benefits obtained or income received through the 
operation of a criminal cartel, and any cost saving 
which arises as a result of failing to comply with a 
regulatory requirement. 

This would appear to be a sufficiently broad 
definition.  However, when enforcing the 
“arrangement” offence under POCA (which 
criminalizes conduct where a person becomes 
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concerned in an arrangement which facilitates the 
acquisition, use, retention or control of criminal 
property for or on behalf of another person) a series of 
judgments have considered whether this only includes 
an arrangement in relation to property which is already 
criminal property at the time the arrangement is made, 
or whether the arrangement could extend to property 
that was originally legitimate, but then becomes 
criminal property as a result of the arrangement.   

This issue was considered in R v Gabriel which 
established that profits gained from trading in 
legitimate goods were not necessarily converted to 
criminal property as a result of a failure to declare them 
to HM Revenue and Customs.87  This led to some 
confusion and was later distinguished by R v IK where 
the Court of Appeal held that the proceeds of evading 
tax could amount to criminal property, even where the 
tax liability arises from legitimate trading.88   The 
position was further clarified by R v Urfan Akhtar where 
the court held that the property in question had to 
amount to “criminal property” at the time of the 
relevant arrangement.89  The appellant had knowingly 
submitted false mortgage applications, but could not be 
found guilty of the offence of money laundering as at 
the time he made the fraudulent applications (the 
arrangement) the property in question (the mortgage 
                                                           
87 [2006] EWCA Crim 229 
88 [2007] EWCA Crim 491. 
89 [2011] EWCA Crim 146. 
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funds) was not criminal property.  The mortgage funds 
only become criminal property at the time the 
arrangement was implemented (i.e. when the funds 
were transferred to the defendant). 

The definition of “criminal conduct” also appears 
relatively straightforward and is deliberately drafted 
sufficiently broad to include all crimes.   This “all crimes 
approach” is said to enable UK anti-money laundering 
legislation to be more flexible. There is, however, an 
added complexity as conduct will not only be criminal 
if it constitutes an offence in any part of the UK, but also 
if it would constitute an offence in any part of the UK 
even if it did not occur there.  This broad definition has 
been considerably criticized, with the “Spanish 
bullfighter” argument often cited.  Under this argument 
a UK bank accepting a deposit from a Spanish citizen 
from his legitimate earnings in Spain as a bullfighter 
would commit the offence of money laundering as 
bullfighting is illegal in the UK.  Consequently, the UK 
government introduced a new defense via Section 102 
of the Serious Organized Crime and Police Act 2005, to 
address the unintended implications of this aspect of 
the definition.90 

The difficult issue of how to balance a financial 
institution’s contractual and fiduciary duties to its 

                                                           
90 The defense is available where (a) it is known or believed on 
reasonable grounds that the conduct occurred outside the UK, (b) the 
conduct was not criminal in the country where it took place, and (c) it is 
not of a description prescribed by the Secretary of State by Order.   
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clients and also comply with its money laundering 
obligations has also been considered by the UK courts 
in Shah v HSBC.  In overview, HSBC for a period of 
approximately five months delayed the execution of 
four separate payment instructions given by their 
customers, Shah and his wife.  The reason for the delay 
was that HSBC suspected that the Shahs’ funds 
comprised criminal property. HSBC made a disclosure 
to SOCA and sought consent to make the payments, as 
required by POCA.  HSBC in the meantime, to avoid 
the offence of tipping-off, told the Shahs that the reason 
for the delay was that the bank was complying with its 
statutory obligations, but did not provide any further 
information.  The Shahs lodged a claim against HSBC 
for breach of contract, arguing that the bank’s failure to 
carry out the payment instructions and explain the 
delay had caused them losses in excess of USD300 
million. During the four and a half years of proceedings 
that followed, the English court considered two key 
issues.  First, did HSBC suspect money laundering and 
second, did it have a duty to provide full information to 
the Shahs about the delay.   The High Court ultimately 
dismissed the Shahs’ claim in its entirety.  

On the first issue, the High Court found that the 
bank honestly and genuinely suspected that the funds 
were criminal property and determined that its 
suspicions were more than fanciful, were not based on 
mistaken identification or made in bad faith.  On the 
second issue, HSBC was not under a duty to provide 
the Shahs with information about the delay.  The Court 



52 
 

noted, in particular, that to impose such a duty on 
banks or other financial institutions would be 
unworkable in practice as it would be difficult to know 
whether the provision of information might constitute a 
tipping-off offence under POCA.91  This decision 
confirms that a financial institution will not be held 
liable for any losses suffered by its clients where it has 
acted honestly and promptly upon a genuine suspicion.  
It also affirms the overriding nature of the disclosure 
requirements set out in POCA, while sending a clear 
message that financial institutions do not have grounds 
to circumvent money laundering compliance on the 
basis that doing so would prejudice a client 
relationship. 

V.   ADDITIONAL ANTI-MONEY LAUNDERING 
REQUIREMENTS IMPOSED ON THE REGULATED SECTOR 

As indicated by the decision in Shah v HSBC, the 
UK anti-money laundering regime places considerable 
importance on the robustness of financial institutions’ 
internal compliance procedures.  The financial services 
sector is viewed as a “gatekeeper” in the prevention of 
money laundering.  Given the role banks and other 
financial institutions play in the money laundering 
process, it is unsurprising that additional legal and 
regulatory requirements are imposed on organizations 
and individuals in the regulated sector.   

                                                           
91 See Section III above.   
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The Money Laundering Regulations (as 
amended) (the “MLR”) consolidated and expanded 
upon existing secondary anti-money laundering 
legislation and imposes institutional liability for entities 
operating in the financial services sector.92 In essence, 
the aim of the MLR is to prevent the financial system 
from being used for the purposes of money laundering 
and terrorist financing.   

The MLR requires “relevant persons”93 to 
implement systems and procedures which would 
identify and prevent money laundering, with a 
particular focus on customer due diligence and 
recognizing and reporting suspicious transactions.94  
Additional obligations relate to recordkeeping, internal 
control and risk assessment.  Regulated persons must 
ensure that these policies and procedures are 
communicated throughout their organizations as 
appropriate.  Failure to comply with the MLR is a 
criminal offence and a person found to have failed to 
comply may be fined or imprisoned for up to two years.  
                                                           
92 First introduced by the Money Laundering Regulations 1993 and 
subsequently revised and amended by the Money Laundering 
Regulations 2007 and the Money Laundering (Amendment) Regulations 
2012.   
93 Regulation 3 defines “relevant persons” as credit institutions, financial 
institutions, auditors, insolvency practitioners, external accountants, tax 
advisers, independent legal professionals, trust or company service 
providers, estate agents, high value dealers and casinos. 
94 In R v Da Silva [2006] EWCA Crim 1654 the Court of Appeal held that a 
“suspicion” meant that a person had to think that there was a possibility 
which was more than fanciful, that the relevant facts existed.  
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Significantly, it is possible for directors and officers of 
corporate entities to be prosecuted where an offence has 
been committed by a body corporate and it can be 
shown that the offence has been committed with his or 
her consent or connivance, or as a result of neglect.  In 
these circumstances, both the corporate entity and the 
individual concerned may be prosecuted accordingly. 

The role and potential liability of senior 
management in anti-money laundering compliance is a 
key theme to be drawn from the FSA’s guidance on 
financial crime.  The FSA will expect senior 
management to take clear responsibility for managing 
financial crime risks and should evidence their active 
engagement in the firm’s approach to addressing the 
risks.95  The role and responsibility of senior 
management has become an area of particular focus 
very recently, with the latest money laundering 
scandals which have affected some of the UK’s largest 
banks prompting the influential House of Commons 
Home Affairs Committee to recommend that those at 
the top should face much tougher criminal penalties for 
money laundering failures.96 

                                                           
95 Financial Crime: a Guide for Firms, published by the FSA in November 
2012. 
96 Drugs: Breaking the Cycle, Ninth Report by the Home Affairs 
Committee dated 10 November 2012 which can be accessed via: 
http://www.publications.parliament.uk/pa/cm201213/cmselect/cmhaf
f/184/18402.htm. 
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VI.   THE FSA’S ROLE IN MONITORING AND 
 ENFORCING ANTI-MONEY LAUNDERING LEGISLATION  

The Financial Services and Markets Act 2000 
(“FSMA”) establishes the framework for financial 
regulation in the UK. The Financial Services Authority 
(“FSA”) is the regulatory body responsible for 
overseeing UK financial services firms, which includes 
banks, broker-dealers, asset managers and investment 
advisers, and one of its overarching statutory objectives 
is the reduction of financial crime.97  It is empowered 
both by the FSMA and the MLR to implement rules 
relating to the prevention and detection of money 
laundering and to prosecute money laundering 
offences.98  As a consequence, there will be situations in 
which the FSA has powers to investigate and take 
enforcement action under both FSMA and the MLR.99 
The FSA’s role in relation to anti-money laundering is 
especially important given that the financial sector is 
                                                           
97 Section 2 Financial Services and Markets Act 2000. A new UK 
regulatory authority, the Financial Conduct Authority will take over this 
role from the FSA from 1 April 2013.  Thereafter, references to the FSA in 
this note should be read as references to FCA. 
98 The relevant FSA Rules for authorized firms relating to anti-money 
laundering implemented pursuant to the FSMA are set out in the FSA 
Handbook at Principles 1 (Integrity), 2 (Skill, Care and Diligence) and 3 
(Management and Control).  
99 However, unlike the FSMA, the MLR does not give much detail as to 
the manner in which investigations and sanctions should be used by the 
FSA.  The FSA has therefore opted to implement enforcement and 
decision-making procedures which are broadly similar to those set out in 
the FSMA (see paragraph 19.77, “The Enforcement Guide”, 1 November 
2012). 
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seen as a particular target of money launderers.  Non-
bank financial institutions such as money services 
businesses and other intermediaries are also 
increasingly targeted as banks and larger organizations 
have become increasingly vigilant.  The MLR therefore 
applies to a broad range of business activity. 

As the scope of the MLR has expanded, so too has 
the FSA’s role.  Its anti-money laundering supervisory 
remit now extends to those who are not directly FSA 
regulated.  As a consequence, the FSA now has 
responsibility for monitoring the anti-money 
laundering controls of businesses such as leasing 
companies, trade finance houses and those providing 
safe custody services.  Nonetheless, the FSA is not the 
only supervisory authority responsible for the 
registration, monitoring and enforcement of the 
requirements under the MLR.  HM Revenue and 
Customs100 and the Office of Fair Trading101 are also 
responsible for supervising certain types of business 
activity.102 

The FSA’s approach to regulating the activities of 
authorized firms is “risk-based” and it uses this same 
methodology in relation to money laundering 
                                                           
100 HM Revenue and Customs is responsible for the collection of taxes in 
the UK. 
101 The Office of Fair Trading is the UK’s consumer and competition 
authority. 
102 For example, certain consumer credit providers and payment services 
organizations, depending on the nature and scope of their activities. 
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regulation.  The FSA describes this approach as “a cycle 
of risk identification, measurement, mitigation, control 
and monitoring.”103  This anticipates that much of the 
risk assessment in relation to anti-money laundering 
compliance will be undertaken within FSA authorized 
firms themselves, not least because the FSA considers 
that they will have the best understanding of the types 
of clients and third parties it will deal with and where 
the relevant risks lie.  It has been further suggested that 
this risk awareness is particularly important in tackling 
the more sophisticated criminals seeking to use the 
regulated sector to launder money as the criminals 
themselves will operate in a risk-based fashion by 
continually adapting their tactics.104  Authorized firms 
should likewise adapt to keep pace. 

A risk-based approach, adopted by the regulator 
and also the organizations it supervises, envisages a 
certain measure of proactivity.  To further make clear its 
aims and expectations (and to assist authorized firms in 
meeting their requirements), the FSA publishes and 
updates substantial guidance notes.  The papers set out 
its requirements in relation to financial crime generally, 

                                                           
103 Speech by Callum McCarthy, the then Chairman of the FSA on 13 
February 2006, which is available via:  

http://www.fsa.gov.uk/library/communication/speeches/2006/0213_
cm.shtml. 
104 Money Laundering and Financial Crime by Jonathan Herbst and Peter 
Snowdon, Financial Services Law, 2nd ed. 2009, edited by Michael Blair 
QC, George Walker and Robert Purves. 
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with specific detail devoted to anti-money laundering 
and good and bad practice examples provided.105  

As regards supervision and enforcement, the 
FSA’s risk-based approach is applied here also.  In 
broad terms, the regulator will focus greater resources 
to areas and issues within the financial sector that it 
considers to pose the greater risks. Similarly, firms are 
to adopt the same approach when formulating and 
implementing their anti-money laundering procedures 
and controls.  Consequently, large banks and 
investment managers will be expected to have 
particularly comprehensive and relatively sophisticated 
anti-money laundering policies and procedures in 
place. This will include, amongst other things, 
procedures to ascertain customer identity (and ultimate 
beneficial owners where necessary), monitor accounts 
and maintain records of transaction data. 

Where the FSA takes enforcement action, the 
seriousness of the breach will be taken into account 
when determining the disciplinary sanction to be 
imposed.  A firm that has failed to implement 
appropriate systems and controls to monitor and 
mitigate money laundering will be at risk of more 
severe enforcement action.   The FSA has recently 
outlined what it describes as its “credible deterrent” 
approach to enforcement generally.  In broad terms this 
means severe and very public sanctions against firms 
                                                           
105 The most recent of these guidance papers is the FSA’s Financial Crime 
Guide, published November 2012. 
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with the aim of changing behaviour.  This most 
commonly takes the form of substantial fines and/or 
public censure.   

The MLR grants the FSA power to impose civil 
penalties against authorized firms, authorized 
individuals (and also those non-authorized firms which 
are within its remit for money laundering purposes).  
The FSA may impose fines in amounts it considers 
appropriate.  In assessing severity of a firm’s failings, 
the extent to which industry guidance has been 
followed will be an important factor the FSA will take 
into account when reaching a determination.   

When determining the fine amount, the FSA will 
have regard to certain factors.  Essentially, the FSA’s 
penalty-setting regime is based on three principles:  

(a) disgorgement – a firm or individual should 
not benefit from any breach; 

(b) discipline – a firm or individual should be 
penalized for wrongdoing; and 

(c) deterrence – any penalty imposed should 
deter the firm or individual who 
committed the breach, and others, from 
committing further or similar breaches.106 

                                                           
106 FSA Handbook, Chapter DEPP 6.5. 
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If the FSA decides to impose a penalty it must 
give appropriate notice and detail its reasons for doing 
so. There is a balance here, however, in that the FSA is 
not permitted to impose a fine where there are 
reasonable grounds that the authorized firm or 
individual took all reasonable steps and exercised all 
due diligence to ensure the requirements of the MLR 
are complied with.  In this regard, the nature and 
effectiveness of the policies and procedures 
implemented by a firm are crucial.  There is also a right 
to appeal the FSA’s decision to the Financial Services 
and Markets Tribunal.  

Aside from fines and the adverse publicity that 
they bring, the tools available to the FSA to investigate 
and sanction firms are fairly wide-ranging.  The FSA 
may issue written notices (essentially formal public 
warnings), compel persons to attend interviews, and 
use warrants to allow police to enter premises, search 
and remove documents. 

VII.   RECENT FSA ENFORCEMENT TRENDS 
The FSA has been and continues to be, 

particularly vigorous in enforcing its policy aim that 
individuals and firms in the regulated sector should pay 
due regard to its anti-money laundering requirements, 
as set out in the FSA Handbook of rules and the MLR.107  
Tellingly, the FSA’s enforcement action in this area has 

                                                           
107 The FSA Handbook contains the rules and guidance which apply to 
authorized firms. 
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focused not on findings of money laundering activity 
itself, but rather on circumstances where authorized 
firms have failed to implement anti-money laundering 
arrangements and controls of an acceptable standard.  
In March 2012, the FSA fined Coutts & Company 
(“Coutts”) GBP8.75 million for failing to take reasonable 
care to establish and maintain effective anti-money 
laundering systems and controls relating to high risk 
customers, including politically exposed persons.108  
Coutts is part of the much larger Royal Bank of Scotland 
Group which was itself fined GBP5.6 million by the FSA 
in 2010, also for anti-money laundering failures.  This 
was, until recently, the largest fine ever levied by the 
FSA for money laundering breaches and indicates that 
the regulator will take a tough line in enforcing 
compliance. 

Other enforcement examples indicate that the 
FSA is also prepared to prosecute firms that are not 
incorporated or authorized in the UK.  In May 2012 it 
fined Habib Bank AG Zurich (“Habib Bank”) 
GBP525,000 for failings in anti-money laundering 
systems and controls.  Habib Bank is a privately owned 
Swiss bank with a number of branches in the UK.  The 
FSA’s attention was no doubt drawn by the fact that 
approximately 45 per cent of the bank’s customers were 
based outside the UK and half of its deposits originated 
from jurisdictions with less stringent anti-money 

                                                           
108 Coutts & Company is a UK-based private bank and is part of the 
Royal Bank of Scotland Group (RBS).   



62 
 

laundering requirements or were otherwise perceived 
to have higher levels of corruption than the UK.  The 
FSA also fined Habib Bank’s former money laundering 
reporting officer GBP17,000 for his failure to oversee 
and ensure that suitable anti-money laundering systems 
and controls were in place. 

Despite this, it is noticeable that the recent 
headline-grabbing sanctions levied against some of the 
largest UK banks have not been enforced by the FSA, 
but by state and federal authorities in the US.  HSBC 
and Standard Chartered agreed to pay approximately 
USD2.6 billion in fines part of record-breaking 
settlements with US authorities over money laundering 
allegations relating to each of the banks’ US 
operations.109  In relation to HSBC, the FSA’s approach 
to date has been one of cooperation with US authorities, 
but it has confirmed that it will also take additional and 
separate action against the bank.  It has imposed a 
number of requirements on HSBC to ensure that similar 
failings are not repeated, including the establishment of 
a board committee with a specific mandate to oversee 
anti-money laundering matters, a review of group 
policies and procedures and the appointment of an 
independent monitor to oversee compliance.110  While 
                                                           
109 UK banks hit by record $2.6 billion US fines, as reported by the Financial 
Times, London, 11 December 2012, which can be accessed via: 
http://www.ft.com/cms/s/0/643a6c06-42f0-11e2-aa8f-
00144feabdc0.html#axzz2ElicEuZg. 
110 FSA press release, FSA requires action of the HSBC Group, published 11 
December 2012, which can be accessed via: 
http://www.fsa.gov.uk/library/communication/pr/2012/111.shtml. 
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this sort of enforcement action does not receive the 
same public attention as billion-dollar fines, it is clear 
that the FSA is opting to take a very determined and 
intrusive approach to anti-money laundering 
compliance. 

CONCLUSION 
Money laundering is a crime which evolves and 

adapts, primarily in response to the increasing checks 
and restrictions imposed nationally and internationally.  
As UK legislators have already shown, there is a 
willingness to continually develop and implement ever 
more stringent requirements to further impede money 
laundering activity.  Further refinement of the anti-
money laundering framework in the UK is therefore 
likely.  However, despite the UK’s aggressive stance in 
implementing a wide-ranging legislative regime, money 
laundering remains a major risk to the UK economy and 
a key focus for regulators.  Financial institutions in 
particular as the so-called “gatekeepers” to a sound 
financial system must ensure that their internal anti-
money laundering systems and controls meet the 
required standards set out in legislation and industry 
guidance.  The rigorous sanctions imposed by the FSA 
illustrate that failings in this regard are taken very 
seriously and are only likely to increase in severity 
going forward. 
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CHAPTER III 
 

TRENDS AND DEVELOPMENTS 
IN HONG KONG
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I.   INTRODUCTION 
The recent $1.92 billion settlement between HSBC 

and the U.S. authorities has highlighted institutional 
gaps in the banking and financial industries that can 
allow for massive money laundering operations.  The 
HSBC settlement suggests a breakdown in monitoring a 
large volume of transactions which had the potential of 
allowing drug cartels, sanctioned countries, and 
terrorists critical access to the legitimate banking 
system.111  The scope of the HSBC settlement 
accordingly has invited increased scrutiny of the 
financial industry’s anti-money laundering measures.112 

Hong Kong’s economic policies have made it an 
international financial center, as well as a prime target 
for money laundering operations.  Hong Kong is an 
autonomous Special Administrative Region of the 
People’s Republic of China, which enables Hong Kong 
to run nearly all of its political and economic affairs.113  
Hong Kong’s economy is “characterised by … 
                                                           
111 See Assistant Attorney General Lanny A. Breuer Speaks at the HSBC Press 
Conference, December 11, 2012, available at:  

http://www.justice.gov/criminal/pr/speeches/2012/crm-speech-
1212111.html. 
112 See Enoch Yiu, Money laundering case puts banking laws under spotlight, 
SOUTH CHINA MORNING POST, January 25, 2013, 
http://www.scmp.com/business/banking-
finance/article/1135307/money-laundering-case-puts-banking-laws-
under-spotlight. 
113 See Government Structure, available at:  

http://www.gov.hk/en/about/govdirectory/govstructure.htm. 
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minimum government intervention,”114 the free market, 
and “almost completely unfettered” capital 
movements.115  A history of lax internal controls 
coupled with a tremendous flow of money from both 
mainland China116 and through Macau’s casino 
industry117 have led some to label Hong Kong as “the 
money-laundering capital of the world.”118 

A number of recent developments suggest a 
tightening of anti-money laundering (“AML”) controls 
                                                           
114 See “Hong Kong – the Facts,” available at: 
http://www.gov.hk/en/about/abouthk/facts.htm. 
115 Alex Frangos, The Mechanics of Moving Cash Out of China, THE WALL 
STREET JOURNAL, October 19, 2012,  

http://blogs.wsj.com/chinarealtime/2012/10/19/how-hong-kongs-
legal-system-enables-china-cash-flight/. 
116 See id.; Nick Elliot, China’s Illicit Flows Are “Big Issue” for Money 
Laundering, THE WALL STREET JOURNAL, November 14, 2012, 
http://blogs.wsj.com/corruption-currents/2012/11/14/chinas-illicit-
flows-are-big-issue-for-money-laundering/; Alex Frangos, Tom Orlik, 
and Lingling Wei, In Reversal, Cash Leaks Out of China, THE WALL STREET 
JOURNAL, October 15, 2012,  

http://online.wsj.com/article/SB1000087239639044350720457802027286
2374326.html (estimating that US$225 billion was taken out of China 
between September 2011 and 2012). 
117 See A window on China, THE ECONOMIST, December 10, 2011, available 
at: http://www.economist.com/node/21541417 (“No one can quantify 
how much money is laundered in Macau, but it’s ‘such an obscene 
amount of money you would die’, one resident avows.”). 
118 Howard Winn, Is Hong Kong the world’s capital of money laundering?, 
SOUTH CHINA MORNING POST, December 11, 2012,  

http://www.scmp.com/business/article/1102452/hong-kong-worlds-
capital-money-laundering. 
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in Hong Kong and the world’s financial industry 
generally.  Effective April 1, 2012, Hong Kong 
implemented the Anti-Money Laundering and Counter-
Terrorist Financing (Financial Institutions) Ordinance 
(“AMLO”) to complement its existing anti-money 
laundering legislation.119  The AMLO is the first piece of 
Hong Kong legislation to address money laundering as 
its primary focus, as well as to impose customer due 
diligence requirements on banks and financial 
institutions by law.  Following the enactment of the 
AMLO, there has been a 29% rise in the number of 
suspicious financial transactions reported to the Hong 
Kong authorities in the first half of 2012.120 

At the same time, in China the government has 
been increasing its focus on combatting corruption.  
Chinese President Hu Jintao has stressed the gravity of 
public corruption in China, stating that “it could prove 
fatal to the party, and even cause the collapse of the 
                                                           
119 Anti-Money Laundering and Counter-Terrorist Financing (Financial 
Institutions) Ordinance, (2012) Cap. 615, 1 (H.K.).  The impetus for the 
AMLO was a 2008 mutual evaluation conducted by Hong Kong and the 
Financial Action Task Force (“FATF”), an inter-governmental standard 
setter for effective money laundering and terrorist financing controls.  
The evaluation identified a number of deficiencies, which were largely 
addressed by the AMLO in 2012.  Hong Kong has been a member of the 
FATF since 1991.  For a history of Hong Kong’s collaboration with the 
FATF, see the FATF’s webpage on Hong Kong at: http://www.fatf-
gafi.org/countries/d-i/hongkongchina/.  
120 Simpson Cheung, Suspected money-laundering cases in HK surge 29pc, 
SOUTH CHINA MORNING POST, October 2, 2012, 
http://www.scmp.com/news/hong-kong/article/1051907/suspected-
money-laundering-cases-hk-surge-29pc. 
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party and the fall of the state.”121 The Chinese 
government’s crackdown on corruption has caused 
some officials to move assets overseas through Macau 
and Hong Kong.122  Uncertainty about the political 
situation has similarly caused some businesspeople to 
fuel a “stampede of nervous money fleeing the 
mainland.”123  A significant flow of money from 
mainland China passes through the junket system in 
Macau casinos, which allows for the discrete transfer of 
wealth into the Hong Kong banking system, or further 
abroad.124  It is estimated that around US$225 billion 
has flowed out of China from September 2011 to 2012, 
and a “sprawling industry” has arisen to help people 
get cash out of China, from simply arranging money 
transfers to procuring private jets to avoid border 
crossings.125 

                                                           
121 China’s Hu Jintao in corruption warning at leadership summit, BBC NEWS, 
November 8, 2012, http://www.bbc.co.uk/news/world-asia-china-
20233101.  
122  Yiu, supra note 112 (“The issue is becoming more acute amid a 
crackdown . . . .  This has led some officials . . . to move ill-gotten assets 
beyond Beijing’s reach through the banking system, with Hong Kong 
and Macau as waypoints.”). 
123 A window on China, supra note 117. 
124 See id.  Macau is a notorious conduit for money laundering.  A leaked 
diplomatic memo from the American Consulate in Hong Kong in 
December 2009 noted that “[Macau’s] phenomenal success is based on a 
formula that facilitates if not encourages money laundering.”  In another 
leaked cable, the American consul-general in Hong Kong wrote that 
“some of these mainlanders are betting with embezzled state money or 
proceeds from official corruption . . . .”  Id. 
125 Frangos, Orlik, and Wei, supra note 115. 



69 
 

The government of Hong Kong recognizes the 
seriousness of the threat posed by money laundering.  
As a major financial center, Hong Kong’s economy is 
largely dependent on the integrity of its financial 
system.  The government has recognized that money 
laundering and terrorist financing undermine the 
legitimacy of the financial system, and are therefore 
recognized as serious threats to Hong Kong’s 
stability.126  

Hong Kong’s continued efforts to meet the 
international standards set by the Financial Action Task 
Force (“FATF”) demonstrate a genuine commitment to 
address money laundering and terrorist financing.127  
The recently passed AMLO was the first piece of 
legislation to specifically target money laundering as a 
separate problem, and its implementation significantly 
                                                           
126 See NARCOTICS DIVISION OF THE SECURITY BUREAU,  PUBLIC LEAFLET, 
DON’T TURN A BLIND EYE TO MONEY LAUNDERING 2, available at: 
http://www.nd.gov.hk/en/pub_leaf_money.htm [hereinafter Narcotics 
Leaflet] (“As one of the major financial centres in the world, it is very 
important for Hong Kong to maintain an effective anti-money 
laundering regime which helps to further reinforce the integrity and 
stability of our financial system. . . . [Money laundering] can [] 
undermine the financial system, causing adverse consequences to the 
government as well as the community at large.”).  See also Yiu, supra note 
112 (quoting a Hong Kong legislator as saying that, “[t]hese types of 
activities damage the interests of the country. If these [Chinese] officials 
used Hong Kong as a base to transfer money from the mainland to the 
city and then to overseas markets, it would seriously undermine the 
reputation of Hong Kong as an international market.”). 
127 Hong Kong is also a founding member of the Asia/Pacific Group on 
Money Laundering.  See FATF’s webpage on Hong Kong at: 
http://www.fatf-gafi.org/countries/d-i/hongkongchina/.  
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bolstered the existing anti-money laundering and 
counter-financing to terrorism (AML/CFT) regime.128  
In the first half of 2012, the number of suspicious 
transactions reported to the authorities rose by 29% 
compared to the same period in the previous year.129 

Hong Kong’s anti-money laundering regime has 
implications for U.S. entities as well.  Most obviously, if 
a U.S. entity operates in Hong Kong, especially in the 
financial industry, it may be subject to Hong Kong’s 
AML, CFT, and customer due diligence laws.   

II.   OVERVIEW OF MONEY LAUNDERING 
 ENFORCEMENT REGIME 

Money laundering is the concealment or 
disguising of financial assets generated through 
criminal activity.130  The aim of “laundering” is to make 
“ill-gotten wealth look clean by moving it around, and 
legitimizing it in the world’s financial systems.”131  The 
Hong Kong Narcotics Division of the Security Bureau 
notes that “[u]nder the legislations in Hong Kong, illicit 
proceeds mainly come from criminal activities such as 
                                                           
128 The other ordinances were primarily focused on drug trafficking, 
organized crime, and terrorism, respectively.  Money laundering 
prohibitions were included in these ordinances as an ancillary matter. 
129 See Cheung supra note 120. 
130 Note that the basic description of money laundering found here 
borrows in large part from Ropes & Gray’s “White Paper – Money 
Laundering and Recent Enforcement Actions,” which focuses on the U.S. 
AML regime. 
131 Narcotics Leaflet, supra note 126. 
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drug trafficking, smuggling, illegal gambling or 
bookmaking, blackmail, extortion, . . . corruption, . . . 
financial fraud and deception, and insider trading and 
market manipulation.”132 

Money laundering is generally described as 
occurring in three stages:  

1. Placement – introduction of assets generated 
through criminal activity into the financial system 

2. Layering – a transaction or series of transactions 
designed to disguise the origin and trail of the 
money in order to make it difficult to identify the 
source of the funds 

3. Integration – return of the funds back to the 
launderer through what appears to be a 
legitimate transaction133 

A similar and related concern is terrorist 
financing, which became increasingly prevalent in the 
wake of the terrorist attacks on the United States on 
September 11, 2001.134  Terrorist financing is “the 
financial support, in any form, of terrorism or those 

                                                           
132 Narcotics Leaflet, supra note 126. 
133 See SECURITIES AND FUTURES COMMISSION, INTRODUCTION TO MONEY 
LAUNDERING (“ML”) / TERRORIST FINANCING (“TF”) (AUGUST 2007), 
http://www.sfc.hk/web/doc/EN/intermediaries/supervision/prevent
ion/module1_20120330.pdf. 
134 The FATF expanded its mission to include counter-financing of 
terrorism following the September 11, 2001 terrorist attacks.   See FATF’s 
About Us webpage, http://www.fatf-gafi.org/pages/aboutus/. 
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who encourage, plan or engage in terrorism.”135  Like 
any entity, terrorists and terrorist organizations need 
money in order to conduct their operations.  Counter-
financing of terrorism (“CFT”) seeks to starve those 
groups of the necessary funds to carry out acts of terror.  
CFT can be thought of as a unique subset of AML, with 
the significant distinction that it is concerned with the 
intended use of the money, rather than how it was 
generated.  Terrorist financing in the context of an AML 
regime is when property – whether legitimately or 
illicitly obtained – is being laundered to conceal or 
disguise its connection to terrorism.136 

Compared to AML, CFT is more narrow in its 
focus, but broader in its potential legislative reach.  CFT 
is narrower because it addresses the singular issue of 
terrorism, whereas AML encompasses any underlying 
illicit conduct.  However, the reach of CFT is more 
expansive because it prohibits dealing in any property 
that is connected to terrorism, regardless of whether 
that property comes from a legitimate or illicit source.  
CFT also differs somewhat from AML in that the goal of 
terrorist financing is ordinarily to transfer funds 
surreptitiously from one party to another, rather than 
legitimizing ill-gotten gains and returning them back to 
their source. 

                                                           
135 Narcotics Leaflet, supra note 126. 
136 See SECURITIES AND FUTURES COMMISSION, INTRODUCTION TO MONEY 
LAUNDERING (“ML”) / TERRORIST FINANCING (“TF”) (AUGUST 2007), supra 
note 133. 
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To combat money laundering and terrorist 
financing, Hong Kong has developed a comprehensive 
regime to enforce its AML and CFT laws, provide 
detailed guidance on compliance, and to ensure 
implementation of the 2008 FATF recommendations.137  
The Police Force and the Customs and Excise 
Department have primary responsibility for enforcing 
the AML/CFT legislation.138  Together they operate the 
Joint Financial Intelligence Unit, which receives, 
analyzes, and disseminates suspicious transaction 
reports.139  Both agencies work closely with the 
Department of Justice of the Hong Kong Special 
Administrative Region to investigate and prosecute 
cases.  A number of regulatory bodies supervise 
different aspects of the financial services industry and 
issue guidelines for their respective areas.  These bodies 
include The Hong Kong Monetary Authority, The 
Office of the Commissioner for Insurance, and The 
Securities and Futures Commission.140  The Financial 
Services and Treasury Bureau play a coordinating role 
in monitoring Hong Kong’s compliance with the 2008 

                                                           
137 Financial Services and Treasury Bureau website,  

http://www.fstb.gov.hk/fsb/aml/eng/intro/intro.htm. 
138 Narcotics Division of the Security Bureau website,  

http://www.nd.gov.hk/en/moneylaundering.htm. 
139 Joint Financial Intelligence Unit website,  

http://www.jfiu.gov.hk/en/aboutus.html. 
140 See Financial Services and Treasury Bureau website, 
http://www.fstb.gov.hk/fsb/aml/eng/intro/intro.htm, supra note 137. 
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FATF recommendations, and the Narcotics Division of 
the Security Bureau is responsible for FATF compliance 
in the non-financial and non-profit sectors. 141 

Prior to April 2012, Hong Kong’s AML legislation 
consisted of only two prongs: (i) the criminalization of 
money laundering or terrorist financing,142 and (ii) the 
affirmative obligation to report suspicious transactions 
to the relevant authorities, including criminal penalties 
for failing to report.143  On April 1, 2012, the AMLO 
added a third prong: (iii) the affirmative obligation on 
financial institutions, backed by criminal penalties for 
non-compliance, to conduct customer due diligence, 
keep records, and continuously monitor customer 
relationships.144  No prosecutions have been brought 
yet under the AMLO, but the heightened requirements 
imposed on a large variety of financial institutions will 
likely lead to even more reports of suspicious 
transactions, and in turn more prosecutions under 
relevant regulations.  
                                                           
141 See Financial Services and Treasury Bureau website, 
http://www.fstb.gov.hk/fsb/aml/eng/intro/intro.htm, supra note 137. 
142 See Drug Trafficking (Recovery of Proceeds) Ordinance, (1989) Cap. 
405, 26, § 25(1) and (3); Organized and Serious Crimes Ordinance, (1994) 
Cap. 455, 29, §25(1) and (3); United Nations (Anti-Terrorism Measures) 
Ordinance, (2002) Cap. 575, 6 and 18, §§ 7, 8, and 14(1). 
143 See Drug Trafficking (Recovery of Proceeds) Ordinance, (1989) Cap. 
405, 26-27, § 25A(1) and (7);  Organized and Serious Crimes Ordinance, 
(1994) Cap. 455, 29, §25A(1) and (7); United Nations (Anti-Terrorism 
Measures) Ordinance, (2002) Cap. 575, 11 and 18, §§ 12(1) and 14(5). 
144 See Anti-Money Laundering and Counter-Terrorist Financing 
(Financial Institutions) Ordinance, (2012), Cap. 615. 
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III.   HONG KONG’S ANTI-MONEY LAUNDERING AND 
COUNTER-FINANCING OF TERRORISM ORDINANCES 

Hong Kong’s AML/CFT regime is comprised of 
four complementary ordinances: the Drug Trafficking 
(Recovery of Proceeds) Ordinance (“DTROP”),145 the 
Organized and Serious Crimes Ordinance (“OSCO”),146 
the United Nations (Anti-Terrorism Measures) 
Ordinance (“UNATMO”),147 and the Anti-Money 
Laundering and Counter-Terrorist Financing (Financial 
Institutions) Ordinance (“AMLO”).148 

A. DTROP and OSCO 149 

The DTROP and OSCO were created with the aim 
of combatting drug trafficking and transnational 
organized crime.  Anti-money laundering provisions 
were included in both pieces of legislation to provide 
                                                           
145 Drug Trafficking (Recovery of Proceeds) Ordinance, (1989) Cap. 405. 
146 Organized and Serious Crimes Ordinance, (1994) Cap. 455. 
147 United Nations (Anti-Terrorism Measures) Ordinance, (2002) Cap. 
575. 
148 Anti-Money Laundering and Counter-Terrorist Financing (Financial 
Institutions) Ordinance (2012), Cap. 615.  
149 The DTROP and OSCO share identical prohibitory language 
regarding money laundering, with the only exception being that DTROP 
covers drug trafficking alone and OSCO covers any indictable offense.  
Courts have treated the legal analysis of the two ordinances 
interchangeably.  See, e.g., H.K.S.A.R. v. Ma Zhujiang [2007] H.K.C.U. 
1430, paragraph 32 (C.A.).  For practical purposes, it seems that OSCO 
subsumed the older DTROP legislation when it was passed.  See 
H.K.S.A.R. v. Pang Hung Fai [2012] H.K.C.U. 1261, paragraph 19 (C.A.) 
(noting that DTROP is seldom used now that OSCO exists.). 
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law enforcement with an additional tool for prosecuting 
difficult and complex cases.  The regulations prohibit a 
person from dealing in property that they know or have 
reasonable grounds to believe represents the proceeds 
of drug trafficking or of an indictable offense.150  
Additionally, the regulations make it an offense for a 
person who knows or suspects that any property is 
connected with drug trafficking or an indictable offense 
to fail to report their knowledge or suspicion to the 
relevant authorities.151  Finally, the regulations prohibit 
“tipping” anyone about a disclosure to the authorities if 
that person is likely to prejudice an investigation.152 

The criminal penalty for violating the regulations 
is a fine of up to HK$5 million and up to 14 years 
imprisonment.  Reports indicate that 136 money 
laundering prosecutions took place between January 
and November 2012, resulting in the conviction of 147 
people.153 

                                                           
150 Drug Trafficking (Recovery of Proceeds) Ordinance, (1989) Cap. 405, 
26, § 25(1) and (3); Organized and Serious Crimes Ordinance, (1994) Cap. 
455,  29, §25(1) and (3). 
151 Drug Trafficking (Recovery of Proceeds) Ordinance, (1989) Cap. 405, 
26-27, § 25A(1) and (7);  Organized and Serious Crimes Ordinance, (1994) 
Cap. 455, 29, §25A(1) and (7).  If the suspicious transaction occurs during 
the course of a person’s employment, they may report their suspicion 
through their company’s established internal procedures instead of 
directly to the government.  See id. at § 25A(4).   
152 Id. at § 25A(5). 
153 Winnie Chong and Victor Cheung, Biggest money laundering case 
exposes bank loopholes, THE STANDARD (Hong Kong), January 24, 2013, 
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The government must prove that the person had 
the requisite mental state, which can be satisfied in two 
ways; a person could either have actual knowledge or 
reasonable grounds to believe.  When the facts of a case 
indicate that a person has actual knowledge that 
property represents the proceeds of an indictable 
offense, little explanation is needed.154  The second 
theory of liability is more complicated because it 
employs a reasonable person standard.155  The 
consequence is that “even if a defendant does not hold 
the actual belief that the property in question 
constitutes the proceeds of an indictable offence, the 
necessary mental element can still exist as long as it is 
proven that he knows of the grounds upon which such 
belief is objectively and reasonably based.”156 

                                                                                                                                  

http://www.thestandard.com.hk/news_detail.asp?we_cat=11&art_id=1
30450&sid=38783457&con_type=3&d_str=20130124&fc=4. 
154 See H.K.S.A.R. v. Pang Hung Fai [2012] H.K.C.U. 1261, paragraph 15 
(C.A.). 
155 The test is described in Pang Hung Fai:  

The test, hypothetical in nature, requires that the ‘reasonable man’ 
knows what the defendant knows subject of course to the fact that 
the ‘reasonable man’ fashions his actions in the light of that 
knowledge in a manner that, in the present case, a ‘common sense, 
right-thinking member of the community’ would do. 

Id. (quoting H.K.S.A.R. v. Lung Yun Ngan and Anor [2011] H.K.C.U. 
949 (C.A.)).  For a detailed recitation of the history of reasonable 
grounds to believe, see H.K.S.A.R. v. Ma Zhujiang [2007] H.K.C.U. 
1430 (C.A.). 
156 H.K.S.A.R. v. Lau Hon Keung [2012] H.K.C.U. 2277, paragraph 54 
(C.A.). See also H.K.S.A.R. v. Pang Hung Fai [2012] H.K.C.U. 1261, 
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The government also must prove that the 
property represents the proceeds of an indictable 
offense.  The terms “property,” “proceeds of an 
offence,” and “indictable offence” are defined broadly 
in the ordinances to include both movable and 
immovable property, any pecuniary gain or advantage, 
and any conduct that could give rise to an 
indictment. 157  A noteworthy feature of the OSCO is 
that the underlying activity forming the basis for an 
“indictable offense” simply needs to be an indictable 
offense had it occurred in Hong Kong.158   

The final element in a prosecution under the 
AML provision of either the DTROP or OSCO is that the 
person “deals” with the property.  “Dealing” is defined 
broadly in the ordinances to encompass practically all 
transactions.  Dealing includes receiving or acquiring 
property, concealing or disguising property (including 
its nature, source, location, disposition, movement, 
ownership, or any rights with respect to it), disposing or 
converting property, bringing property into or out of 
Hong Kong, using the property to borrow money, or 

                                                                                                                                  

paragraph 15 (C.A.) (“[A] defendant does not have to believe that the 
property was the proceeds of an indictable offence, it is sufficient that the 
defendant had reasonable grounds for such belief.”).  Some courts have 
called this result “draconian.”   H.K.S.A.R. v. Ma Zhujiang [2007] 
H.K.C.U. 1430, at paragraph 33 (C.A.). 
157 See Organized and Serious Crimes Ordinance, (1994) Cap. 455, §§ 2, 
25(4). 
158 Id. at § 25(4). 
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using the property as a security.159  Perhaps because of 
the comprehensive nature of the definition, this issue 
has not been extensively litigated. 

The DTROP and OSCO also contain provisions 
requiring people to report suspicious transactions and 
prohibiting them from “tipping off” anyone who might 
prejudice an investigation.160  Specifically, anyone who 
knows or suspects that any property is in any way 
connected with an indictable offense is required to 
disclose their knowledge or suspicion to an authorized 
officer as soon as it is reasonable for them to do so.161  
Failure to comply with this provision can result in a 
criminal fine up to the level 5 amount162 and up to three 
                                                           
159 Id. at § 2. 
160 As an interesting aside, a court found that the ordinance does not 
abrogate the legal professional privilege, which is similar to the U.S. 
attorney-client privilege. See Pang Yiu Hung Robert v. Commissioner of 
Police and Another [2002] H.K.C.U. 1412, paragraph 81 (C.F.I.).  
However, because “no legal privilege attaches to legal advice obtained 
for the purpose of committing crime,” an attorney would still be 
obligated under the ordinance to report their knowledge or suspicion to 
an authorized officer if their client was seeking advice to commit further 
crimes. See id. at paragraph 43 (quoting R v. Central Criminal Court, ex 
parte Francis & Francis [1989] 1 AC 346 at page 382). 
161 Organized and Serious Crimes Ordinance, (1994) Cap. 455, § 25A(1).  
If the suspicious transaction occurs during the course of a person’s 
employment, they may report their suspicion through their company’s 
established internal procedures instead of directly to the government.  
See id. at § 25A(4). 
162 Hong Kong uses a standard scale system to define the financial 
criminal penalties for certain offenses.  Penalties may be defined in a 
statute by way of reference to a level, which is separately defined in the 
Criminal Procedure Ordinance.  This allows for a simplified method of 
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months imprisonment.163  In comparison to the main 
provision, the requirement that the person subjectively 
know or suspect the status of the property presents a 
more burdensome task for the prosecution.164  In 
practice, it appears that this offense is not commonly 
prosecuted.  Finally, the prohibition against “tipping 
off” states that a person commits an offense when they 
know or suspect that a suspicious transaction has been 
reported to the authorities, and they disclose that 
information to a person who is likely to prejudice an 
investigation.165  This offense is punishable by a fine of 
up to HK$500,000 and up to three years 
imprisonment.166  Similarly, this offense is not 
commonly prosecuted. 

B. UNATMO 

The UNATMO was enacted to implement a 
United Nations Security Council resolution passed in 
the wake of the terrorist attacks on September 11, 
2001.167  As amended, it prohibits both (i) providing or 
                                                                                                                                  

changing multiple statutes with a single amendment in order to reflect 
inflation.  The current level 5 amount is HK$50,000.  Criminal Procedure 
Ordinance, (1997) Cap. 221, 85, Schedule 8. 
163 Organized and Serious Crimes Ordinance, (1994) Cap. 455, § 25A(7). 
164 See, e.g., Pang Yiu Hung Robert v. Commissioner of Police and 
Another [2002] H.K.C.U. 1412, paragraphs 101 and 102 (C.F.I.). 
165 Organized and Serious Crimes Ordinance, (1994) Cap. 455, § 25A(5). 
166 Id. at § 25A(8). 
167 See United Nations (Anti-Terrorism Measures) Ordinance, (2011) Cap. 
575. 
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collecting any property with the intent or knowledge 
that it will be used to commit terrorist acts,168 and (ii) 
collecting property, making financial services available, 
or soliciting financial services with knowledge that or 
with recklessness as to whether it will benefit a terrorist 
or terrorist associate.169  Similar to the DTROP and 
OSCO, the UNATMO also contains an obligation to 
report suspicions to authorities as well as a prohibition 
on “tipping off” anyone who might prejudice an 
investigation.170  It is again important to note that unlike 
the DTROP and OSCO, the UNATMO focuses on 
whether the money will be used for terrorism, not 
whether it is the product of illegal activity. 

The primary AML provisions in the UNATMO 
provide that: 

1. A person shall not provide or collect, by any 
means, directly or indirectly, any property 

(a) With the intention that the property be 
used, or 

(b) Knowing that the property will be used, 

                                                           
168 Id. at § 7. 
169 Id. at § 8. 
170 Id. at § 12(1) and (5).  As in the DTROP and OSCO, an employee may 
report their suspicion through the established procedures with their 
employer, where applicable.  Id. at § 12(4). 
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In whole or in part, to commit one or more 
terrorist acts (whether or not the property is 
actually so used).171 

AND 

2. A person must not make any property or 
financial services available, collect property, or 
solicit financial services by any means, directly or 
indirectly, for the  benefit of a person 

(a) Knowing that, or 

(b) Being reckless as to whether, 

The person is a terrorist or terrorist associate.172 

The criminal penalties for committing either of 
these offenses are a fine and up to 14 years 
imprisonment.173 

The biggest threat to business and financial 
institutions would appear to be the recklessness 
provision.  As the facts of the recent HSBC settlement 
illustrate, it is not difficult to imagine a situation where 
a bank makes financial services available to a person 
with recklessness as to whether the person is a terrorist 
or terrorist associate.  Indeed, it appears that HSBC’s 
Hong Kong branch was at the very least reckless as to 
                                                           
171 Id. at § 7. 
172 Id. at § 8. 
173 Id. at § 14(1). 
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whether their relationship with Al Rajhi Bank between 
2006 and 2010 would benefit terrorists or terrorist 
associates.174  To date, there do not appear to be any 
cases that have been prosecuted under the 
UNATMO.175 

C. AMLO 

The AMLO differs from the previously discussed 
ordinances in that it focuses on financial institutions 
rather than individuals.  Enacted on April 1, 2012, the 
AMLO adds a number of significant provisions to the 
overall AML regime.176  First, the AMLO imposes 
customer due diligence and record-keeping 
requirements on specified financial institutions.  
Second, it empowers the relevant authorities to 
supervise compliance with those requirements.  Lastly, 
it regulates the operation and licensing of money 
service operators. 

                                                           
174 See U.S. Senate Report, U.S. Vulnerabilities to Money Laundering, Drugs, 
and Terrorist Financing: HSBC Case History, Senate Subcomm. On 
Investigations of the Comm. On Homeland Security and Governmental Affairs 
(2012), pp. 221-224. 
175 It appears that many – if not all – of the relevant acts between HSBC 
and Al Rajhi Bank occurred before the January 2011 amendment that 
added Section 8 to the UNATMO, which would have provided the 
strongest grounds for a prosecution. 
176 The AMLO was introduced after criticism by the Financial Action 
Task Force, an international body, which found that the city did not meet 
international standards for the prevention of money laundering.  See Yiu, 
supra note 112. 
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The complete list of customer due diligence 
measures required in Schedule 2 of the AMLO is 
lengthy, but they include verifying the customer’s 
identity, identifying the beneficial owner, and obtaining 
information about any business to be conducted 
through the financial institution.177  These measures 
must be conducted before establishing any new 
business relationships with a customer, before carrying 
out transactions equal to or above HK$120,000, before 
carrying out any wire transactions equal to or above 
HK$8,000, upon any suspicion of money laundering or 
terrorist financing, or if the veracity or adequacy of any 
information previously obtained about the customer is 
called into doubt.178  Furthermore, financial institutions 
are under a duty to continuously monitor their business 
relationships for any new indications of risk.179 

Employees of financial institutions as well as the 
financial institutions themselves can become criminally 
liable for contravening the requirements in Schedule 2.  
If the contravention is done knowingly then the 
employee or financial institution can be fined up to 

                                                           
177 See Anti-Money Laundering and Counter-Terrorist Financing 
(Financial Institutions) Ordinance, (2012) Cap. 615, p. 38, Schedule 2, Part 
2.  Financial institutions may sometimes conduct a simplified form of 
customer due diligence for certain types of relationships that represent a 
very low risk.  See id. at Schedule 2, Part 4. 
178 Id. at Schedule 2, Part 3. 
179 See id. at Schedule 2, Part 5. 
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HK$1 million and imprisoned for up to two years.180  If 
the contravention is done with intent to defraud any 
relevant authority, the penalty is a fine up to HK$1 
million and up to seven years imprisonment.181  

The Securities and Futures Commission, the 
Hong Kong Monetary Authority, and the Office of the 
Commissioner of Insurance have provided detailed 
guidance on the customer due diligence and record 
keeping requirements of the AMLO.182  The purpose of 
the guidelines is to assist “senior management in 
designing and implementing their own policies, 
procedures and controls” to comply with the AML/CFT 
regime, given the particular circumstances of their 
business. 183   

The guidelines play a key role in the practical 
implementation of the AML/CFT regime.  Failing to 

                                                           
180 See id. at § 5(5) and (7).  For an employee being prosecuted under § 
5(7), it is a defense to show that they were following the company’s 
policy for ensuring compliance.  See id. at §5(9). 
181 See id. at § 5(6) and (8). 
182 Securities and Futures Commission, Guideline on Anti-Money 
Laundering and Counter-Terrorist Financing (July 2012); Hong Kong 
Monetary Authority, Guideline on Anti-Money Laundering and Counter-
Terrorist Financing (For Authorized Institutions) (July 2012); Office of the 
Commissioner of Insurance, Guideline on Anti-Money Laundering and 
Counter-Terrorist Financing (For authorized insurers, reinsurers, appointed 
insurance agents and authorized insurance brokers carrying on or advising on 
long term business) (July 2012). 
183 Securities and Futures Commission, Guideline on Anti-Money 
Laundering and Counter-Terrorist Financing, (July 2012), 1.4. 
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comply with the guidelines does not constitute an 
offense, but the guidelines are admissible in court under 
any AMLO proceedings and they must be taken into 
account if they appear relevant to any question arising 
in the proceedings.184  Additionally, failure to comply 
with the guideline’s requirements may reflect adversely 
on a person’s fitness and properness and may be 
considered misconduct.185  Accordingly, the guidelines 
assert that “departures from this Guidance, and the 
rationale for so doing, should be documented, and 
[financial institutions] will have to stand prepared to 
justify departures to the [relevant authorities].”186  
Although the guidelines do not explicitly carry the force 
of law like Schedule 2 of the AMLO, they appear to 
carry substantial weight as a practical matter. 

The AMLO also vests power in the relevant 
authorities to enforce compliance with the ordinance.  If 
a financial institution contravenes a provision, the 
relevant authority can publically reprimand it, order it 
to take remedial actions, or order it to pay the greater of 
either HK$10 million or three times the amount of profit 
gained or cost avoided by the contravention.187 

                                                           
184 Id. at 1.8. 
185 Id. at 1.8b. 
186 Id. at 1.7. 
187 Anti-Money Laundering and Counter-Terrorist Financing (Financial 
Institutions) Ordinance (2012), Cap. 615, § 21. 
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Finally, the AMLO regulates money service 
operators and requires them to obtain a license.188  
There are two types of businesses that fall under the 
definition of a “money service”: money changing 
services and remittance services.189  A “money changing 
service” is a Hong Kong business that exchanges 
currencies.190   A “remittance service” is a Hong Kong 
business that sends or arranges money to be sent to a 
place outside of Hong Kong, receives or arranges 
money to be received from a place outside Hong Kong, 
or arranges the receipt of money in a place outside of 
Hong Kong.191  Remittance services, which often 
operate as underground banks facilitating the exit of 
large sums of money from mainland China, were hardly 
regulated by Hong Kong before the passage of the 
AMLO.192  Under the new ordinance, however, all 
money service operators are required to obtain a license 
from The Commissioner of Customs and Excise.193 

                                                           
188 See id. at §§ 27, 30, and 29(1). 
189 See id. at Schedule 1, Part 1. 
190 See id. 
191 See id. 
192 See Frangos, supra note 115.  In the recent sentencing of Hong Kong’s 
biggest convicted money launderer, the judge urged authorities to pay 
closer attention to remittance agents.  See Chong and Cheung, supra note 
153.  
193 Anti-Money Laundering and Counter-Terrorist Financing (Financial 
Institutions) Ordinance, (2012) Cap. 615, § 30. 
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IV.   RECENT ENFORCEMENT ACTIONS 
Authorities very recently secured a conviction in 

the biggest money laundering case in Hong Kong 
history.  On January 23, 2013, Luo Juncheng was found 
guilty under the OSCO of laundering around HK$13 
billion (US$1.68 billion) over an eight-month period 
from 2009 to 2010.194  The Luo Juncheng case is a highly 
salient illustration of the threats facing Hong Kong’s 
financial system, the deficiencies of the pre-AMLO 
regime, and the challenges that still face Hong Kong 
after the enactment of the AMLO. 

Luo Juncheng, a teenage dropout and former 
delivery man from nearby mainland China, opened two 
accounts in 2009 with a very modest HK$500.195  Over 
the next eight months, Luo made 4,800 deposits and 
3,500 transfers at a rate of HK$50 million (US$6.45 
million) per day, mostly through the internet.196  
Although specific details about the source of the money 
did not emerge through the trial, the judge noted that 
money transfers from Macau and mainland China were 

                                                           
194 See Thomas Chan, Guangdong man jailed over massive Hong Kong fraud, 
SOUTH CHINA MORNING POST, January 23, 2013, 
http://www.scmp.com/news/hong-kong/article/1134568/guangdong-
man-jailed-over-massive-hong-kong-fraud. 
195 Shai Oster, School Dropout Convicted of Money Laundering in Hong Kong, 
BLOOMBERG, January 22, 2013,  
http://www.bloomberg.com/news/2013-01-22/school-dropout-
convicted-of-money-laundering-in-hong-kong.html; Yiu, supra note 112. 
196 See Anti-Money Laundering and Counter-Terrorist Financing 
(Financial Institutions) Ordinance, (2012) Cap. 615, § 30, supra note 193. 
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involved.197  While sentencing Luo to 10 ½ years 
imprisonment, the judge urged the government to 
consider increasing the maximum penalty beyond 14 
years imprisonment.198   

The Luo case highlights the current threats and 
circumstances surrounding Hong Kong’s financial 
system.  In line with the recent trend,199 some of the 
money in the Luo case originated in Macau and 
mainland China.200   

Luo also demonstrates the gravity of the 
deficiencies in Hong Kong’s financial system that were 
later addressed by the AMLO.201  Although the facts of 
the Luo case would seem to indicate an obvious money 
laundering risk, the bank allowed the activity to 
continue for eight months.  The events of the Luo case 
occurred before the enactment of the AMLO, so the 
bank was not under the significant customer due 
diligence obligations that it would be today.  Chiyu 
Bank, which held Luo’s accounts, has not been subject 
to any discipline.  A spokesperson for the bank noted 

                                                           
197 Yiu, supra note 112.  
198 Chong and Cheung, supra note 153. 
199 See Frangos, Orlik, and Wei, supra note 115 (discussing the 
increasingly large volume of money leaving China).  
200 Oster, supra note 195. 
201 See Yiu, supra note 112. 
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that it “complies with all the relevant laws and 
regulations of Hong Kong . . . .”202 

Even after the enactment of the AMLO, Luo 
suggests that challenges remain for the enforcement of 
the regime.  The AMLO made significant strides to 
bring Hong Kong in line with international AML 
standards, but the effectiveness of its enforcement will 
rely in large part on financial institutions to report 
suspicious transactions.203  Financial institutions will 
need to implement internal guidelines and train their 
employees to be alert to AML/CFT risks, and the 
relevant authorities will need to sufficiently monitor 
compliance with the new requirements.204  The judge in 
Luo noted that authorities should pay particular 
attention to remittance agents, the so-called 
underground banks that are newly subject to regulation 
under the AMLO.205 

The recent case of Yan Siuling provides some 
insights into the court’s treatment of the “reasonable 
grounds to believe” element, as well as the use of 
remittance agents in Hong Kong.206  Yan Siuling, a 
resident of mainland China, was convicted under the 
money laundering provision of the OSCO and served 18 
                                                           
202 Yiu, supra note 112. 
203 See Yiu, supra note 112. 
204 See Yiu, supra note 112. 
205 See Chong and Cheung, supra note 153. 
206 H.K.S.A.R. v. Yan Suiling [2012] H.K.C.U. 702 (C.F.A.). 
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months in prison before having her conviction quashed 
by the Court of Final Appeal in March 2012.207  

Yan Siuling accumulated significant wealth by 
selling insurance, Amway products, and owning three 
restaurants in southern China.208  Yan sought 
investments outside of China, which required her to 
move wealth out of the country in a way that would 
circumvent the government’s limit.209  To avoid the 
currency restrictions, Yan began using an underground 
bank.210  The underground bank, known in Hong Kong 
as a remittance agent, would arrange international 
transfers of money in a way that did not cross borders.  
For example, a Chinese remittance agent would instruct 
Yan to deposit a Renminbi amount into certain accounts 
in China, and the agent would arrange for an equivalent 
amount in HK Dollars to be deposited into Yan’s 
accounts in Hong Kong.211  This practice, though illegal 
in mainland China, is permissible in Hong Kong.212   

During the course of one such transaction, the 
check that was deposited into Yan’s account in Hong 
Kong was traceable to the proceeds from a mortgage 

                                                           
207 Id. at paragraph 2;  Frangos, supra note 115. 
208 See Frangos, supra note 115. 
209 See Frangos, supra note 115. 
210 H.K.S.A.R. v. Yan Suiling [2012] H.K.C.U. 702 (C.F.A.). 
211 Id. 
212 See Frangos, supra note 115. 
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fraud.213  The prosecution relied on the theory that 
under the circumstances, Yan had “reasonable grounds 
to believe that the cheque she received represented the 
proceeds of an indictable offence.”214  The Court of Final 
Appeal stated, “we do not think that without more, an 
unexplained receipt points irresistibly to money 
laundering.”215   

The court essentially held that the arm’s-length 
use of underground banks does not by itself give rise to 
suspicion.  Stated differently, the court found that it was 
reasonable for Yan to receive large sums of money from 
a stranger through an illegal underground banking 
service, without becoming suspicious about the source 
of the money.  Although these transactions could 
indeed involve legitimate parties, there is no way for 
the parties to know.  The fact that this case took place 
under the pre-AMLO regime, where remittance agents 
were barely regulated at all, lends additional force to 
the court’s conclusion.  Under the new AMLO, 
however, it appears that the remittance agent would 
now be required to perform customer due diligence to 
help avoid a situation like in Yan’s case. 

CONCLUSION 
                                                           
213 H.K.S.A.R. v. Yan Suiling [2012] H.K.C.U. 702 (C.F.A.). 
214 Id. at paragraph 5. 
215 Id. at paragraph 48.  The court also noted that by applying common 
sense to the facts of the case, it did not appear that Yan was seeking to 
legitimize ill-gotten money or conceal its origin, as one would expect to 
see in a money laundering case.  Id. at paragraph 47. 
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Hong Kong has made significant recent efforts to 
prevent money launderers from exploiting its financial 
system.  However, the outflow of money from China in 
particular, both legitimate and illicit, has frequently 
found its way into Hong Kong through underground 
banks, casino junkets in Macau, and other means.  Hong 
Kong’s reputation is under threat, and the government 
has responded with a new ordinance and a multi-
agency effort to detect and prosecute money 
laundering.  Because the AMLO encourages increased 
reporting of suspicious activity, the number of 
prosecutions in Hong Kong is likely to rise in the 
coming years.  As the HSBC settlement has shown, 
major investigations into one issue can lead to the 
discovery of improprieties in any number of other 
companies and countries, with far-reaching and 
unpredictable consequences. 


