Lack of written corporate policies
and standard operating procedures

Stale items on bank reconciliations

Continuous out-of-balance

Lack of interest in or compliance with subsidiary ledgers

internal control policies, especially
division of duties

Disorganized operations in such
areas asbookkeeping, purchasing,
receiving, and warehousing

Unrecorded transactions or missing
records

Unusual journal entries (lacking
proper support, containing round
numbers, made post-close)
Counterfeit documents
Alterations of documents
Photocopied documents

Questionable handwriting on
documents

Excessive voids or credits

Bank accounts not reconciled on a
timely basis

Unusual financial statement
relationships

Repeated unexplained differences
between physical inventory counts
and perpetual inventory records

Bank checks written to cash in large
amounts

Handwritten checks in a computer
environment

Employees with lifestyles beyond
their means

Unused vacation time

Frequent or unusual related-party
transactions

Employees in close association with
suppliers

Employees in close relationship with
one another in areas where
separation of duties could

be circumvented

Continuous or unusual fund transfers Expenseaccount abuse

among company bank accounts
Fund transfers to offshore banks

Transactions not consistent with the
entity's business

Deficient screening procedures for
new employees

Business assets dissipating without
explanation

Inadequate explanations to
management about loss

Impressive financial results that are
inconsistent with poor industry
performance

Reluctance by management to report * American Institute of Certified Public

criminal wrongdoing

Accountants — Fraud Practice Aid

Unusual transfers of personal assets
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Using Transparency Data

= Countries with Transparency Laws

— U.S. Physician Payments Sunshine Act (collect and track all financial
relationships with physicians and teaching hospitals)

— Medicines Australia Code of Conduct (payments and transfers of
value to HCPs, as well as sponsorships of third party educational
meetings and symposia)

— France’s Loi Bertrand (any agreements with HCPs or any benefit in
cash or in kind exceeding €10)

= Using Transparency Data
— Peer Comparisons
— Outlier Analysis
— Analysis of Payments by categories

— [Fair Market Value Analysis
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Practical Challenges to Data Analy

= Global systems are preferred- if data is in several incompatible local
systems, a streamlined data-driven review may be more difficult.

— Avon conducted an internal investigation that preceded its FCPA
settlement in 2014 that cost almost $350 million in legal fees. The
fees were so high that the government took the unusual step of
asking Avon why its legal bills were so high and, according to
source quoted in a Bloomberg article, it was, in part, because the
company operated in more than 100 countries without
consolidated transaction records.

= The successes of strategic improvement initiatives are dependent on
the availability, accuracy, and consistency of a wide range of
enterprise data.
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\\| * Introduction

| = Compliance Monitoring and Auditing

= Government Expectations

= Compliance Audit and Compliance Monitoring
» Risk Assessments

= Use of Data Analytics to Focus Compliance
Monitoring and Auditing

= Results of Data

ROPES&GRAY



Compliance Audit Results

= Ensure reporting of monitoring/auditing results to executives and
committees with oversight responsibility for the compliance program

— Document your compliance monitoring and audit efforts in a
standardized way.

— E.g., Board/Executive Compliance Committee, Audit Committee

= Consider ways to facilitate identification of common themes across
corrective actions and the need for any programmatic improvements.

— Can be utilized to make resource allocation decisions.

= Formalize consistent processes for tracking and validating corrective
actions and ensure that progress is monitored and communicated to
relevant stakeholders.

— Conducting an audit and doing nothing to remediate negative
findings is a huge red flag.

— Ensure discipline/remediation occurs when need identified.
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Compliance Audit and I\/Ionitoriﬁg

Benchmarking Question #7

= How does your company report compliance audit and monitoring
findings (check all that apply).

— Reportto CEO
— Reportto CCO
— Report to Audit Executive/CFO

— Report to Board of Directors
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Data Drives Risk-Prioritized Actio
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Questions?
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