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As the volume and range of consumer, business and other 
information housed electronically across industries continues to 
mushroom, so too does the frequency and severity of “ransomware” 
attacks. Indeed, one cybersecurity firm estimates that the number 
of ransomware attacks globally multiplied fivefold between 2015 
and 2016.1

Cyberattackers are becoming increasingly sophisticated in their 
technological proficiency and their ability to identify and target the 
most vulnerable types of industries, users and information. 

And, as the recent WannaCry and Petya incidents show, they are 
increasingly able to execute wide-scale attacks rapidly, globally 
and across industries. Targets have included hospitals, school 
districts, state and local governments, law enforcement agencies, 
and numerous small and large businesses.

Often, these attacks completely shut down the target’s ability 
to operate — or compromise it so significantly that continued 
operations become extremely difficult, expensive and/or risky. 
The attacks also threaten the confidentiality of troves of patient, 
consumer, government and business information.

Faced with this ongoing wave of ransomware attacks, many 
businesses have begun to explore what they should be doing to 
prevent and handle these incidents. Boards of directors and senior 
management teams across industries would be wise to assess the 
adequacy of ongoing security efforts within their organizations 
and their preparedness to respond in the event of an attack.2

Although regulators have attempted to contribute to the 
discussion by publishing guidance documents,3 confusion persists 
— especially for smaller businesses and entities with limited 
resources.

This analysis provides a brief cross-industry overview of the 
growing problem of ransomware attacks and offers some best 
practices for preventing and responding to them.

HOW RANSOMWARE WORKS
The FBI’s Internet Crime Complaint Center defines ransomware as 
“a type of malware installed on a computer or server that encrypts 
the files, making them inaccessible until a specified ransom is 
paid.”

Ransomware often takes advantage of existing vulnerabilities 
in an information security system. Like other types of malware, 
it is typically installed on a computer inadvertently by users who 
unwittingly click on malicious links or email attachments.

Sometimes these malicious emails are sent out en masse to 
random recipients in the hope that at least some will take the bait. 
In other instances, specific organizations or even specific users 
within organizations are targeted — a method of attack called 
“spear-phishing.”

Spear-phishing emails can be more effective, as the message can 
be more personalized and thus more likely to be opened by the 
recipient without suspicion.

The financial services industry has significantly  
improved the security of its information systems  
in the face of the surge of ransomware attacks.

The ultimate objective of all ransomware attacks is the same: 
obtaining “ransom” payment in some untraceable, irreversible 
digital “crypto-currency,” such as bitcoin, in exchange for unlocking 
the kidnapped files.

Some types of ransomware are designed to display police-themed 
messages that feature official-looking law enforcement emblems 
claiming that the user’s computer has been locked by law 
enforcement authorities and that he must pay a fine to unlock it.

In other cases, the ransomware does not purport to come from an 
innocuous source. Often victims are told that the encryption key to 
unlock their files will be permanently destroyed — often within a 
very short time frame — unless the ransom is paid.

TRENDS, EXAMPLES AND INDUSTRY RESPONSES
The institutions most vulnerable to ransomware attacks have 
generally been those with some combination of older technology 
systems, less sophisticated users and large amounts of sensitive 
or critical data.

The first two of these vulnerabilities enable ransomware attacks 
to initialize and unfold rapidly. The third vulnerability — large 
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even though the industry had seen an increase in indicators of 
attempted attacks such as spear-phishing attacks, 57 percent  
of respondents reported that they felt prepared or very 
prepared to fend off such attacks.6

This may be because financial services companies handle 
diverse types of customer data and therefore must comply 
with a wide range of information security regimes.

These include regimes present in the Payment Card Industry 
Data Security Standard (addressing the protection of 
payment card information); the Gramm-Leach-Bliley Act, 
15 U.S.C.A. §  6801 (addressing the protection of financial 
consumer information); the Federal Financial Institutions 
Examination Council (assessing the cybersecurity of 
financial institutions); the Bank Secrecy Act, 31 U.S.C.A. 
§  5311 (setting forth bank record-keeping requirements); 
and the USA Patriot Act, Pub. L. 107-56 (2001) (setting forth  
anti-money laundering requirements).

This inference seems to be supported by the fact that in 
the SANS survey, 80 percent of respondents indicated that 
their compliance efforts had made their organizations better 
prepared to protect them against attacks.

While the financial services sector has moved 
fairly quickly and effectively to enhance its security 

position, a somewhat different picture has 
emerged in the health care industry.

volumes of valuable data — renders the target institution 
more willing to pay a ransom to recover the information, in 
turn making the ransomware attacker more likely to earn a 
rich payoff.

Below are significant examples of ransomware attacks and 
responses in the financial services and health care industries 
and in the government sector. 

Financial services

The financial services industry was one of the two hardest hit 
by ransomware attacks in 2016. Experts speculate that this 
industry is an attractive target because it relies on immediate 
access to large amounts of critical data and is therefore 
perceived as more likely to pay a ransom in order to avoid 
costly delays in the provision of services.4

Interestingly, however, although the data suggest that 
businesses in the financial services sector have been targeted 
and harmed by ransomware attacks, little specific information 
is available about these incidents.5

One ransomware attack on a financial services company that 
we do know about is the Petya attack in June, which targeted 
the property arm of France’s largest bank, BNP Paribas. In 
general, however, concrete information is hard to come by.

By contrast, in the health care and government sectors, 
public announcements and notices to customers 
about these incidents are more commonly required.  
As a result, these incidents become much more publicized.

The financial services industry has significantly improved 
the security of its information systems in the face of the  
surge of ransomware attacks. A 2016 international survey of 
financial sector businesses by the SANS Institute found that 

The financial services sector has been proactive in its response 
to the growing threat of ransomware, and it has developed 
best practices in information security that have been used to 
help other vulnerable sectors improve their security practices 
as well.

For example, as part of its report to Congress in May, the 
U.S. Department of Health and Human Services’ Health 
Care Industry Cybersecurity Task Force outlined key lessons 
learned from the response of the financial services sector to 
the threat of ransomware.7

These lessons showed that:

•	 An	information	security	framework	should	be	developed	
to establish “the controls and procedures required to 
systematically address cybersecurity issues and manage 
risk.”

•	 Information-sharing	 between	 organizations	 to	 track	
and disseminate data on cybersecurity threats and 
vulnerabilities is “crucial to increase threat awareness 
and mitigate overall risks.”

•	 Security	 technologies	 should	be	adopted	 that	allow	an	
organization to “defend against, monitor, detect, isolate, 
and log cyberthreats.”
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•	 Regular	security	assessments	such	as	penetration	tests	
should be conducted to establish a baseline of operations 
and identify vulnerabilities.

•	 Organizations	 should	 consider	 requiring	 cybersecurity	
risk assessments of third-party vendors that have access 
to the organization’s networks.

Health care

The health care industry was the second of the two hardest 
hit by ransomware attacks in 2016.8

The Office for Civil Rights of the HHS estimated last year that 
in the first quarter of 2016, an average of 4,000 ransomware 
attacks occurred daily in the U.S. health care industry alone.9 
This was a 300 percent increase from the 1,000 daily attacks 
on the industry in 2015, the agency said.

Hospitals have been the most affected: By one estimate, they 
were the target of 88 percent of recent attacks.10

The health care industry is an attractive target because it 
relies on immediate access to large amounts of critical data 
and is therefore perceived as more likely to pay a ransom 
to avoid disruption of potentially lifesaving surgeries and 
treatments.

For example, in February 2016, in one of the earlier publicized 
ransomware incidents in health care, a ransomware attack 
caused the Hollywood Presbyterian Medical Center’s network 
systems to shut down. Physicians were locked out of patient 
electronic health records, and some emergency patients had 
to be diverted to other hospitals.

The hospital ultimately paid a $17,000 ransom to release the 
files. The attack brought to light the operational and safety 
issues raised by such attacks in the health care setting.

Similarly, in April 2016, a ransomware attack on a San 
Antonio-based pediatric provider organization potentially 
compromised the data of 55,447 patients.11 Ransomware 
was used to encrypt the data on the provider’s servers, and 
an analysis suggested that attackers may have gained access 
to the data prior to that encryption.12

The organization’s information technology team was able 
to remove the virus and restore the affected data from its 
backup systems, and officials said no confidential data was 
lost. However, because compromise of the patient data could 
not be ruled out, affected patients were notified and offered a 
year of free credit monitoring. 

While the financial services sector has moved fairly quickly 
and effectively to enhance its security position, a somewhat 
different picture has emerged in the health care industry.

Of note, the Health Insurance Portability and Accountability 
Act’s Security Rule, the primary information security regime 
governing health care providers and their service providers, 
has been in place for over a decade.

Despite this, and despite ramped-up Security Rule 
enforcement activity in recent years, ransomware incidents 
in the health care industry are continuing to occur with 
increased frequency — so much so that in late 2016, the 
Office for Civil Rights issued guidance on information security 
measures that may help HIPAA-covered entities ward off and 
better handle such attacks.

More recently, in June, the HCIC Task Force issued a report 
asserting that “health care cybersecurity is a key public health 
concern that needs immediate and aggressive attention.” 
The HCIC Task Force was established by the Cybersecurity 
Act of 2015, and its report, titled “Improving Cybersecurity in 
the Health Care Industry,” was developed in response to the 
growing number of cybersecurity incidents occurring within 
the health care sector.

The report says the following cybersecurity “imperatives” 
should be addressed to identify and address the wide range 
of threats faced by the health care industry: 

•	 To	 define	 and	 streamline	 leadership,	 governance,	 and	
expectations for health care industry cybersecurity.

•	 To	increase	the	security	and	resilience	of	medical	devices	
and health IT.

•	 To	develop	the	health	care	workforce	capacity	necessary	
to prioritize and ensure cybersecurity awareness and 
technical capabilities.

•	 To	 increase	 health	 care	 industry	 readiness	 through	
improved cybersecurity awareness and education.

•	 To	 identify	 mechanisms	 to	 protect	 research	 and	
development efforts and intellectual property from 
attacks or exposure.

•	 To	 improve	 information-sharing	 of	 industry	 threats,	
weaknesses and mitigations.

The report also recommends an ongoing public-private 
forum to identify cybersecurity concerns and priorities for the 
health care industry.

Government
Government offices have also been targeted. For example, 
on Dec. 12, 2016, a police department in Dallas was attacked 
by a ransomware virus that encrypted Microsoft Office files, 
as well as videos and photographs, stored on one of the 
department’s servers.

An internet webpage showed a decryption key in exchange 
for a bitcoin transfer of nearly $4,000 to the unidentified 
attackers. The department chose not to pay the ransom.

All of the corrupted files, including body-camera footage, 
surveillance video, photographs and documents dating back 
to 2009, were lost.13
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It is unclear why the department declined to pay the ransom, 
or indeed whether payment would be a plausible option for 
most private organizations.

The government offices of Bingham County, Idaho, were 
victimized by a Feb. 15 ransomware attack that caused the 
entire county network to go offline. County officials had to 
handwrite documents, and the attack disrupted emergency 
911 calls and the county dispatch center, leaving dispatchers 
to use their cellphones and physical maps to direct emergency 
responders.

The attackers demanded over $25,000 in ransom, but the 
county refused to pay and was able to restore its system 
using backup servers.14

government organizations, and it also provides  
members with training, security resources and incident 
response services that can help ensure that government 
agencies remain prepared to thwart attacks or respond to 
them effectively.

Other industries and cross-industry attacks

While many ransomware attacks target financial services, 
health care and government organizations, these attacks are 
not limited to these sectors.

One notable attack occurred in the hospitality industry in 
early 2017, when guests at an Austrian ski resort were locked 
out of their hotel rooms (and, in some cases, locked in their 
hotel rooms) by an attack that targeted the hotel’s electronic 
key systems. 

Additionally, in 2016, online retailers utilizing the popular 
ecommerce platform Magento were targeted by a type of 
ransomware that encrypted the retailer’s website files and 
replaced the website’s home page with a “ransom note” 
demanding payment in bitcoin to decrypt the files.  

Nor are all ransomware attacks industry-specific. Many 
phishing emails with ransomware links or attachments are 
mass-distributed, and the malicious files can self-replicate to 
spread themselves rapidly throughout a network or to an infected  
user’s entire email contact list.

In May hundreds of thousands of computer systems in over 
150 countries were attacked by the WannaCry ransomware 
cryptoworm. WannaCry locked users out of their systems 
and exploited a particular vulnerability in various Windows 
operating systems to spread automatically through multiple 
networks.

Instead of spreading itself through email, the WannaCry 
malware did so throughout networked machines by using 
backdoor codes in outdated or unpatched Windows 
machines.

Once a particular machine became infected, the malware 
automatically sent requests to other devices connected on 
the infected machine’s network to identify other vulnerable 
machines. It would then install itself on those machines, 
starting the process over again.

By rapidly self-replicating across entire networks, the malware 
was able to spread much faster and more effectively than 
malware that utilizes phishing emails or other techniques that 
rely on a user to deploy the malware on a particular machine. 
It is estimated that over 200,000 systems were infected.

The WannaCry attack was followed a month later by the 
Petya ransomware attack, which swept across the globe and 
affected an estimated 2,000 organizations across at least 65 
countries.

These large-scale attacks affected both large and small 
organizations in a wide range of sectors. They demonstrate 

Organizations should evaluate the risks 
associated  with their individual IT and data 
systems and conduct a cost-benefit analysis 

to determine how to prioritize the interagency 
guidance recommendations. 

This incident offers a vivid example of the real dangers to 
public safety that ransomware incidents may pose; it is all 
too easy to imagine how, in slightly different circumstances, 
emergency dispatches could have been further delayed as a 
result of this attack. 

A 2016 survey of state and local government agencies 
revealed that while 96 percent of agencies had some type of 
ransomware strategy, three-quarters of those surveyed did 
not believe that their agency was prepared for an attack.15

One-third of those surveyed indicated that not all employees 
had received training related to security practices and 
ransomware in the past year, and 43 percent indicated that 
they had experienced six or more ransomware attacks during 
the same period.

Limited information is available about what local 
governments are doing to protect their information systems 
against cyberattacks. It appears that many of these efforts are 
specific to single agencies or municipalities, rather than part 
of a larger coordinated effort like those seen in the financial 
services and health care industries.

Organizations such as the Multi-State Information Sharing 
& Analysis Center, however, have formed to help state, local, 
territorial and tribal governments share information and best 
practices regarding information security and incident response  
in the government sector.

MS-ISAC is a program of the Center for Information Security, 
a nonprofit entity devoted to best practices in cybersecurity. 
There is no cost to government entities to become members.

The program provides members with resources to 
share information and best practices among similar 
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the growing imperative for all organizations to ensure 
vigilance in their data security policies and practices.

BEST PRACTICE RECOMMENDATIONS
In June 2016 the U.S. government released interagency 
guidance on ransomware directed at chief information officers 
and chief information security officers at “critical infrastructure 
entities, including small, medium and large organizations.

To a large degree, the guidance, titled “How to Protect 
Your Networks from Ransomware,” aggregates existing 
information from the federal government and private 
industry. It was jointly released by all of the federal intelligence 
agencies; the departments of Commerce, Energy, Homeland 
Security, Justice, State, Treasury, and Health and Human 
Services; the Executive Office of the President; the Federal 
Communications Commission; the National Security Agency; 
and the U.S. Secret Service.

•	 Implementing	 strong	 spam	 filters	 to	 prevent	 phishing	
emails.

•	 Scanning	all	incoming	and	outgoing	emails	for	detection	
of threats and filtration of executable files.

•	 Configuring	firewalls	to	block	access	to	known	malicious	
IP addresses.

•	 Patching	 operating	 systems,	 software,	 and	 firmware	
on devices and implementing a centralized patch 
management system.

•	 Configuring	 anti-virus	 and	 anti-malware	 programs	 to	
conduct regular scans automatically.

•	 Assigning	 account	 “permissions”	 based	 on	 the	
principle of least privilege; no users should be assigned 
administrative access unless they absolutely need it, and 
those who need and have administrator accounts should 
use them only when necessary. 

•	 Configuring	access	controls.

•	 Disabling	macro	scripts	from	office	files	transmitted	via	
email.

•	 Implementing	 software	 restriction	 policies	 or	 other	
controls to prevent programs from executing from 
common ransomware locations, such as temporary 
folders supporting popular internet browsers or 
compressions/decompression programs.

•	 Disabling	Remote	Desktop	Protocol	if	it	is	not	being	used.

•	 Using	application	white-listing,	i.e.	allowing	information	
systems to execute only those programs that are known 
and permitted by the security policy.

•	 Executing	 operating	 system	 environments	 or	 specific	
programs in a virtualized environment.

•	 Categorizing	 data	 based	 on	 organizational	 value,	 and	
physically and logically separating networks and data for 
different organizational units.

Organizations should evaluate the risks associated with 
their individual IT and data systems and conduct a cost-
benefit analysis to determine how to prioritize these 
recommendations. 

Ensuring business continuity

The interagency guidance also enumerates various measures 
that can help to ensure business continuity in the event of 
an attack and thus minimize the harm caused by any lack of 
access to data. These measures may also eliminate the need 
to pay a ransom to regain access to compromised data.

The business continuity measures include:

•	 Backing	up	data	regularly,	verifying	the	integrity	of	those	
backups, and regularly testing the restoration process to 
ensure it is working properly. 

Although there are differences in systems and 
security practices across industries, there are 
some universal best practices for responding 

to most ransomware attacks regardless of the 
setting in which they occur.

The guidance sets forth three broad categories of security 
recommendations:

•	 Preventive	 measures	 that	 help	 to	 protect	 information	
technology systems from attack.

•	 Business	continuity	measures	that	can	ensure	that	data	
is backed up and can be restored if an attack occurs.

•	 Steps	that	a	business	or	other	entity	should	take	 in	the	
event of an attack.

The document is a good single source of information that 
echoes many of the recommendations that can be found 
in the various reports from private sector cybersecurity 
businesses like Kaspersky, Symantec and NTT Security.

In addition, the OCR issued ransomware guidance for the 
health care industry in July 2016. The guidance discusses the 
growing problem of ransomware in the health care industry, 
and it addresses how to evaluate whether a particular 
ransomware attack constitutes a data breach under HIPAA.  
It also offers advice on ransomware prevention and response 
best practices, which echoes much of the advice set forth in 
the interagency guidance.

Minimizing the risk of an attack
The interagency guidance recommends the following 
preventative measures:

•	 Training	end-users	to	be	aware	of	security	risks.
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•	 Conducting	 annual	 penetration	 tests	 and	 vulnerability	
assessments.

•	 Ensuring	 that	 data	 backups	 are	 secure	 and	 are	 not	
connected permanently to the computers and networks 
that they are backing up.

In addition, the interagency guidance observes that while 
some organizations may consider purchasing cybersecurity 
insurance, they should be aware that some cybersecurity 
policies exclude coverage for ransomware attacks. Merely 
purchasing a cybersecurity insurance policy, without closely 
examining its scope of coverage, is therefore not sufficient.

The OCR guidance restates many of these preventive 
measures and business continuity best practices, and it 
emphasizes that a strict HIPAA compliance program and 
regular risk assessments may help to ensure the security 
of health care information systems. Companies will often 
engage reputable third-party experts to undertake these 
analyses to supplement these proactive security efforts.

•	 Isolating	or	powering	off	any	affected	devices	that	have	
not yet been completely corrupted; this may afford more 
time to clean and recover data, contain the damage, and 
prevent worsening conditions.

•	 Securing	backup	data	or	systems	by	taking	them	offline	
(and ensuring that backups are free of the malware prior 
to doing so).

•	 Collecting	 and	 securing	 any	 partial	 portions	 of	 the	
encrypted data that might exist.

•	 Where	 feasible,	 changing	all	 online	account	passwords	
and network passwords after removing the system from 
the network, and changing all system passwords once 
the malware is removed from the system.

•	 Deleting	registry	values	and	files	to	stop	the	ransomware	
program from loading.

•	 Implementing	 the	 organization’s	 security	 incident	
response and business continuity plans.

In addition to emphasizing many of these same incident 
response best practices, the OCR guidance recommends that 
an organization conduct an early analysis to determine the 
following:

•	 The	 scope	 of	 the	 incident,	 to	 identify	 what	 networks,	
systems, or applications are affected.

•	 The	origination	of	the	incident	(who/what/where/when).

•	 Whether	 the	 incident	 is	 finished,	 is	 ongoing,	 or	 has	
propagated additional incidents throughout the 
environment. 

•	 How	the	incident	occurred	(e.g.,	tools	and	attack	methods	
used, vulnerabilities exploited).

Notably, although these initial analysis recommendations 
come from OCR, they may well prove valuable outside of the 
health care setting as well.

By promptly implementing these practices, an organization 
can mitigate the harm caused by an attack and may thus 
avoid having to choose between paying the demanded 
ransom and permanently losing access to its data.

As with the security recommendations in the interagency 
guidance, the needs of each organization will be unique to its 
systems and the type of attack encountered. Organizations 
will need to evaluate their own individual needs to determine 
which steps are most appropriate.

Preservation of evidence

Appropriate measures should then be taken to ensure that 
evidence of the attack is properly preserved and that all 
response efforts are fully documented. Preserving evidence 

As the proliferation of connected  
devices continues and agencies become 

increasingly reliant on critical data for daily 
operation, the threat of ransomware  
is sure to remain a growing concern.

Responding to an attack

Although there are differences in systems and security 
practices across industries, there are some universal best 
practices for responding to most ransomware attacks 
regardless of the setting in which they occur.

If an organization suspects that it has been attacked, it should 
engage with its legal counsel immediately. Counsel for the 
organization should lead the incident response to ensure that 
it is protected by appropriate privilege and provide advice on 
preservation obligations.

Initial containment, harm mitigation,  
and analysis

When an attack is first detected, measures should be taken 
immediately to contain and isolate the infected systems to 
minimize the risk that the malware will spread and cause 
more damage.

Recommended containment efforts enumerated 
in the interagency guidance include:

•	 Isolating	 the	 infected	 computer	 immediately;	 removing	
infected systems from the network as soon as possible 
makes it harder for the ransomware to attack the network 
or any shared drives.



DECEMBER 2017   |  7© 2017 Thomson Reuters

THOMSON REUTERS EXPERT ANALYSIS

helps to protect the organization in the event of a lawsuit or 
regulatory investigation in the wake of an attack.

For example, it is helpful to preserve, in their original form, 
any event logs that reflect the attack and to document any 
actions taken in the incident response. Any external forensic 
analysis should also be documented through incident 
response reports that reflect the actions taken and ultimate 
conclusions reached.

Evaluation of breach notification obligations, overall liability

There is no federal statute that broadly governs the 
confidentiality of information. However, most states have 
enacted laws governing the confidentiality of personal 
information.

These laws typically set out obligations to notify affected 
individuals and/or various regulators in the event of an 
information breach. Specific requirements vary depending on 
things like the type of data involved and the probability that 
it was compromised.

Whether a given state’s data breach notification laws are 
implicated in the circumstances of a particular ransomware 
incident is often a complex determination. Businesses 
thinking through this question are urged to seek legal advice.

In the health care context, there may be additional compliance 
obligations. For example, HIPAA imposes very specific 
requirements with respect to breach analysis and notification 
that would be triggered in the case of a ransomware incident.

Another federal law, the Genetic Information 
Nondiscrimination Act, 42 U.S.C.A. §  2000ff-5, requires 
employers, employment agencies and labor organizations to  
keep genetic information about employees or members 
confidential.

A number of state laws govern particularly sensitive 
information, such as behavioral health or substance abuse 
treatment information.

Additionally, the Federal Trade Commission has taken an 
aggressive stance in bringing enforcement actions under the 
theory that security failures constitute unfair or deceptive 
practices in violation of Section 5 of the FTC Act.

For example, in September 2016 the FTC filed a complaint 
against LabMD Inc., a clinical laboratory testing company, 
pursuant to Section 5 based on alleged security failures 
that, according to the government, led to the theft of patient 
personal information. This litigation is currently pending  
before the 11th U.S. Circuit Court of Appeals. LabMD Inc. v. 
FTC, No. 16-16270 (11th Cir.).

Depending on the data that were compromised in an attack, 
there may be additional risk of civil liability to affected third 
parties. Contractual obligations in data storage, protection 
and incident response may be implicated, or third parties 

could allege that measures taken to protect against or 
respond to such an attack were not reasonable. Thus, it is  
crucial to respond immediately to a security incident and 
to diligently document the organization’s response and 
remediation efforts. 

CONCLUSION
As the proliferation of connected devices continues and 
agencies become increasingly reliant on critical data for 
daily operation, the threat of ransomware is sure to remain 
a growing concern.

Organizations across industry sectors must remain vigilant 
in their adoption of cybersecurity policies and procedures, 
and they should look to and share information across sectors 
to stay apprised of the latest best practices in information 
security and incident response.

While different types of organizations have different needs 
and requirements, cross-sector information-sharing will help 
ensure that organizations large or small, international or 
local, can protect their data and avoid facing a situation in 
which they have no choice but to pay a ransom in order to 
keep their doors open.  
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