BRIBERY AND CORRUPTION REPORTING
OBLIGATIONS: CHINA
This document is published by Practical Law and can be found at: global.practicallaw.com/4-616-7765
Get more information on Practical Law and request a free trial at: www.practicallaw.com

A note on the obligations that may arise for a corporate entity to report allegations or findings of bribery,
corruption or related misconduct by personnel located in China. The note covers the US, UK, Chinese and Hong
Kong regimes.
by Mimi Yang, Anthony Biagioli and Megan McEntee, Ropes & Gray and Practical Law China

RESOURCE INFORMATION
RESOURCE ID
4-616-7765

RESOURCE TYPE
Created from a maintained
practice note on 25 February
2019

CONTENTS

JURISDICTION

•

Scope of this note

•

Regime in the US

•

Reporting requirements in the US

•

Practical considerations when deciding whether to
report to the UK authorities
– Jurisdictional considerations
– Influence on charging decisions

– Requirements under US anti-money laundering
legislation
•

Practical considerations when deciding to report to
US authorities

– Availability of adequate procedures defence
•

Regime in China

•

Reporting obligations in China

•

Practical considerations when deciding whether to
report to Chinese authorities

– Jurisdictional considerations
– Possibility of eventual disclosure by
whistleblowers

– Potential to mitigate punishment
– Positive impact on charging decisions
•

Regime in Hong Kong

•

Reporting obligations in Hong Kong

– Presence of a corporate compliance programme
– Additional practical considerations
•

Regime in the UK

•

Reporting obligations in the UK

– Requirements under Hong Kong anti-moneylaundering statutes
– Requirements that listed companies disclose
corrupt behaviour

– Reporting to the Financial Conduct Authority
•
– Requirements under UK anti-money laundering
statutes

Practical considerations when deciding whether to
report to Hong Kong authorities

– Reporting requirements in the extractive sector

Reproduced from Practical Law China with the permission of the publishers. For further information visit practicallaw.com or
call 0207 542 6664. Copyright © 2019 Thomson Reuters (Professional) UK Limited. All Rights Reserved.

China

BRIBERY AND CORRUPTION REPORTING OBLIGATIONS: CHINA

SCOPE OF THIS NOTE
Corruption is a significant risk for corporations doing business in China. Review this note if you have to decide
whether it is required or otherwise advisable to report allegations or findings of misconduct to various government
authorities. This may be the case if, for example, you:
•

Have been notified of allegations involving bribery at your client’s operations in China.

•

Have taken (or are considering taking) steps to investigate these allegations.

•

Have made or are preparing to make findings concerning the alleged misconduct.

This note addresses the legal requirements and practical considerations for in-house and outside counsel in deciding
whether to report allegedly corrupt activities that occurred in China to government agencies in the US, UK, China, or
Hong Kong. Consulting local counsel in these and other relevant countries is particularly important, as an increasing
number of jurisdictions have passed mandatory reporting legislation and the enforcement landscape is rapidly evolving.
The note does not address in detail the substantive offences of bribery and corruption that arise under the regimes
that most frequently apply to corporates operating in China. For a detailed description of the rules that apply
under the Chinese, US and UK regimes, see Practice notes:
•

Bribery and corruption (China): overview.

•

Bribery and corruption offences, enforcement and penalties: China.

•

Anti-corruption regimes in China, the UK and the US: a comparative guide.

•

The Foreign Corrupt Practices Act: Overview.

•

Bribery Act 2010.

REGIME IN THE US
Corrupt activities undertaken by a company’s subsidiary, employee, or other agent in China often require an
organisation to consider disclosing the conduct to the US government. The bribery of foreign officials is prohibited
by US law under the Foreign Corrupt Practices Act of 1977 (FCPA). The FCPA’s anti-bribery provisions prohibit
improper payments to foreign officials to obtain or retain business or secure any improper advantage. The FCPA’s
accounting and internal controls provisions require companies whose securities are US-listed to maintain books
and records that accurately and fairly reflect the company’s transactions. These companies must also devise and
maintain an adequate system of internal accounting controls. While the FCPA does not mandate self-disclosure,
there may be reporting requirements in other contexts, and practical considerations may weigh in favour of
reporting. For more detail on the individual provisions of the FCPA and links to other FCPA-related resources, see
Practice note, The Foreign Corrupt Practices Act: Overview.

REPORTING REQUIREMENTS IN THE US
In the US, there is no general obligation to disclose to the US government that a company’s agent has committed
bribery. However, certain entities may be required to report knowledge or suspicion of bribery because this relates
to potential money laundering.
Requirements under US anti-money laundering legislation
US anti-money laundering legislation may require financial institutions to report actual or suspected bribery.
Under 31 USC Section 5318(g) and its corresponding regulations, financial institutions must report certain
suspicious activities. These institutions include banks, credit unions, securities brokers, insurance companies and
so on (31 USC § 5312(a(2))).
Financial institutions must:
•

File a report of each deposit, withdrawal, exchange of currency, or transfer of USD10,000 or more (31 CFR §§
1010.311).

•

File suspicious activity reports (SARs) with the Treasury Department for any transaction over USD5,000 when
the institution knows or suspects that:
– the transaction involves funds derived from illegal activities or is intended to hide funds from illegal
activities;
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– the transaction is designed to evade any requirements of the Bank Secrecy Act 1970, including structuring
to evade reporting thresholds; or
– the transaction has no apparent lawful purpose and no reasonable explanation.
(31 CFR § 1020.320(a)(2)(i)-(iii).)
For further details of the SAR reporting requirements for financial institutions, see Practice note, Suspicious
Activity Reporting Requirements for Financial Institutions.
Non-financial institutions do not have similar reporting requirements. However, the US Department of Justice
(DOJ) has charged members of bribery conspiracies under US money laundering statutes (see for example, United
States v Duperval, 777 F. 3d 1324 (11th Cir. 2015). Additionally, if one or more conspirators use a financial institution to
launder bribe payments, the financial institution may be obligated to file a SAR under the rules above.

PRACTICAL CONSIDERATIONS WHEN DECIDING TO REPORT TO US AUTHORITIES
There are several significant practical considerations that factor into the decision of whether to disclose allegedly
corrupt behaviour by an agent in China to the US government.
Jurisdictional considerations
When deciding whether to disclose bribery in China, organisations should assess whether the US has jurisdiction.
For example, the FCPA has a broad (but not unlimited) jurisdictional reach applying to US issuers (publicly traded
companies required to file reports with the SEC) and domestic concerns (US citizens, residents, or any company
organised under the laws of a US territory or having a principal place of business in the US) (15 USC § 78dd-1(a)).
In addition, territorial jurisdiction may apply to foreign nationals and entities that breach the FCPA while in US
territories (78dd-3(a)).
Possibility of eventual disclosure by whistleblowers
Companies should be aware of the risk that a whistleblower discloses the alleged bribery first. Section 806 of the
Sarbanes-Oxley Act of 2002 protects whistleblowers by prohibiting publicly traded companies from retaliating
against employees who report instances of fraud to their employers, including fraud committed under the FCPA
(18 USC § 1514A). US law provides strong incentives to employees to report fraudulent behaviour by their employer.
Under Section 922 of the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2010, whistleblowers
may be rewarded between 10% and 30% of the amount recovered by the government, provided the whistleblower
provided original information that led to a successful enforcement action with sanctions exceeding USD1 million
(15 USC § 78u-6). The government has delivered on these promises, paying out USD392 million in awards to False
Claims Act whistleblowers in 2017. In March 2018, the Securities and Exchange Commission (SEC) announced
their largest ever whistleblower award of USD50 million to two individuals who provided information concerning
a financial institution’s violation of SEC rules. China has been a particularly fruitful source of tips. In 2013, the SEC
received about one whistleblower report a week from Chinese citizens.
The SEC’s 2018 Annual Report to Congress detailing the results of the Whistleblower Program stated that the
number of whistleblower tips has increased steadily over time, with 202 FCPA-related tips in financial year 2018.
For more information on the role played by whistleblowers in China, see Practice note, Whistleblower protection:
China.
Positive impact on charging decisions
While there is no affirmative requirement to self-report potential misconduct to US regulators, the DOJ recently
made permanent changes to its FCPA Corporate Enforcement Policy that give significant benefits to companies
who self-disclose potential violations of the FCPA and meet additional prerequisites. In April 2016, the DOJ Fraud
Section’s FCPA Unit introduced a yearlong “Pilot Program” offering significant sentencing mitigation credit (up to
a 50% reduction off the bottom end of the Sentencing Guidelines fine range or a declination) to businesses who
meet the programme’s standards of:
•

Voluntary self-disclosure

•

Full co-operation

•

Timely and appropriate remediation.

The Pilot Program specified that “full co-operation” involves proactive behaviour on behalf of the company,
including rolling disclosures of key facts, provision of relevant overseas documents, and making company officers
and employees available for interviews.
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Shortly after the Pilot Program’s inception, the DOJ publicly issued declination letters to US-based cloud
computing and content delivery network company Akamai Technologies, Inc. and US-based building products
manufacturer Nortek Inc., both of whom timely self-disclosed illegal payments made by their Chinese subsidiaries.
Notably, the DOJ stated that credit would be “markedly less” for those who co-operate but do not self-disclose.
The Pilot Program followed up on, and incorporated, a September 2015 DOJ memorandum prioritising the
prosecution of individuals, and requiring companies to “identify all individuals involves in the wrongdoing” to
qualify for any co-operation credit. The memo provided guidance to prosecutors that they must consider “culpable
individuals at all levels in corporate cases” and that companies must provide “all relevant facts” related to
individual culpability in order to receive any co-operation credit. Informally known as the Yates Memo, it was issued
by Deputy Attorney General Sally Quillian Yates and titled Individual Accountability for Corporate Wrongdoing.
In remarks later that month, Assistant Attorney General Leslie Caldwell attempted to clarify that companies that
conduct a thorough investigation that ultimately does not identify the culpable individuals will not necessarily be
denied co-operation credit, noting that the DOJ “will make efforts to credit, not penalize, diligent investigations.”
Nevertheless, companies considering disclosure and co-operation must account for DOJ’s expectation that the
company produce “all relevant facts” from its investigation, including facts bearing on the liability of all relevant
individuals at the company. In November 2018, Deputy Attorney General Rod Rosenstein announced revisions
to the Yates Memo, clarifying that to receive co-operation credit in a criminal case, companies must provide
information on individuals “substantially involved” in the underlying misconduct.
In March 2017, the DOJ announced that it would continue the Pilot Program beyond its original one-year deadline.
In November 2017, the DOJ announced a revised FCPA Corporate Enforcement Policy that was incorporated into
the United States Attorneys’ Manual, which all US federal prosecutors must follow. The revised policy adjusted the
Pilot Program’s requirements in several important ways:
•

Establishing a presumption that the DOJ must resolve the case through a declination when a company
meets the Pilot Program’s standards, absent aggravating circumstances such as involvement by executive
management in the misconduct, significant profit resulting from the misconduct, pervasiveness of the
misconduct, or recidivism.

•

Requiring the DOJ to accord a 50% reduction off the US Sentencing Guidelines range fine, where the company
otherwise meets the detailed standards but aggravating circumstances are present.

•

Provides additional detail on the criteria to assess the sufficiency of a company’s compliance programme when
assessing the sufficiency of remediation.

The SEC has taken a similar position regarding the importance of self-disclosure. In a May 2015 speech, Andrew
Ceresney, director of the SEC’s Enforcement Division at the time, stated that companies who fail to self-report
FCPA misconduct to the SEC are gambling, and fail to recognise the immense benefits that can accrue to them for
doing so.
Specifically, both DOJ and SEC have several means with which to offer companies co-operation credit:
•

Declinations. In certain cases, the government may decline to prosecute a company that discloses an FCPA
violation. For example, in June 2016, internet services provider Akamai Technologies, Inc. received a declination
letter from the DOJ after an investigation into bribery by an employee of the company’s subsidiary in China.
The DOJ citied the Company’s prompt voluntary disclosure, thorough investigation, and fulsome co-operation,
including suspending the employee at issue and disciplining five others. As noted above, the DOJ’s revised
FCPA Corporate Enforcement Policy requires the DOJ to decline prosecution where a company meets the
policy’s detailed requirements.

•

Non-prosecution agreements. In the past, the government has rewarded some organisations’ voluntary
disclosures of misconduct with non-prosecution agreements (NPAs). For example, in 2016, the DOJ entered
into an NPA with Kentucky-based manufacturer General Cable Corporation, despite alleged FCPA violations in
China, Angola, Bangladesh, Indonesia and Thailand, due to the company’s prompt reporting of the violations
and co-operation with the DOJ’s investigation. This co-operation included making foreign-based employees
available for interviews and terminating relationships with 57 third-party agents who participated in the
misconduct.
Even where a company does not voluntarily disclose, the government may still reward full co-operation and
remediation with an NPA. For example, in 2016, the DOJ entered into an NPA with JPMorgan Securities (Asia
Pacific) Limited, despite alleged FCPA violations relating to JPMorgan’s “Sons and Daughters Program”
in China to hire certain referred candidates in exchange for winning business at potential clients, due to
JPMorgan’s extensive co-operation and remediation (see DOJ, JPMorgan Securities (Asia Pacific) Limited
Criminal Investigation).
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•

Deferred prosecution agreements. Similarly, the government also has offered deferred prosecution
agreements (DPAs) as an alternative to criminal indictment, in recognition of corporations’ voluntary
disclosure and co-operation. For example, in April 2018, Panasonic Avionics Corporation entered into a DPA to
resolve allegations that it made payments to “consultants” in China and elsewhere in Asia that resulted in a
violation of the books and records provision of the FCPA. The agreement noted that while Panasonic Avionics
did not make a timely disclosure of the misconduct, it did co-operate with the DOJ’s investigation.

•

Reduced fine amounts. The government frequently cites self-reporting, co-operation with an investigation,
and remediation efforts when assessing the amount of a penalty. For example, in September 2018, United
Technologies Corporation, a Connecticut-based manufacturer, paid USD13.9 million to the SEC to settle
allegations that the company paid bribes to officials in China and Azerbaijan. The SEC cited the company’s
efforts of self-reporting the misconduct, including providing timely reports of its investigative findings,
producing key document binders and English language translations of documents, and making foreign
witnesses available. These measures were credited with determining the appropriate remedy. By contrast,
Keppel Offshore & Marine USA, Inc. paid a USD422 million total criminal penalty in an FCPA case in 2017,
in which the plea agreement explicitly cited failure to voluntarily disclose misconduct as a consideration in
justifying the penalty amount.

•

Sentencing guideline credit. As discussed above, the Revised FCPA Corporate Enforcement Policy requires
prosecutors to accord a 50% reduction off of the US Sentencing Guideline penalty ranges where a declination
is inappropriate (for example, due to the presence of “aggravating circumstances” as defined in the Policy) but
the company meets the standards for self-disclosure, co-operation, remediation, and disgorgement. However,
only a 25% reduction will be given where the company fails to self-disclose but otherwise meets the criteria
above.

Importantly, voluntary disclosure may not always result in a positive outcome for the company. Some have
suggested that regulators overemphasise the value of disclosing misconduct. Many factors influence regulator
charging and penalty decisions beyond voluntary disclosure, including the scope and nature of the misconduct,
subsequent co-operation, remedial measures, and the nature of the misconduct itself.
Moreover, US federal courts increasingly are engaging in more rigorous review of government settlement
agreements, occasionally rejecting agreements where the judge believes the defendant is escaping without a
sufficient penalty. For example, in SEC v IBM, No. 01:11-cv-00563 (RJL) (DDC), the judge refused to approve an
FCPA settlement agreement until the company filed reports detailing its wrongdoing. Some fear this trend could
increase the government’s tendency to seek guilty pleas instead of DPAs or NPAs.
Presence of a corporate compliance programme
A strong corporate compliance programme can affect a company’s potential liability in several ways, and is often
a factor in evaluating whether to voluntarily disclose misconduct. A strong pre-existing compliance programme
may positively influence regulators’ final decisions. For example, in 2012, the SEC and DOJ prosecuted Garth
Peterson, a managing director at Morgan Stanley who secretly arranged payments to the chairman of a Chinese
state-owned entity. However, the government chose not to prosecute Morgan Stanley itself, citing the company’s
internal controls “which provided reasonable assurances that its employees were not bribing government officials”
(see Article, Corporate crime and investigations column: August 2012: Morgan Stanley shows Wall Street how
“adequate procedures” is done). In other cases, an adequate compliance programme can dissuade regulators from
requiring a monitor going forward. For example, in the case involving JPMorgan Securities (see Positive impact on
charging decisions), the NPA noted that an independent compliance monitor was unnecessary due to the state of the
company’s compliance programme. In addition, there is potential to argue that corporate compliance programmes
may provide a substantive defence to corporate criminal liability. Unlike the adequate procedures defence under the
UK Bribery Act 2010 (BA 2010, as described further in Availability of adequate procedures defence), a comprehensive
and effective compliance programme is not an explicit defence to liability under the FCPA. Applying general
principles of corporate criminal liability, most US courts addressing the question have stated that strong compliance
policies do not remove an agent’s conduct from the scope of employment for purposes of assessing corporate liability.
However, dicta in several US circuits suggest that comprehensive and rigorously enforced policies can potentially
provide a substantive defence to liability by cabining the scope of an agent’s authority.
Additional practical considerations
Organisations should consider the following additional factors when deciding whether to disclose bribery or
corruption in their China operations to US authorities:
•

Resulting disclosure to other governments. As other countries develop more sophisticated anti-bribery
legislation, disclosure to the US government may result in disclosure to countries with less predictable
enforcement regimes such as China.
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•

Obligations under pre-existing agreements with the government. Is the organisation under a pre-existing
DPA or corporate integrity agreement? These agreements may contain monitoring and self-reporting
mandates for any subsequent violations.

•

Details of the misconduct. Was the conduct pervasive throughout the organisation? Did it occur long ago,
and has the conduct been fixed? Organisations should consider all factors that may persuade regulators not to
pursue the matter aggressively.

•

Broader government inquiries. Is the matter part of a broader government inquiry (for example, an industrywide enforcement effort)? This could have divergent implications, depending on the facts. The government
may wish to send an industry-wide message concerning corrupt conduct and so may be less receptive to pleas
for leniency. However, if other organisations from the industry have publicly resolved similar matters involving
more egregious conduct, this may provide an opportunity to distinguish the organisation’s own conduct and
request a more favourable resolution.

•

Exposure to related litigation. An entity may be exposed to follow-on shareholder lawsuits based on the
underlying bribery allegations in an FCPA case, often involving penalties that are higher than those paid to
the government. In one case, Nature’s Sunshine paid a civil penalty of USD600,000 to settle charges that
they made improper payments to Brazilian customs officials. Nature’s Sunshine subsequently settled a related
securities fraud class action for USD6 million.

REGIME IN THE UK
It is a criminal offence under the BA 2010 to offer, give, request or receive a bribe (sections 1, 2 and 6). This is not
limited to the bribery of foreign officials, as the BA 2010 covers the bribery of any person or organisation. Of
particular note to companies incorporated in the UK is the corporate offence of failing to prevent bribery: if an
employee, subsidiary or agent of a UK company engages in bribery anywhere in the world, then the UK company
can be held criminally liable for failing to have adequate controls in place to prevent the bribery (section 7).
The BA 2010 does not obligate a company to report corrupt activity to UK law enforcement agencies. However,
companies that identify instances of corrupt activity within their operations may consider with their legal advisors
on making a voluntary disclosure to law enforcement, followed by fulsome co-operation, in the hope of achieving a
more favourable outcome in any resulting criminal proceedings.
There is also a stringent and sophisticated anti-money laundering regime in the UK that requires companies in the
financial services sector, as well as lawyers and accountants, to report any suspicions of money laundering or terrorist
financing to law enforcement. Failure by these parties to make such a report is a criminal offence. In addition to these
positive reporting obligations, companies and individuals (in any sector) may wish to report knowledge or suspicion of
money laundering in order to obtain a defence to a substantive money laundering offence.
Moreover, there are other reporting obligations that specifically apply to the financial services and extractive
sectors.

REPORTING OBLIGATIONS IN THE UK
Reporting to the Financial Conduct Authority
Financial services firms have specific duties to make disclosures to the Financial Conduct Authority (FCA). The
following rules from the FCA Handbook (identified by the FCA in its April 2015 Financial Crime: a guide for firms as
being particularly relevant to financial crime) are of particular note:
•

A firm must deal with its regulators in an open and co-operative way, and disclose anything about which the
regulator would reasonably expect notice (PRIN 2.1.1R).

•

A firm must take reasonable care to establish and maintain effective systems and controls for compliance with
applicable requirements under the regulatory system, and for countering the risk that the firm might be used
to further financial crime (SYSC 3.2.6R and SYSC 6.1.1R).

•

Authorised firms are required to conduct their business with integrity and due care, skill and diligence (PRIN
2.1.1R).

Although the FCA does not enforce the BA 2010, and primarily concerns itself with whether firms adequately
address corruption risks, it is possible that disclosure to the FCA may be shared with the Serious Fraud Office
(SFO). For more information on the FCA’s financial crime responsibilities, see Practice note, A guide to Practical
Law Financial Services’ financial crime materials for financial institutions.
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Requirements under UK anti-money laundering statutes
Entities within the regulated sector are required to report suspicions of money laundering or involvement in
terrorist financing to the National Crime Agency (NCA) under Part 7 of the Proceeds of Crime Act 2002 (POCA) and
under the Terrorism Act 2000 (TACT). The term “regulated sector” includes financial institutions such as banks,
credit providers, investment advisors, private equity firms and money service businesses, as well as high-value
dealers, trust service providers, accounting firms, law firms and estate agency businesses.
If an entity in the regulated sector knows or suspects that a person is engaged in, or attempting, money laundering
or terrorist financing, it must file a Suspicious Activity Report (UK SAR) with UK law enforcement. As in the US, this
requirement may relate back to corruption if the laundered funds originated as a bribe. Failure to file a UK SAR by
an entity within the regulated sector when there is suspicious of money laundering is a criminal offence under Part
7 of POCA (section 330, POCA).
Organisations submitting a UK SAR must disclose their grounds for suspicion. The NCA’s guidance note on
submitting a UK SAR within the regulated sector specifically states that by submitting a UK SAR, companies
provide law enforcement agencies with valuable information about potential criminality. This implies that
information submitted to the NCA may be shared with other law enforcement agencies, including the SFO. Entities
within the regulated sector regularly disclose bribery issues through UK SARs.
When reporting a suspicion of money laundering, entities must be mindful of the offence of “tipping-off”. This
offence is committed when a person working within the regulated sector knows or suspects that another person’s
suspected involvement with money laundering is the subject of investigation (or contemplated investigation) and
makes a disclosure to a person likely to prejudice an investigation (section 333(1), POCA). Accordingly, it is essential
that the subject of the UK SAR is not informed of the fact that it has been filed with the NCA.
Making a disclosure to law enforcement can also serve as a defence to a substantive money laundering offence,
such as being concerned in an arrangement which a person (operating in any sector) knows or suspects facilitates,
by whatever means, the acquisition of, retention, use or control of criminal property by or on behalf of another
person (sections 328 and 338, POCA).
For a general overview of reporting obligations under POCA, see Practice note, An overview of the UK anti-money
laundering and counter-terrorist financing regime. For specific details of how POCA applies to bank staff, see
Practice note, Reporting obligations under the Proceeds of Crime Act 2002: guide for financial institutions.
Reporting requirements in the extractive sector
As of 1 January 2015, companies that are either listed on EU-regulated markets, or are listed companies in the
logging or extractive industries, are subject to additional reporting requirements concerning any payments made to
governments. This rule was introduced by the Transparency Directive (2004/109/EC), with parallel rules contained
in the Accounting Directive (2013/34/EU). These companies are not necessarily registered or incorporated in the EEA.
For further details, see Practice notes, Transparency Directive: overview and Accounting Directive: overview.
The aim of these reporting requirements is to increase transparency in these industries and to reduce corruption
risk by holding governments of resource-rich countries accountable. Relevant companies are required to disclose
payments made to government entities worldwide, in accordance with The Reports on Payments to Governments
Regulations 2014 (SI 2014/3209).
Listed companies should also consult with their legal advisors on what, if any, public disclosures they are required
to make under the rules of the relevant listing authority about their involvement in any bribery, corruption or
money-laundering.

PRACTICAL CONSIDERATIONS WHEN DECIDING WHETHER TO REPORT TO THE UK
AUTHORITIES
There are several significant practical considerations when considering whether to make a voluntary disclosure of
corrupt behaviour by an agent in China to the UK authorities.
Jurisdictional considerations
An organisation should consider whether the UK is likely to have jurisdiction over the discovered misconduct. The
BA 2010 generally has jurisdiction over:
•

Offences committed in whole or in part in the UK.

•

Offences committed by individuals or entities with a close connection to the UK, regardless of where the
conduct occurs.
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•

In the case of the corporate offence of failing to prevent bribery: an offence is committed irrespective of
whether the acts or omissions which form part of the offence take place in the UK or elsewhere.

(section 12.)
As defined, “close connection” includes British citizens, citizens of British territories, and entities incorporated
under the law of any part of the UK (section 12(4), BA 2010).
For more information on the jurisdictional reach of the BA 2010, see Practice note, Bribery Act 2010: jurisdictional
reach.
Influence on charging decisions
The SFO has no legal power to grant immunity or ensure court approval of a DPA to institutions that self-report.
Therefore, it cannot be assumed that self-reporting will ensure a lower penalty for the entity. However, the SFO has
frequently provided guidance on the benefits of voluntary disclosure. According to the SFO’s Guide to Corporate
Self-Reporting, the SFO may take into account a voluntary disclosure as a public interest factor tending against
prosecution, if the disclosure forms part of a genuinely proactive approach adopted by the corporate management
team when the offence is brought to their notice. This approach should include self-reporting and remedial
actions, including the compensation of any victims. Prosecutors also consider whether a corporation has provided
sufficient information to the government, including making witnesses available and disclosing the details of any
internal investigation.
Self-reporting can influence the government’s decision to offer DPAs, which were introduced in the UK in 2014.
In February 2014, the SFO and CPS jointly issued the DPA Code of Practice (DPA Code), which sets out the issues
to be considered by prosecutors when deciding whether a DPA is appropriate. The DPA Code makes clear that
considerable weight is given to the existence of a:
•

Genuinely proactive approach adopted by an organisation’s management when the offending conduct is
brought to their attention.

•

Full co-operation with the SFO’s investigation. This could include a request for copies of any witness
statements and reports prepared during any internal investigation. However, following a recent Court of
Appeal decision it may be possible for a company to resist disclosure on the basis of legal professional privilege
(see SFO v ENRC [2018] EWCA Civ 2006). For further guidance on privilege under English law, see Practice note,
Legal professional privilege in civil litigation: an overview.

•

Proactive corporate compliance programme, both at the time of the offence and at the time of reporting.

The DPA Code also specifically identifies self-reporting as a factor in favour of offering a DPA. The availability of
these agreements is already starting to incentivise entities to self-report.
Statements by the former SFO director, David Green, revealed his concerns about the potential motivations for
companies (and their advisers) in self-reporting. He cautioned that the SFO would be sceptical in receiving reports
that sought to minimise the problem or exonerate the subject company from wrongdoing. Green explained that
the SFO “will never take a report at face value and will drill down into its evidence and conclusions”.
Companies that self-report may face significant pressure to share materials from internal investigations, including
privileged materials. In a February 2015 speech, Green stated that the agency “is prepared to challenge head-on
the claims of privilege that [the agency] believes are ill-founded,” criticising companies that use a law firm to run
an internal investigation and then claim that the investigation materials are privileged. These statements were
reiterated by SFO Director Lisa Osofsky in November 2018, when she stated that the SFO was prepared to seek
accounts of internal witness interviews if the interviewee was later charged with a crime.
The timing of the disclosure to the UK authorities may also be important. Failure to report the wrongdoing within a
reasonable time after discovering the offence is a public interest factor in favour of prosecution. The SFO may have
information about wrongdoing from other sources (including SARs). Therefore, companies who have discovered
misconduct should rapidly begin the process of deciding whether to disclose.
There is growing precedent available in the UK to assist companies in evaluating the advantages and
disadvantages of self-reporting in the UK. Since their introduction in 2014, the SFO has so far entered into four
DPAs, reflecting some effort by the SFO to highlight the benefits of co-operation.
The first DPA, announced in November 2015 and now concluded, was with Standard Bank PLC, which had
disclosed misconduct by an affiliate in Tanzania. The DPA provided that Standard Bank would:
•

Pay compensation and interest of over USD7 million to Tanzania (indirectly through the SFO).

•

Disgorge profits of USD8.4 million.
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•

Pay a financial penalty of USD16.8 million.

•

Pay the SFO’s costs of £330,000.

•

Enter into a review and monitorship agreement.

A second DPA was announced in July 2016, which required an undisclosed company to pay a penalty of £325,000
and disgorge £6.2 million of profit.
The third, and largest, DPA was announced in January 2017, this time with Rolls-Royce and against a background
of what was described by the Crown Court as “egregious criminality over decades, involving countries around the
world”, and which had not been the subject of an initial self-report. The DPA required Rolls-Royce to pay a total of
£497 million in penalties, comprising a fine of £239 million and £258 million of disgorged profits, and £13 million
in costs. Rolls-Royce simultaneously agreed to pay an additional £140 million in penalties to the US DOJ and
Brazil’s Ministerio Public Federal.
The latest DPA, in April 2017, involved allegations of accounting fraud made against Tesco. The DPA required
Tesco to pay a total of £235 million, including a £129 million fine and a £85 million compensation scheme for
shareholders.
In all cases, the judgments approving the DPAs emphasised the importance of full co-operation on the part of the
relevant companies as a key precondition to any settlement, which in the case of Rolls-Royce was so extensive as
to involve alerting the SFO to areas of concern of which the SFO had not previously been aware and providing the
SFO with unfiltered access to company records.
Availability of adequate procedures defence
It is a defence against the corporate offence of failing to prevent bribery if an organisation can prove that it “had
in place adequate procedures designed to prevent persons associated with [the organisation] from undertaking
such conduct” (section 7(2), BA 2010). For an overview of how to create an anti-corruption policy that helps to
demonstrate that a company had adequate procedures in place to prevent bribery, see Practice note, Bribery Act
2010 anti-corruption policies, which includes information based on the UK Ministry of Justice’s Guidance about
procedures which relevant commercial organisations can put into place to prevent persons associated with them
from bribing (section 9 of the Bribery Act 2010).

REGIME IN CHINA
There are two main sources of anti-corruption law in China:
•

Criminal Law of the People’s Republic of China 1997 (1997 Criminal Law). This contains anti-bribery provisions
relating to Chinese and foreign officials, as well as the criminal offence of commercial bribery.

•

Anti-unfair Competition Law of the People’s Republic of China 2017 (2017 AUCL). This covers the administrative
offence of commercial bribery, which is treated less seriously than the criminal offence. The 2017 AUCL has
updated the scope, elements and other aspects of commercial bribery (for more information, see Practice note,
Chinese anti-unfair competition law: Commercial bribery.)

While China has historically been inconsistent in its enforcement of this legislation, guidance has elaborated on
how these statutes are expected to be applied. There is generally no obligation under Chinese law to report corrupt
activity to Chinese authorities. However, there are narrow circumstances in which reporting obligations could be
interpreted as applying, and there are prudential considerations that are relevant to the decision to disclose. For a
detailed examination of the liability that can arise under Chinese anti-bribery legislation, see Practice note, Bribery
and corruption offences, enforcement and penalties: China.

REPORTING OBLIGATIONS IN CHINA
In August 2014, Chinese authorities issued the Interim Regulations on the Disclosure of Enterprise Information
2014, which contain an obligation for entities to disclose penalties imposed by Chinese regulators. There is
some speculation that this may require foreign corporations to disclose any actions brought against them by
the State Administration for Market Regulation (SAMR) or its local branches, which conduct civil enforcement
actions involving allegations of commercial bribery. Before April 2018, the predecessor authority of the SAMR
was the State Administration for Industry and Commerce (SAIC). (For more information, see Practice note,
Understanding the 2018 government institutional reform: China: Market supervision: a mega-sized regulator.)

Reproduced from Practical Law China with the permission of the publishers. For further information visit practicallaw.com or
call 0207 542 6664. Copyright © 2019 Thomson Reuters (Professional) UK Limited. All Rights Reserved

Practical Law • China 9

BRIBERY AND CORRUPTION REPORTING OBLIGATIONS: CHINA

PRACTICAL CONSIDERATIONS WHEN DECIDING WHETHER TO REPORT TO CHINESE
AUTHORITIES
There are several significant practical considerations that should factor into the decision of whether to disclose to
Chinese authorities allegedly corrupt behaviour by an agent in China.
Potential to mitigate punishment
Under the 1997 Criminal Law, if an individual or corporate entity accused of bribery voluntarily confesses to the
authorities before prosecution begins, they may be eligible for mitigated punishment or a waiver of punishment
(Article 390). Guidance issued by Chinese authorities that took effect in January 2013 confirmed this position
(Interpretation of the Supreme People’s Court and Supreme People’s Procuratorate on Certain Issues concerning
Specific Application of the Law in Handling Criminal Cases involving Bribery 2012 (2012 Bribery Interpretation)).
Persons convicted of bribery may still be eligible for leniency in sentencing post-prosecution if they confess to
the criminal conduct (Article 8, 2012 Bribery Interpretation) or expose other crimes committed by the bribe taker
(Article 9, 2012 Bribery Interpretation). However, full mitigation such as a suspended sentence or exemption from
punishment is not available in several circumstances, including when:
•

The bribe giver provided bribes to more than three people.

•

The bribe giver was previously subject to an administrative or criminal penalty for bribery.

•

The bribes were provided to carry out illegal activities.

•

The bribery resulted in severe consequences.

(Article 10, 2012 Bribery Interpretation.)
In August 2015, China adopted the Amendment (IX) to the Criminal Law of the People’s Republic of China. This
amendment revised the sentencing mitigation provision, allowing the waiver of punishment only when the bribergiver meets at least one of the following conditions:
•

They committed no more than a relatively minor crime.

•

They made “significant meritorious contributions” through their co-operation.

•

They helped uncover a “major case”.

This effectively raised the bar for bribe-givers to be exempted from punishment. For more information, see Legal
update, Criminal Law amendment: Changes to China’s anti-bribery regime.
In April 2016, the Supreme People’s Court (SPC) and the Supreme People’s Procuratorate (SPP) issued the
Interpretations of the Supreme People’s Court and the Supreme Peoples Procuratorate on Certain Issues Concerning
the Application of Law in Handling Criminal Cases Involving Embezzlement and Bribery 2016 (2016 Criminal
Bribery Offences Interpretation). This document further clarified the circumstances under which punishment may
be mitigated by voluntary disclosure. For example, it defined “relatively minor crime”, and also clarified what it
means to provide substantial assistance in a “major case”, such as providing new evidence that helps officials
in an on-going or new investigation, or providing evidence that is used to capture a fugitive or illegally acquired
property. For more information, see Legal update, SPC and SPP issue interpretation on Criminal Law provisions on
bribery and corruption.
With regard to administrative actions, local branches of the SAMR may also use their discretion to consider certain
mitigating factors when issuing punishment (see Guiding Opinions of the State Administration for Industry and
Commerce on the Correct Exercise of the Discretion of Administrative Punishment by the Administration for Industry
and Commerce 2008 (国家工商行政管理总局关于工商行政管理机关正确行使行政处罚自由裁量权的指导意
见)). For example, a guideline issued by the Beijing branch of the SAIC in December 2017 stated that the agency
may grant “light penalties” (that is, constituting less than 30% of the range between the lowest and highest
permitted penalty) when the bribe-giver voluntarily reports misconduct (Article 24(4), Implementation Measures for
Administrative Punishment Discretion of Beijing Administration for Industry and Commerce (Trial) 2017 (北京市工商行
政管理局行政处罚裁量权实施办法(试行))).

REGIME IN HONG KONG
Hong Kong’s Prevention of Bribery Ordinance, Cap 201 (POBO) is enforced by the Independent Commission
Against Corruption (ICAC), which investigates alleged corrupt practices, and the Department of Justice, which
is responsible for prosecuting corruption charges. There is no general obligation to report corrupt activity under
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Hong Kong law, although alternative reporting mechanisms may ultimately compel an organisation to report
potential corruption.

REPORTING OBLIGATIONS IN HONG KONG
Requirements under Hong Kong anti-money-laundering statutes
Financial institutions may have obligations to report knowledge or suspicion that property in its possession
constitutes proceeds from bribery. Hong Kong’s anti-money laundering and anti-terrorist financing scheme is
comprised of several ordinances, including the:
•

Drug Trafficking (Recovery of Proceeds) Ordinance, Cap 405.

•

Organised and Serious Crimes Ordinance, Cap 455.

•

United Nations (Anti-Terrorism Measures) Ordinance, Cap 575.

•

Anti-Money Laundering and Counter-Terrorist Financing (Financial Institutions) Ordinance, Cap 615.

These provisions are breached if an individual fails to disclose any knowledge or suspicion that property represents
the proceeds of an indictable offence. Many POBO violations are likely also to constitute indictable offences under
Hong Kong’s money laundering legislation. Financial institutions and other entities subject to Hong Kong’s money
laundering legislation should consider possible obligations to report relevant information related to potential
bribery.
Requirements that listed companies disclose corrupt behaviour
The Hong Kong Stock Exchange (HKEx) encourages reporting on environmental, social and governance (ESG)
matters, including an issuer’s corruption compliance. This includes information on the issuer’s anti-corruption
policies and compliance and material non-compliance with relevant standards, rules and regulations on bribery,
extortion, fraud and money laundering. In December 2015, the HKEx amended its Listing Rules to take ESG
reporting from a best practice to a requirement that corporations “comply or explain”.

PRACTICAL CONSIDERATIONS WHEN DECIDING WHETHER TO REPORT TO HONG KONG
AUTHORITIES
Hong Kong law does not provide that self-reporting of bribery by an organisation leads to a reduction in the
sentence of an offender, although it does grant leniency for corporate self-disclosure of other crimes. (For example,
anti-trust violation, see Hong Kong Competition Commission, Leniency Policy for Undertakings Engaged in
Cartel Conduct). Individuals who commit a bribery offense may also be granted leniency or in certain exceptional
circumstances even immunity from prosecution when they voluntarily self-disclose. For more information about
immunity and leniency under the Hong Kong regime, see Country Q&A, Financial crime in Hong Kong: overview:
Immunity and leniency.
Any evaluation of whether to report conduct to Hong Kong authorities should include careful consideration of
whether the conduct is likely to be pursued by other governments, and the benefits of self-disclosure arising from
disclosing the conduct to the Hong Kong authorities.
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