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Definitions Under the Cybersecurity Rules1 
Cybersecurity incident means an unauthorized occurrence on or conducted through a fund’s/adviser’s information 
systems that jeopardizes the confidentiality, integrity, or availability of a fund’s/adviser’s information systems or any 
fund/adviser information residing therein. 

Cybersecurity risk means financial, operational, legal, reputational, and other adverse consequences that could result 
from cybersecurity incidents, threats, and vulnerabilities. 

Cybersecurity threat means any potential occurrence that may result in an unauthorized effort to adversely affect the 
confidentiality, integrity or availability of a fund/adviser’s information systems or any fund/adviser information residing 
therein. 

Cybersecurity vulnerability means a vulnerability in a fund/adviser’s information systems, information system security 
procedures, or internal controls, including vulnerabilities in their design, configuration, maintenance, or implementation 
that, if exploited, could result in a cybersecurity incident. 

Registered fund means a registered investment company or a business development company. 

Personal information means any information that can be used, alone or in conjunction with any other information, to 
identify an individual, such as name, date of birth, place of birth, telephone number, street address, mother’s maiden 
name, Social Security number, driver’s license number, electronic mail address, account number, account password, 
biometric records or other nonpublic authentication information.2 

Significant adviser cybersecurity incident means a cybersecurity incident, or a group of related cybersecurity incidents, 
that significantly disrupts or degrades the adviser’s ability, or the ability of a private fund client of the adviser, to 
maintain critical operations, or leads to the unauthorized access or use of adviser information, where the unauthorized 
access or use of such information results in (i) substantial harm to the adviser, or (ii) substantial harm to a client, or an 
investor in a private fund, whose information was accessed. 

Significant fund cybersecurity incident means a cybersecurity incident, or a group of related cybersecurity incidents, 
that significantly disrupts or degrades the fund’s ability to maintain critical operations, or leads to the unauthorized 
access or use of fund information, where the unauthorized access or use of such information results in substantial harm to 
the fund or to an investor whose information was accessed.  

                                                
1 The Release notes that the proposed defined terms for advisers and registered funds are generally the same in most instances, except 
where “necessary to take into account relevant differences in each of the proposed cybersecurity risk management rules.” 
2 Under Proposed Rule 206(4)-9, personal information also includes “[a]ny other non-public information regarding a client’s account.” 
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