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Th e referen dum back ing th e withd rawa l of th e U.K. from the EU h as cau sed m uch specu -

la tion abou t how such a m ove m ay affect in te rn a tiona l da ta tran sfers, bu t th e author writes

th a t for m ost organ iza tion s, th e p ruden t cou rse is to con tin ue with prepara tions for th e n ew

EU da ta p rotection regula tion ‘‘as if Brexit h ad n ever h appen ed .’’

Brexit’s Impact on International Data Transfers

BY ROHAN MASSEY

O
n Jun e 23, 2016 th e people of th e U.K., by a slim
m argin of 52 percen t to 48 percen t, voted to leave
th e European Un ion , a m ove better kn own as ‘‘Br-

exit’’ (15 PVLR 1316, 6/27/16). This som ewhat surpr is-
in g resu lt has crea ted turm oil in th e fin an cia l m ark ets,
resign a tion s from th e govern m en t an d th e opposition
par ty, an d grea t un cer ta in ty as we look for the answer
to th e question ‘‘wh a t happen s n ow’’?

Th e U.K.’s exit from th e EU will not be im m edia te ;
we n eed to give notice to leave form ally, com m en cin g
th e Article 50 exit process. Even in itia tin g th is process
seem s som e tim e off an d, on ce n otice is served , th ere is
a m in im um two year period un der Article 50 before a
Mem ber Sta te can leave th e EU. For th is reason , an y fi-
n a l exit by th e U.K. is un likely to occur b efore la te 2018
or ea rly 2019.

So in a year th a t has seen th e U.S.-EU Safe Harbor
Fram ework in va lidated by the Court of Justice of th e
European Union (CJEU); th e n ew EU Gen era l Da ta Pro-
tection Regula tion (GDPR) adopted an d sch eduled to
take direct effect from May 25, 2018; th e dra ft EU-U.S.

Pr ivacy Sh ield pu blish ed an d cr iticised by th e Article 29
Workin g Par ty, th e European Par liam en t an d th e Euro-
pean Data Protection Supervisor ; an d th e U.K. actua lly
votin g to leave th e EU, wh ere does th is leave th e U.K.
with regard to in tern ationa l da ta flows, goin g forward ?

For Now—Keep Calm and Carry On

The U.K. In form ation Com m ission er’s Office (ICO)
m ade clea r in its press release of Jun e 24, 2016, tha t th e
Data Protection Act 1998 (DPA) rem ain s th e law of th e
lan d an d a ll p rocessin g of person a l data m ust be un der-
taken in accorda n ce with th e DPA. An updated sta te-
m en t on Ju ly 1, 2016 con firm ed tha t reform of U.K. da ta
protection law rem ain s n ecessa ry (a lth ough th e precise
form th is reform will tak e is, as yet, un clear).

The U.K. Information Commissioner’s Office made

clear that the Data Protection Act 1998 remains

the law of the land and all processing of personal

data must be undertaken in accordance with

the DPA.

The DPA allows for person a l da ta to be tran sferred
freely to the European Econ om ic Area (EEA) m em ber
sta tes an d th ose coun tr ies covered by European Com -
m ission fin din gs of adequ acy. Th e DPA also provides
th a t con sen t, m odel clauses, bin d in g corpora te ru les
(BCRs) an d self-assessed adequacy m ay be used to le -
gitim ise in terna tion a l tran sfers of person a l da ta to
coun tr ies ou tside the EEA, which are n ot covered by a n
adequacy decision . In addition to th is, a lth ough th e Safe
Harbor fram ework is n o lon ger a va lid m ean s for legiti-
m isin g da ta tran sfers to th e U.S., as recen tly as Febru -
a ry 2016, th e ICO’s position rem ain s th at it ‘‘. . . will n ot
be seek in g to ex pedite com pla in ts abou t Safe Harbor
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wh ile th e process to fin alise its rep lacem en t rem ain s
on goin g and busin esses await the outcom e.’’

What Are the Future Options?

An y decision on th e fu ture of da ta protection law in
th e U.K. will be in fluen ced by th e agreem en ts th a t th e
U.K. reach es with th e EU on ce it leaves. Possib le op-
tion s a re set ou t below.

1. Implement the GDPR (or an Equivalent)
Followin g exit from th e EU, as it h as a lready agreed

th e tex t of th e GDPR as a m em ber sta te of th e EU, th e
U.K. m ay decide to im plem ent th e GDPR an d repea l th e
DPA, by way of n a tion a l legisla tion . Th is op tion sh ould
assist in th e facilita tion of trade lin k s with th e EU goin g
forward an d rem ove at least on e barr ier . If th e U.K. re-
m ain s outside th e EEA, but im plem en ts th e GDPR (or
som eth in g very sim ila r ) th en it is likely th a t a fin d ing of
adequa cy by th e European Com m ission would follow.

Were the U.K. to retain the Data Protection Act

instead of the equivalent to the General Data

Protection Regulation, it’s possible that no finding

of adequacy would be made on the grounds that

the GDPR is more robust than the Directive.

2. The Norwegian Model
If th e U.K.’s re la tion sh ip with th e EU was agreed

a lon g th e sam e lin es as Norway’s curren t m em bersh ip
of th e EEA, then th e U.K. wou ld n eed to ad h ere to th e
GDPR an d take steps to im plem en t it with effect from
th e en d of th e Article 50 process. Un der th is option ,
da ta tr an sfers from th e U.K. across the EEA would be
perm it ted freely an d th e U.K. would a lso ben efit from
th e Eu ropean Com m ission ’s fin d in gs of adequacy in re-
spect of in tern ation al ju r isdiction s th a t are deem ed to
provid e an adequa te level of protection for person a l
da ta . Th e U.K., together with a ll other EEA Mem ber
Sta tes, would a lso be able to ava il itse lf of the protec-
tion s offered by th e proposed EU-U.S. Privacy Sh ield ,
on ce a dopted , regardin g person a l da ta tran sfers to the
U.S.

3. The Adequacy Route
If th e U.K. were to leave th e EU an d n ot becom e a

m em ber of th e EEA, it would be trea ted as a th ird coun -
try by th e EU for th e purposes of in tern a tion a l person a l
da ta tr ansfers. As n oted above, if th e U.K. ch ose to
im plem en t a n ew regim e based on th e GDPR prin cip les
it is h igh ly likely tha t the Com m ission wou ld fin d the
protection afforded to persona l da ta by th e U.K. to be
adequa te an d add th e U.K. to its ‘‘wh ite-lis t,’’ as it h as

don e for coun tr ies in clud in g Argen tin a , Israel an d Swit-
zer lan d un der Data Protection Directive (95/46/EU).

However , were th e U.K. to reta in the DPA an d not
im plem ent an equ iva len t to th e GDPR, th en it is pos-
sible tha t n o fin d in g of adequacy would be m ade on th e
groun ds th a t th e GDPR is m ore robust in its protection
an d requ irem en ts th an th e Directive (an d therefore th e
DPA). Furtherm ore, som e m ay view th e U.K.’s h istor i-
ca l in terpreta tion , im plem en ta tion an d pragm atic ap-
proach in respect of th e Directive as offer in g a lower
stan dard of protection th an th at wh ich will be required
un der the GDPR. In th is scen ar io, a ll person a l da ta
tran sfers to th e U.K. from the EEA would n eed to be le-
gitim ised by m odel clauses, BCRs, con sen t or an y of th e
oth er sa fegu ards or derogation s ava ilab le un der th e
GDPR, with th e U.K. con troller or processor bein g th e
da ta im por ter in each case. Th is m ay require m an y or-
gan isation s to review com m ercia l con tracts an d da ta
sh arin g arran gem en ts th a t a re cu rren tly in place to en -
sure on goin g com plian ce.

4. An EU-U.K. Privacy Shield?
If th e U.K. decided to rem ain ou tside th e EEA an d n ot

im plem en t the GDPR, in ten din g to rely on the DPA go-
in g forward , as n oted above an y such regim e is un likely
to be sufficien t for a Com m ission adequacy fin din g un -
der the GDPR. In ad dition , the In vestiga tory Powers Bill
(IPB), wh ich is cu rren tly before th e U.K. Par liam en t,
m ay m ake a fin d in g of adequacy even less likely. Th is
is because, as curren tly proposed , th e IPB would a llow
bulk person a l da tasets to be collected for purposes of
n a tion a l secur ity with out regard to da ta protection com -
plian ce

In th e absen ce of an adequ acy fin din g by th e Com -
m ission , on e possib ility would be to im plem en t a ‘‘Pr i-
vacy Sh ield’’ type arran gem en t between th e U.K. an d
th e EU sim ila r to th e proposed EU-U.S. Pr ivacy Sh ield.
However , the proposed term s of th e IPB m ay m ean th at
th e U.K. will find itse lf in a sim ila r position to th e on e
th a t th e U.S. is in a t presen t. There would n eed to be
carefu l n egotia tion s as to th e form of arran gem en t a l-
lowin g for in tern ation a l da ta flows to th e U.K..

5. A Dual System?
Th ere is a fin a l option in wh ich th e DPA rem ain s in

force an d is applied to a ll in tern a tion al data flows from
th e U.K. outside th e EEA wh en a controller is estab-
lish ed in the U.K., wh ere th e processin g of person a l
da ta takes p lace exclusively in th e U.K. an d th e process-
in g is lim ited to U.K. citizen s. For all other in tern a tion a l
tran sfers th e GDPR wou ld apply. Am on g oth er th in gs,
th is could allow the U.K. to assist sm all busin esses. Al-
th ough th ere m ay be som e m erit in th is proposa l, th e
com plex ity of adm in istra tion m akes th is a very im prac-
tica l solu tion .

So th ere we h ave it, a n um ber of op tion s, bu t n o clea r
leader as yet. As the clock ticks ever closer to May 2018,
a decision an d cla rity on th ese poin ts wou ld be welcom e
soon er rather than later . For m ost organ isa tion s, th e
pru den t course of action based on th e in form ation
ava ilable would be to con tin ue with prepara tion s for
GDPR as if Brex it h ad n ever h appen ed.
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