ANALYSIS

Walking the line: Conflicting US
disclosure requirements and
European privacy rules

Edward Machin and Thomas Bannatyne of Ropes & Gray consider the challenges faced by
European businesses assessing whether to comply with US disclosure rules, particularly when
doing so means potentially breaching European privacy and blocking statute requirements.

he competing interests of com-

plying with US discovery rules

and European privacy require-
ments existed before May 2018 and the
introduction of the EU’s General Data
Regulation (“GDPR”).
Indeed, organisations that are party to
litigation in American courts or subject
to US regulatory investigations have
long faced a choice: comply with the
demands of document discovery and
risk penalties in Europe, or resist dis-
closure and incur the wrath of an
American judge or regulator.

France exemplifies this tension. The
French Blocking Statute has been in
force since 1968 and prohibits the
request, search for or disclosure of
French commercial information for use
in foreign judicial proceedings. Though
a national security measure rather than
a privacy-specific requirement, the
Blocking Statute shows the problems
of conflicting legal obligations across
borders. It arises in part from a clash of
legal cultures: French law requires the
disclosure only of evidence that a party
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an order from US courts or regulators
are both more severe and more likely to
follow from a refusal to co-operate
than enforcement by a European regu-
lator. That broadly remains the case,
notwithstanding a small number of
recent actions that have focused minds
on this side of the pond (see, for exam-
ple, decision 6B_216/2020 of the Swiss
Federal Supreme Court in November
2021 to convict an asset manager who
had transferred client data to the US in
the context of a tax dispute). Many
American companies also view their
regulatory obligations through the
prism of US law, such that European
concerns are often given lesser weight.

ENTER THE GDPR?

A heightened global focus on data pro-
tection in general, and on trans-Atlantic
data transfers specifically following the
European Court of Justice’s decision in
Schrems 11, is increasing the pressure on
European organisations to consider
how to handle US discovery requests.
But if the calculations have changed, the

The ICO’s business-friendly interpretation of
GDPR derogations may mean that Art. 49(1)(e) can
also be used as a helpful solution in addressing at
least some concerns that companies have.

will rely on it to make its case, whereas
US discovery has a sweeping reach that
can cover persons other than the parties
to litigation holding relevant docu-
ments. So what are European organisa-
tions to do when faced with a US dis-
covery order or regulatory request?
Historically, low levels of enforce-
ment have made the choice simple. The
consequences of non-compliance with

conclusion seems largely to be the same
— at least for now. The wrath of US
courts and regulators continue to weigh
the scale towards forcing discovery, par-
ticularly where good will in a judicial
context resulting from cooperation
requires the organisation to fully open
its books. As such, and despite their
possible reservations, parties are usually
willing to step out onto the tightrope.

Though not necessarily explicit in
the publicised American judgments,
there is perhaps a sense that European
privacy concerns are being used as a lit-
igation strategy. A common theme is
that parties cannot hide behind foreign
privacy laws to circumvent discovery
rules, and this may reflect the view that
arguments from those exposed to
penalties from European regulators are
motivated neither by genuine privacy
concerns nor worries about the finan-
cial and reputational consequences of
enforcement. The tone was set by the
pre-GDPR case of Aecrospatiale!, and
the tendency towards ignoring Euro-
pean privacy concerns in US litigation
continues to be strong.

Aerospatiale and the cases that fol-
lowed set out a five-factor balancing
test with which to weigh the competing
interests of US courts and European
privacy laws. In brief, these cover :

(1) the importance of the data in ques-
tion to the litigation,

(2) the degree of specificity of the dis-
closure request,

(3) whether the data originated in the
us,

(4) the availability of alternative means
of securing the information, and

(5) the extent to which non-compliance
undermines important interests of
the US versus whether compliance
undermines important interests of
the relevant foreign state.

Applying this test, if the data are
important to the litigation, and are the
subject of a specific request originating
in the US or are otherwise unavailable
to the court, the case law suggests that
the American judiciary will tend
towards requiring disclosure by the
party relying on the foreign privacy law.

A history of non-enforcement by
European courts and regulators
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appears to make the fifth Aerospatiale
limb close to a foregone conclusion for
US judges. For example, this reticence
to weigh into what is partially a geopo-
litical issue perhaps supports the view
of these judges that blocking statutes
and the GDPR do not represent impor-
tant interests of the relevant European
states. If they did, the thinking goes,
they would be regularly enforcing their
laws. With limited risk of serious con-
sequences for breaches of European
law (at least to date), the potential
damage to the interests of the party
resisting disclosure is, for many organi-
sations, a risk worth taking. In order to
turn this limb of the test to their advan-
tage, the party resisting disclosure must
not only demonstrate that the GDPR
(or another foreign law) applies, but
also that the consequences of a breach
justify undermining the interests of US
litigation.

Whilst the record of national regu-
lators makes the second point difficult
to establish, case law suggests that par-
ties themselves often struggle to estab-
lish the first. In Woldegiorgis?, the
argument that the GDPR — as well as
Philippine data protection law — pre-
cluded production of personal data was
not found to be persuasive. Likewise in
Rollins Ranches?, the defendant was
unable to convince the court that the
UK Data Protection Act and the
GDPR applied, and in Vesuvius* a
decisive factor was that the party resist-
ing disclosure could not establish that
any enforcement action from a
European data protection authority
would follow disclosure.

A PATH FORWARD?

What then can businesses do to address
European privacy concerns arising
during discovery and regulatory
enquiries — even if those concerns
appear not to be a current focus for reg-
ulators in the EU? In some cases, pri-
vacy concerns seem to fall away
because the US court is not convinced
that discovery and privacy laws are
incompatible at all. Stronger arguments
on this point may start to reverse the
trends in these decisions and force
American judges to give other elements
of the balancing test more weight. For
example, if discovery can be shown to
be non-compliant with the GDPR, the
implicit presumption in favour of US

litigation and regulatory processes may
at least be weakened. Parties seeking to
resist disclosure would no doubt wel-
come a test case or regulatory action in
Europe establishing clear incompatibil-
ity between US disclosure practices and
European data privacy laws — if for no
other reason than to help quantify the
risks that businesses face in acquiescing
to the demands of US courts or regula-
tors when producing documents con-
taining personal data.

In some limited circumstances it
may be possible to sidestep the issue. A
difference of opinion — albeit small, but
potentially useful — between the UK
and the EU in relation to the use of
derogations to the GDPR’s transfer
requirements could help to assuage
businesses in the UK that they can
comply with both GDPR and US regu-
latory disclosure rules. In January
2021, the UK Information Commis-
sioner’s Office (“ICO?”) stated that, in
the context of personal data transfers to
the US Securities and Exchange Com-
mission (“SEC”), the public interest
derogation (Art. 49(1)(d)) of the GDPR
can be relied on to transfer data in
order to meet the requirements of the

SEC’s books and records rule (PLEA
[UK March 2021, p.4). The extent to
which the GDPR’s transfer deroga-
tions apply more broadly to disclo-
sure in litigation or regulatory
requirements remain untested, but the
ICO’s business-friendly interpreta-
tion of GDPR derogations may mean
that Art. 49(1)(e) — i.e., the establish-
ment, exercise or defence of legal
claims — can also be used as a helpful
solution in addressing at least some
concerns that companies have when
sending data to the US for litigation
and investigatory purposes.

Where genuine privacy concerns
exist, mitigation is also available — at
least in part. In both Vesuvius and SEC
v Telegram®, redaction was permitted
to enable the production of documents
for the purposes of litigation. In Any-
whereCommerce® a protective order
that designated certain documents as
“for attorneys’ eyes only” afforded
European data subjects greater protec-
tion than other documents which were
disclosed. For that reason, it is
important for European entities facing
US litigation or regulatory probes to
identify, at an early a stage as possible,

where cross-border discovery or data
transfers may be required. This will
help them to consider measures to pro-
tect data shared internationally (for
example, by protective order, redaction
or confidentiality agreements) and to
reduce the volume of the data that are
produced.

Recent case law makes clear that US
courts will not routinely waive discov-
ery requirements to accommodate for-
eign businesses’ privacy obligations,
even where they are persuaded that the
GDPR does properly apply. For that
reason, businesses walking  the
tightrope must perform their own
assessment — both to determine the var-
ious costs of defying the requirements
of the US courts and the risks involved
in transferring data without fully com-
plying with the GDPR or violating the
requirements of a national blocking
statute. This assessment will inevitably
evolve as the regulation of trans-
Atlantic data flows develop. But what-
ever shape this regulation may take,
tension between the interests of
European data subjects, the legal
requirements to which European busi-
nesses are subject, and US courts and
regulators is likely to remain.

Edward Machin is an Associate at Ropes
& Gray LLP in London. Thomas
Bannatyne is a Trainee Solicitor at the
same firm.

Emails: Edward.Machin@ropesgray.com|
[Thomas.Bannatyne@ropesgray.coml
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DPO conflicts — navigating the
minefield with care

Whether your DPO is full-time in-house, external or also fulfils
other roles, the appointee will have to find a way to navigate
through a myriad of potential conflict of interest situations. By
Alison Deighton and Samantha Jaggers of HelloDPO Ltd.

ome DPOs are dedicated full
Stime to their role but may be
appointed as the DPO for a
group of companies. What happens

when one group company acts as pro-
cessor for other group companies?

Does that create a conflict of interest
for the DPO? Some DPOs have
other roles to fulfil. If your DPO is
also your head of legal, what happens

Continned on p.3

Consents, records and
disguises: Lessons from ICO
direct marketing enforcement

Rebecca Cousin, Cindy Knott and Alex Buchanan of Slaughter
and May explain what organisations should be aware of.

he past year has seen a contin-
ued trend of enforcement
action by the Information

Commissioner’s Office (ICO) for
breaches of the direct marketing rules
contained in the Privacy and

Electronic Communications (EC
Directive) Regulations 2003 (PECR).
Whilst a number of these actions are
directed at persistent unscrupulous

Continned on p.5
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Information Commissioner
keen to bring certainty

As the new Information Commissioner, John Edwards, has
recognised, UK DPOs have had a heavy workload in the last few
years with the introduction of the GDPR, implications of Brexit
and now some uncertainty over the UK’s future data protection
framework. While we expect to see more concrete proposals from
the DCMS any day now, the Commissioner reassures companies
that he wants stability (p.18).

Edwards seems willing to be a strong enforcer. He now has some
old cases to see through — for example the Experian appeal at the
First Tier Tribunal (p.13).

The government has proposed some changes to the ICO’s
enforcement powers; firstly the ICO would be able to commission
an independent technical report to inform its investigations into an
organisation’s activities. Secondly, Privacy and Electronic
Communications (EC Directive) Regulations 2003 (PECR) fines
would go up to GDPR levels. Given the ICO’s previous focus in
this area, this could be significant for companies (p.1).

Edwards is keen to cooperate with his EU counterparts but at the
same time sees some benefit of being outside of the EU. In an
interview with Politico, he said that “What we have at the ICO as
our competitive advantage, I think, is an ability to move fast and fix
things and not be mired down by the bureaucracy of needing to
check with 20 colleagues on every bit of wording on every penalty.’

DPOs must be experts in data protection, but also independent and
adequately resourced, and report to the highest management level.
However, in some situations conflicts may arise (p.1).

The government proposed to scrap the mandatory DPO role. It
remains to be seen whether this unpopular idea has now been
abandoned. Join us on 25 May to hear the latest from the DCMS
and give your views in a roundtable in London. We also welcome
you once again to join in our wonderful summer school
atmosphere at St John’s College, Cambridge, for a three-day
information-packed PL& B Annual Conference 4-6 July (worth 12

CPE credits). See lwww.privacylaws.com/plb2022l for details.

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS

Contribute to PL&B reports

Do you wish to contribute to PLEB UK Report? Please contact
Laura Linkomies, Editor (tel: +44 (0)20 8868 9200 or
email: laura.linkomies@privacylaws.coml) to discuss your idea, or
offer to be interviewed about your organisation’s data
protection/Freedom of Information work.
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The PLE B United Kingdom Report, published six times a year, covers the Data Protection
Act 2018, the Freedom of Information Act 2000, Environmental Information Regulations
2004 and Privacy and Electronic Communications Regulations 2003.
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Privacy Laws & Business not only acts as a useful and comprehensive
summary of recent key developments in our area of specialism, but also

provides excellent, in-depth insight and analysis to drive thought
leadership. It's an invaluable source of information.
Emma Erskine-Fox, Managing Associate, TLT LLP

International Report

Privacy Laws & Business also publishes
PL&B International Report, the world's
longest running international privacy laws
publication, now in its 36th year.
Comprehensive global news, currently on
165+ countries, legal analysis, management
guidance and corporate case studies on
privacy and data protection, written by
expert contributors

Read in more than 50 countries by
regulators, managers, lawyers, and

Subscriptions
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e Single use
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