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ANALYSIS

When the Data Protection and 
Digital Information Bill (the 
Bill) was introduced to Par-

liament earlier this year, the focus was 
naturally on the implications for con-
trollers, processors and individuals. A 
less-discussed, but equally important, 
aspect of the Bill concerns another 
stakeholder in the UK’s data protection 
ecosystem: the regulator. Changes to 
the Information Commissioner’s 
Office (ICO) were proposed in the 
government’s Data: a new direction 
consultation document in September 
2021 (the Consultation Document), 
and so don’t come out of the blue. That 
said, these changes are not merely cos-
metic but potentially affect the ICO’s 
structure, duties and powers, and so are 
worth examining to understand their 
potential consequences and to assess 
how they fit into the government’s 
vision for a post-Brexit data protection 
regime in the UK. 

STRUCTURAL CHANGES 
Under the Data Protection Act 2018, 
the ICO is a corporation sole. Although 
the Information Commissioner has put 
in place a management board oversee-
ing the activities of the regulator and 
delegated other functions to an execu-
tive team and a range of committees, 
the ICO’s formal powers and duties still 
rest with the individual who is the 
Information Commissioner. Though 
this structure provides a degree of inde-
pendence, it makes the ICO an outlier 
in the UK regulatory landscape. Watch-
dogs such as Ofcom – the UK’s com-
munications regulator – are constituted 
as a body corporate and governed by a 
board and chair. As such, the Bill will 
modernise the ICO by transferring the 
Information Commissioner’s func-
tions to a body corporate, the Informa-
tion Commission (the Commission), 
to align the regulator’s structure with 

that found in other sectors.  
However, this structural shift can 

also be viewed through the lens of inde-
pendence – or, possibly, the lack 
thereof – for the Information Commis-
sioner. The process for appointing 
members of the Commission illustrates 
this issue. Under the proposed changes, 
the Secretary of State will have a stronger 
influence over appointments at the top 
levels of the Commission. For example, 
the Secretary of State has the power to 
recommend a non-executive chair and to 
appoint the other non-executive mem-
bers of the board. In turn, these non-
executive members will choose a chief 
executive and other executive members 
of the board, in consultation with the 
Secretary of State. 

The Secretary of State, therefore, 
will have considerable influence over 
the personalities and priorities of the 
individuals appointed to the board. In 
fact, under the initial proposals seen in 
the Consultation Document, the Secre-
tary of State would have had an even 
greater role in approving regulatory 
guidance and appointing the chief exec-
utive of the Commission. In response 
to a statement from the ICO, the gov-
ernment looks to have pared back the 
Secretary of State’s role – yet this ear-
lier position at least suggests that the 
current government had, and possibly 
still has, an interest in limiting the 
ICO’s independence and putting its 
strategy and direction under the 
 government’s control.  

NEW DUTIES 
If the government’s proposed struc-
tural reform has the potential to under-
mine the ICO’s independence. I hope 
that this would be balanced with the 
new duties and powers given to the 
Information Commission to bolster the 
rights of individuals in respect of their 
personal data. Indeed, the statutory 

“objective” of the Commission – to 
“secure an appropriate level of protec-
tion for personal data” and to “pro-
mote public trust and confidence in the 
processing of personal data” – suggests 
nothing less. 

Yet the Bill also introduces a 
number of other duties, some of which 
extend beyond the reach of the stated 
objective. For example, the duties to 
prevent, investigate, detect and prose-
cute criminal offences and to safeguard 
public and national security align with 
the general interests of the public. That 
the ICO is also tasked with enforce-
ment in relation to data breaches 
arguably plays a role in ensuring 
national security and reflects the 
increased role of cyber attacks and 
information warfare as part of foreign 
interference. But the requirements for 
the ICO to promote innovation and 
competition, though each of those 
objectives carries the potential to bene-
fit consumers, do not seem to have the 
same immediate  relevance to the public 
as data subjects. 

The introduction of these latter 
duties reflects the pro-growth line 
which runs through the Bill. Whether 
in the loosening of restrictions for the 
re-use of data in research, or the new 
flexibility afforded to businesses in 
meeting their data protection obliga-
tions, the government’s post-Brexit 
priorities, namely economic develop-
ment and cutting so-called Brussels red 
tape, are also apparent in the changes 
being made to the data protection 
regime that the UK inherited from the 
EU. By introducing the duties to pro-
mote innovation and competition, the 
government might be seen to be draw-
ing the Commission more closely into 
its economic arsenal – less indepen-
dent regulator, and more quasi-politi-
cal weapon. The consequences may be 
beneficial to the public who see more 

Government’s post-Brexit 
agenda will affect the ICO’s 
structure and powers 
This article, written before the Data Protection and Digital Information Bill was stalled, looks at 
the possible ICO reform. By Edward Machin of Ropes & Gray.



dynamic businesses and the effects of 
strong competition. How this sits 
alongside “an appropriate level of pro-
tection for personal data” is less clear. 

The influence of the government of 
the day on the role of the Commission 
is not confined to the passage of the 
Bill. On top of the new objectives and 
duties, the Secretary of State is empow-
ered to designate strategic priorities to 
which the Commission should have 
regard in carrying out its functions. 
The Commission must publish an 
explanation of how it will “have 
regard” to these priorities, and it seems 
fair to say that there is an expectation 
that the strategy of the government will 
be a factor in the ICO’s approach. The 
Bill does not just, therefore, recast the 
ICO as a champion of current priori-
ties, but arguably allows the govern-
ment to shift its interests to meet 
changing tides. Coupled with the Sec-
retary of State’s role in determining the 
Commission’s leadership, the concern 
from civil society groups and other 
watchers of the Bill is that this does not 
appear to be a recipe for an indepen-
dent regulator. Rather, they say, it 
would take a determinedly 
autonomous board – the sort of board 
unlikely to be appointed in the first 
place – to counterbalance the potential 
influence that the government would 
hold on an ongoing basis and which is 
subject to the political whims of the 
current administration. 

NEW POWERS 
Data subjects may look to the regula-
tor’s enhanced enforcement powers for 
some comfort. Whilst the requirements 
for controllers are softened in places by 
the Bill, there are also new powers that 
arguably go hand-in-hand with the 
duty to prevent, investigate, detect and 
prosecute criminal offences. As such, 
the ICO would be required to act more 
like a law enforcement agency than 
ever before: under the current propos-
als, it would be able to require docu-
ments to be provided, reports to be 
prepared by controllers and processors, 
and compel the attendance of witnesses 
at interviews. These powers are not 
limited to suspicions of criminal activ-
ity; they apply also to civil enforcement 
of the UK GDPR. Data subjects might 
therefore have their confidence boosted 
in a regulator with more tools at its 

 disposal to identify and sanction a wide 
range of unlawful activity.  

The Bill should nevertheless not be 
viewed in isolation. Though reform is 
coming to the ICO, what has gone 
before will not simply be swept away. 
Consider the ICO’s statement in June 
2022 on public sector enforcement. For 
two years, the ICO will trial an 
approach of discretion when deciding 
whether to fine public sector entities, 
resulting in an increase in warnings, 
reprimands and enforcement notices, 
with fines issued only in the most seri-
ous cases. The ICO may therefore only 
deploy the full suite of regulatory 
powers against private sector organisa-
tions, and it may not fill data subjects 
with confidence that the full deterrent 
force of fines will not be felt in the 
public sector except in the most serious 
of cases, particularly when parts of the 
public sector routinely deal with spe-
cial categories of personal data (most 
notably, health data) and other high-
risk data (such as those held by the tax 
authorities). This approach may also 
alarm those concerned about indepen-
dence, if government bodies are able to 
escape serious consequences for data 
protection lapses that would merit a 
fine for a private sector organisation. 

As with any “law and order” policy, 
there is the question of whether the 
regulator has the resources to wield its 
enhanced powers. In June 2022, it was 
announced that the ICO will be able to 
keep up to £7.5 million of funds recov-
ered from fines to cover certain litiga-
tion costs. Whether this figure will be 
sufficient to help the ICO to become a 
more active regulator remains to be 
seen, but the underlying message 
remains pertinent: an under-resourced 
regulator can have all the statutory 
powers in the world but cannot prop-
erly perform its functions without the 
funds to back up its intentions. The 
Commission’s new powers may there-
fore fulfil the intention of increasing 
public confidence, but the interplay 
with the ICO’s new approach to 
enforcement in the public sector could 
undercut their use to effectively pro-
mote data protection.  

A critical view of the Bill as a whole 
would be to characterise it as a repudia-
tion of the European Union’s approach 
to data protection for Brexit Britain. 
This analysis is difficult to sustain 

when set against the substance of the 
Bill. However, there remains room for 
concern around the independent and 
effective regulation of data protection, 
given the proposed changes to a regula-
tor that has long been seen as a trusted 
and moderate presence on the regula-
tory world stage. Whether the Infor-
mation Commissioner’s independence 
will actually be eroded remains to be 
seen. After changes prompted by the 
ICO’s criticism of aspects of the Con-
sultation Document, the Information 
Commissioner welcomed the provi-
sions of the Bill as adequately taking 
into account concerns about indepen-
dence, allowing the regulator to remain 
“trusted, fair and impartial”. Neverthe-
less, the Secretary of State’s increased 
influence over appointments and strat-
egy may in time come to blur the line 
between oversight, influence and 
impartiality. 

If the Commission in its new form 
is to achieve its objective of protecting 
public confidence, it will need to avoid 
the perception of government interfer-
ence and demonstrate its independence, 
as well as deliver on safeguarding data 
subject rights. Some of the provisions 
in the Bill may make this difficult, and 
the interplay between the regulator and 
the Secretary of State will need to be 
navigated carefully and the hurdles to 
making complaints may not endear the 
regulator to the public. The ICO – or 
the current Information Commissioner  
at any rate – may consider that its con-
cerns, particularly around indepen-
dence, have been addressed, but 
whether that is enough to cement con-
fidence from businesses and the public 
remains to be seen. 
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UK almost ready to issue its 
adequacy decision for the US
An announcement is anticipated with regulations expected to 
seal the arrangement in early 2023. By Laura Linkomies.  

On 7 October, the Depart-
ment of Digital, Culture, 
Media and Sport (DCMS) 

said it “intends to work expediently 
to conclude its assessment on US ade-
quacy”. This follows the adoption of 
an Executive Order (EO) in the 
United States to overcome questions 

surrounding its Intelligence Services’ 
Access to personal data. The 
announcement of the EO means that 
the EU can start taking steps towards 
the reworked Privacy Shield, and a 
draft adequacy decision. 

DSG v Information Commissioner: 
Lessons for Data Controllers
The scope of discretion when implementing data security 
priorities. By Richard Jeens, Ross O’Mahony and Bryony 
Bacon of Slaughter and May. 

In a world of headline-grabbing 
mega-fines against tech giants, it 
might seem that a £500,000 pre-

GDPR fine would be of limited inter-
est. However, a recent decision from 
the UK’s First Tier Tribunal (FTT) 
provides important and  valuable 

lessons for any organisation dealing 
with large amounts of personal data 
(or, indeed, a Data Protection 
Authority). The lessons include the 
scope for judgement organisations 
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UK Bill lost in the data jungle? 
The recent weeks’ comings and goings within government have left me 
astonished. However, for data protection purposes, Michelle Donelan 
returns as Secretary of State for the Department for Digital, Culture, Media 
and Sport (DCMS), and Julia Lopez was reappointed to her Minister of 
State role at the DCMS, both of them representing policy continuity. 
 
We expect to see the Data Protection and Digital Information Bill (DPDI)  
reintroduced in Parliament before the year end (see p.7) and hopefully there 
will  also soon be a declaration of UK-US adequacy for data flows (p.1).  
 
What can we now expect in the longer term? In his detailed analysis of the 
Bill, Professor David Erdos (Professor of Law and the Open Society; Co-
Director, Centre for Intellectual Property and Information Law) at the 
University of Cambridge says that in some way, this is a missed 
opportunity for a more substantial reform. It must be remembered that the 
government’s original proposals were much more radical than what was 
eventually in the Bill. 
 
“The DPDI Bill augments the existing powers included in section 16 of the 
Data Protection Act 2018 to grant the Government further powers to amend 
both data protection and e-privacy instruments under statutory instrument. 
This, alongside the relevant nascent stage of post-Brexit developments, may 
indicate that the direct changes set out in this Bill may simply be a first stage 
in UK data protection reform1,” Erdos writes.  
 
The reform will mean changes for the ICO in terms of powers and structure 
(p.12). Also important in the regulatory ecosystem is the Digital Regulation 
Cooperation Forum, where the ICO is a member together with 
the Competition and Markets Authority, the Office of Communications   
and the Financial Conduct Authority. The group aims to deliver coherent 
approaches to digital regulation and an avoidance of double jeopardy, 
sanctions from two or more regulators for the same offence. This year’s 
priorities are, for example, to monitor the effectiveness of Google’s 
commitments made about its Privacy Sandbox proposals (separate from the 
ICO’s sandbox) and to ensure close collaboration in relation to Apple’s 
App tracking transparency requirement and intelligent tracking prevention. 
 
In the fines for Easylife, the ICO stresses harm caused to vulnerable people 
by nuisance calls (p.14). Specific risks to vulnerable groups was also a topic 
discussed at the Global Privacy Assembly in Turkey, which Stewart 
Dresner and I attended at the end of October.  
 
Laura Linkomies, Editor 
PRIVACY LAWS & BUSINESS 
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Contribute to PL&B reports 
Do you wish to contribute to PL&B UK Report? Please contact 
Laura Linkomies, Editor (tel: +44 (0)20 8868 9200 or  
email: laura.linkomies@privacylaws.com) to discuss your idea, or 
offer to be interviewed about your organisation’s data 
 protection/Freedom of Information work.

1  papers.ssrn.com/sol3/papers.cfm?abstract_id=4212420
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