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NEW SHERIFF
IN TOWN?
EXAMINING
STATE
ENFORCEMENT

tates have enacted laws targeting

Al development and deployment

by healthcare stakeholders,
including payers, providers, and
developers. These laws reflect growing
concern about healthcare-specific
risks of leveraging Al in insurance
coverage decisions, clinical care, and
patient communications, as well as
broader risks like algorithmic bias,
discrimination, privacy breaches, and
consumer harm.!

In enacting such laws, states have
empowered different state agencies
and regulators to oversee compliance
and initiate enforcement actions if
noncompliance is identified. These
Al-specific laws create an additional
pathway for enforcement, augmenting
existing mechanisms based on
generally applicable laws regulating
consumer protection and deceptive
trade practices.

In this article, we review these
newly available enforcement
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mechanisms, as well as past
enforcement actions involving Al in
healthcare, to forecast how these new
mechanisms may be used in the future.

New mechanisms for state
enforcement of health Al laws
In enacting Al-specific laws, states
have authorized several different state
agencies to oversee compliance. Many
Al laws for healthcare stakeholders
are enforced by the agencies already
regulating them. For example, state
laws regulating Al in payer coverage
decisions and utilization review
(UR) authorize state departments of
insurance (e.g., Alaska Director of
Insurance)? and state departments of
health (e.g., California Department
of Managed Health Care)? to
oversee compliance by payers and
their vendors.

In contrast, many state Al laws
targeting use of Al by licensed
healthcare professionals authorize the
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corresponding professional board
to enforce violations of such laws
(e.g., in Nevada, professional boards
enforce provisions governing Al
use in patient communications

by licensed professionals).* State
Al laws with broader reach —like
the Texas Responsible Artificial
Intelligence Governance Act®

or Utah’s Artificial Consumer
Protection Amendment®— often
equip state attorneys general and
consumer protection bureaus with
enforcement power.

The menu of enforcement options
available to state agencies varies
significantly by state. Several states
authorize civil and administrative
fines ranging from $5,000 (e.g., in
Alaska, administrative fines may not
exceed $5,000 for a violation that
occurred with such frequency as to
indicate a general business pattern
or practice)” to $200,000 (e.g., in
Texas, penalties range from $2,000
to $40,000 for each day a violation
continues, or between $10,000 and
$12,000 for each discrete violation
that is curable or between $80,000
and $200,000 for each violation that
is not curable)® per violation. Some
states define each day an entity
is out of compliance as a separate
violation (e.g., under California’s
Al Transparency Act, each day
is a discrete violation subject to a
$5,000 penalty).? Total potential
liability under these laws can thus
escalate rapidly.

In addition to monetary penalties,
some states allow regulatory bodies
to seek equitable relief, such as
injunctions or specific remedies.*®
For example, in Georgia, failing
to meet the physician oversight
requirement for UR results in
automatic approval of the healthcare
service."* In Pennsylvania, the
Pennsylvania Insurance Department
may prohibit insurers or care plans
that violate Al laws from enrolling

new members.’> Moreover, violation
of certain laws could result in
suspension, probation, or revocation
of professional licenses (e.g., in
Texas, sanctions include suspension,
probation, or revocation of a license,
registration, certificate, or other
authorization to engage in an activity,
as well as a monetary penalty not to
exceed $100,000)* or certification
(e.g., certain insurance boards, like
the Rhode Island Office of the Health
Insurance Commissioner, may
suspend or revoke certification for
UR programs and impose fines
up to $50,000 per violation if a
review agent fails to comply with
the law’s requirements, which
do not expressly mention Al but
nonetheless prevents the use of AI
to make UR decisions by requiring
a licensed practitioner to make
such decisions).** California even
authorizes criminal penalties for
willful violations of healthcare
service plan requirements,
punishable by not more than one
year of imprisonment.s

Many of these laws are newly
enacted —and some are being
slow-rolled or even reconsidered
by state legislatures (e.g., while
Colorado’s landmark Al law was
initially passed in 2024, its effective
date was postponed to 2026, then
ultimately repealed and replaced
with a less burdensome framework
now set to go into effect on
January 1, 2027)*—so enforcement
under such laws has not yet occurred.
However, we look to Al-focused
enforcement actions and litigation
trends as potential predictors of
future state enforcement priorities.

State enforcement spotlight:
Texas AG v. Pieces Technologies
The most significant example

of state Al enforcement to date

is the Texas attorney general
(AG)’s action against Pieces
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Technologies Inc., a health tech
company that develops Al tools for
hospitals and clinicians.”” While
this example was brought forth
under the Texas Deceptive Trade
Practices—Consumer Protection
Act (DTPA), and not any Al-specific
law, the underlying fact pattern
would likely implicate newly
enacted state Al laws, and it could
result in additional penalties under
those laws.

[
In addition to
monetary penalties,
some states allow
regulatory bodies

to seek equitable
relief, such as
injunctions or

specific remedies.
.

In Texas AG v. Pieces
Technologies (Pieces), the Texas
AG alleged that the developer
misrepresented the accuracy of
its Al products; specifically, the
state alleged that the company
advertised and marketed the
accuracy of its generative Al
products by claiming that they have
extremely low hallucination rates,
without sufficient substantiation in
place to support such rates.’* The
Texas AG also raised concerns
that the developer’s marketing and
disclosure practices ran afoul of
state consumer protection standards
because such representations
regarding its generative Al products
“may have violated the DTPA
because they were false, misleading,
or deceptive.”?
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While the Texas AG had the
authority under the relevant law to
seek injunctive relief, restitution, or
civil penalties of up to $10,000 per
violation,?° the matter was resolved
through an assurance of voluntary
compliance (AVC), a negotiated
settlement that does not impose
monetary penalties or constitute an
admission of liability, but creates
ongoing compliance obligations.?

During the five-year term of the
AVC, the developer must clearly
disclose and substantiate any
performance metrics featured in its
marketing materials, refrain from
making false or unsubstantiated
claims about its AI products, provide
customers with documentation
about risks and limitations of its
Al products, disclose any financial
arrangements with individuals
or entities that are endorsing
or marketing the product, and
respond to compliance information
requests from the Texas AG within
30 business days of receipt of a
written request.?? The AVC does not
preclude future enforcement actions
or private rights of action.?® Indeed,
the AVC specifies that “[n]Jothing
herein constitutes approval or
acquiescence by the State of [Pieces
Technology]’s past practices, current
efforts to reform their practices,
or any future practices,” thereby
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leaving open the door for additional
enforcement if issues arise.?

The issues underlying Pieces
are likely to arise in future
enforcement actions by states
under Al-specific laws that apply
additional scrutiny to claims made
by healthcare industry developers
and deployers about Al systems.

In addition to focusing squarely
on how Al developers create Al
models, leverage training data,
mitigate bias and discrimination,
and otherwise ensure the accuracy
of their products, the new wave

of Al laws creates additional
regulatory touchpoints that give
state regulators the opportunity
and requisite information, to pursue
enforcement.

For example, states like California
(which requires healthcare service
plans to ensure that disclosures
“pertaining to the use and oversight
of the artificial intelligence,
algorithm, or other software tool
are contained in the written policies
and procedures”)® and Maryland
(which similarly requires healthcare
payers to ensure that written policies
and procedures are included in the
utilization plan “including how an
artificial intelligence, algorithm, or
other software tool will be used and
what oversight will be provided”)?
require proactive submissions to
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regulators by entities that deploy
Al in insurance and UR, requiring
entities to submit Al-related policies,
procedures, and algorithms for
approval prior to deployment. State
Allaws have also expanded the
authority of regulatory agencies
to conduct ad hoc audits (e.g., in
California, the Department of
Managed Health Care is authorized
to inspect Al tools in UR for audit
or compliance reviews)? and
inspections (e.g., in Maryland,
payers deploying Al tools must
ensure that such tools are “open to
inspection for audit or compliance
reviews” by the Commissioner of
Insurance)® of Al systems and
governance structures.

Such laws also impose ongoing
obligations on entities to audit
and monitor their Al systems and
report issues to regulatory agencies
within timelines specified by state
law (e.g., in California, beginning
in July 2027, entities that operate
companion chatbots must submit
annual reports to the California
Department of Public Health’s
Office of Suicide Prevention).?®
While these reporting obligations
do not automatically trigger formal
investigations or enforcement
actions, they create a clear pathway
for regulators to initiate inquiries,
such as demanding disclosure



of documents (e.g., in Maryland,

a payer’s mandatory quarterly
reporting of adverse decisions,
including those based on utilizing
Al services, to the Commissioner
of Insurance provides the basis
for the Commissioner to demand
disclosure of the payer’s Al
compliance and oversight policies
and audit materials)® or issuing a
civil investigative demand (e.g., in
Texas, if the AG receives a complaint
through the online mechanism
alleging a violation, the AG may
issue a civil investigative demand
to determine if a violation has
occurred).®* Moreover, expanded
requirements to disclose the

use of Al tools to patients and
beneficiaries are likely to trigger
additional complaints that may
result in regulatory inquiries (e.g.,
in California, health facilities and
clinics are required to provide clear
disclaimers when Al-generated
communications are used).??

Litigation focus
Most state Al laws regulating
healthcare stakeholders enacted
to date have not created additional
private rights of action. However,
existing private rights of action
under state consumer protection
statutes (e.g., California’s Consumer
Privacy Act provides a limited
private right of action for data
breaches, permitting the recovery
of damages between $150 and $750
per consumer per incident or actual
damages, whichever is greater)33
remain available to litigants, and
an increase in scrutiny and state
enforcement actions under these
new Al laws may bring into focus
Alissues that could be pursued by
litigants under existing avenues.
We have already seen such
litigation34 take shape over Al use
in healthcare insurance decisions,
with beneficiaries suing insurers
for violating both specific statutes

that require meaningful physician
review for coverage denials and
general consumer protection
statutes, as well as underlying health
plan agreements.?s Further, one
recently enacted law in California
covering companion chatbots, as
previously mentioned, scheduled to
go into effect in July 2027, creates a
private right for impacted users of a
companion chatbot by permitting a
person who suffers injury as a result
of a violation of the companion
chatbot law to bring a civil action to
recover injunctive relief and actual
damages.3® To the extent more states
follow suit, we can expect additional
litigation to follow.

The federal overlay—or
lack thereof
The federal approach to regulating
and enforcing Al in healthcare
has shifted rapidly across
administrations. The Biden
administration took numerous steps
to implement an Al regulatory
framework,®” and prompted federal
agencies to initiate high-profile
inquiries related to Al products and
services. For example, in September
2024, the Federal Trade Commission
(FTC) initiated Operation Al
Comply, an enforcement sweep
targeting five companies that
made exaggerated or false claims
about their Al tools’ capabilities.®®
Similarly, the U.S. Department of
Justice began investigating Troy
Health, a Medicare Advantage
plan provider, for its use of Al
to unlawfully access beneficiary
information, enroll individuals in
its plans without their knowledge
or consent, and offer kickbacks to
pharmacies for enrollment referrals
through its Al platform.3®

In contrast, the Trump
administration has consistently
sought to deregulate the
development and deployment
of Al across sectors, including
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healthcare.“° Most recently,
a sweeping executive order
titled “Ensuring a National
Policy Framework for Artificial
Intelligence™* aims to create a
preemption framework and task
force to challenge state Al laws.*?
Though the Trump-era FTC
has continued to review Al for
specific priorities, such as children’s
privacy and safety,*3 broader federal
enforcement efforts during President
Donald Trump’s second term seem
unlikely given the administration’s
deregulatory priorities. Even more,
Trump’s executive order suggests
that the federal government could
focus its preemption efforts on state
Al laws that are more actively being
enforced, teeing up a battle between
state and federal governments over
the scope of federal preemption.

Final thoughts

The proliferation of state Al laws
regulating healthcare stakeholders
has created a potential enforcement
minefield, with a range of state
agencies poised to scrutinize

and penalize entities that fail

to comply with the patchwork

of state Al regulations. The

federal overlay remains fluid and
potentially volatile, as states that
have challenged President Trump
on other fronts may welcome the
opportunity to spar with the Trump
administration over preemption
grounds —particularly over concerns
with Al that reverberate with the
general public on both sides of

the aisle.

Given the looming threat of
enforcement, entities that seek to use
Alin healthcare must implement
a robust Al governance function
to ensure that development and
deployment of AI models withstand
regulatory scrutiny and continue
to monitor ongoing state and
federal regulatory and enforcement
developments in this space. @
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State laws impacting use of Al in healthcare are proliferating, creating new enforcement pathways and

regulatory risks for payers, providers, and developers.

Enforcement authority varies by state, with penalties ranging from civil fines to license suspension, and in

some cases, criminal liability.

State Al laws impose additional regulatory oversight touchpoints that could trigger enforcement.

Federal regulatory approaches to Al in healthcare are shifting, with future preemption battles likely between

state and federal authorities.

Healthcare entities must implement robust Al governance to ensure compliance with evolving state and

federal Al regulatory frameworks.
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