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The following summarizes recent legal developments of note affecting the mutual fund/investment management industry.  

SEC Risk Alert Regarding Prevention of Identity Theft under Regulation S-ID 

On December 5, 2022, the SEC’s Division of Examinations published a Risk Alert summarizing the Division staff’s 
most common deficiencies observed in recent examinations of SEC-registered investment advisers (“advisers”) and 
broker-dealers (together with advisers, “firms”) concerning firms’ compliance with Regulation S-ID, also known as the 
Identity Theft Red Flags Rules. 

• SEC-regulated entities that are likely subject to Regulation S-ID include most registered broker-dealers and 
registered funds and some registered investment advisers1 if they offer or maintain accounts that are primarily for 
personal, family or household purposes.  

• If a firm determines that it has such accounts, it must establish a written program designed to detect, prevent and 
mitigate identity theft in connection with covered accounts offered or maintained by the firm (a “Program”). 

Identification of Covered Accounts 

Regulation S-ID requires firms to determine and periodically reassess whether they offer or maintain “covered 
accounts.”2 The Division staff observed the following deficiencies. 

Failure to identify covered accounts. Some firms failed to assess whether any of their accounts were covered accounts 
and, consequently, did not identify covered accounts at the firm and failed to implement a Program.  

Failure to identify new and additional covered accounts. Some firms did initially identify accounts that they offered as 
covered accounts but either (i) did not conduct periodic reassessments or (ii) did not identify all categories or new types 
of accounts that were covered accounts.  

Failure to conduct risk assessments. While some firms periodically identified covered accounts, the periodic 
identification failed to include a risk assessment that considered (i) the methods provided to open, maintain and close 
accounts, (ii) the methods to access different types of covered accounts or (iii) previous experiences with identity theft. 

Establishing a Program  

A Program must include reasonable policies and procedures to identify, detect and respond to red flags that are relevant 
to identity theft. The Division staff observed the following problems. 

Programs not tailored to the business. Some firms established a generic Program that was not tailored to the firm’s 
business model. In some instances, the Programs simply restated the requirements of Regulation S-ID and failed to 
include processes for complying with the requirements. 

Program did not cover all required elements of Regulation S-ID. There were firms that represented to the Division staff 
that other policies and procedures outside of a written Program constituted the firm’s process for detecting, preventing 
                                                 
1 For example, registered investment advisers that can direct transfers or payments from individual accounts to third parties based on 
the individual’s instructions or who act as agents on behalf of individuals may have covered accounts. 
2 A “covered account” is (i) an account that a financial institution or creditor offers or maintains, primarily for personal, family, or 
household purposes, that involves or is designed to permit multiple payments or transactions; and (ii) any other account that the financial 
institution or creditor offers or maintains for which there is a reasonably foreseeable risk to customers or to the safety and soundness 
of the financial institution or creditor from identity theft, including financial, operational, compliance, reputation or litigation risks. See 
17 CFR § 248.201(b)(3). 
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and mitigating identity theft. However, the procedures had not been incorporated into a Program and, in many instances, 
failed to meet all of the required elements of Regulation S-ID. 

Required Elements of the Program 

The Division staff observed Programs that lacked required elements. 

Identification of Red Flags. There were firms that did not appear to have reasonable policies and procedures to identify 
relevant red flags – i.e., patterns, practices or specific activities that indicate the possible existence of identity theft: 

• Firms that failed to identify red flags specific to their covered accounts. 

• Firms that only offered online accounts listed red flags related to the physical appearance of a customer. 

• Firms that lacked a process or did not follow existing procedures to evaluate actual experiences with identity 
theft to determine if additional red flags should be added to their Programs.  

• Firms that did not include in their Programs actual red flags already encountered by the firms. Consequently, the 
firms’ written Programs were merely policy statements without any actionable procedures to address previously 
identified red flags.  

Detect and Respond to Red Flags. There were firms that did not appear to have reasonable policies and procedures to 
detect and respond to relevant red flags: 

• Firms that relied on pre-existing policies and procedures (e.g., anti-money laundering procedures) to satisfy this 
Program requirement, where such procedures were not designed to detect and respond to identity theft red flags.  

• Firms that identified procedures for detecting and responding to specific red flags, when the actual procedures 
either did not exist or failed to contain a process related to that red flag. 

Periodic Program Updates. Regulation S-ID requires that Programs include reasonable policies and procedures to ensure 
the Program is updated periodically to reflect changes in risks to customers and the firm from identity theft. However, the 
Division staff observed: 

• Some firms did not update their identified red flags after making significant changes to the ways in which firm 
customers open and access their accounts. 

• Some firms had gone through business changes or been reorganized but failed either to incorporate their new 
business lines into their existing Program or to approve a new Program for their new business lines. 

Administration of the Program 

Regulation S-ID requires firms to provide for the continued administration of their Programs, including: (i) approval of 
the initial written Program from a board of directors or from a designated senior management employee (if the firm does 
not have a board), (ii) involving the board or senior management in the oversight and administration of the Program, (iii) 
training staff as necessary and (iv) exercising appropriate oversight of service providers. The Division staff observed the 
following deficiencies concerning Programs’ continued administration: 

• Firms that did not provide sufficient information to the board or designated senior management through periodic 
reports, either by failing to submit any reports or by submitting reports that did not appear to contain sufficient 
information for the board or senior management to evaluate the effectiveness of the Program. 

• Firms that did not have adequate processes to assess which employees should be trained, and firms whose 
trainings were insufficient because they were limited to a single sentence telling employees to be aware of 
identity theft. 
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• Firms that relied on service providers to perform activities in connection with covered accounts and firms that 
failed to evaluate the controls in place at the service provider to monitor for identity theft. 

SEC Charges Trader in Fund Front-Running Scheme 

On December 14, 2022, the SEC filed a complaint with the U.S. District Court for the Southern District of New York 
against an equity trader (the “Trader”) employed by a major U.S.-based asset management firm (the “Manager”) and the 
Trader’s associate (the “Associate”) (together, the Trader and the Associate, the “Defendants”).  

The SEC alleged that, for over six years, the Trader had tipped the Associate of large orders being placed by the Manager 
on behalf of eight registered funds as part of a lucrative front-running scheme. According to the SEC complaint, 
throughout the period September 2016 until August 2022:  

1. The Trader was subject to the Manager’s code of ethics and owed a duty of trust and confidence to the Manager 
to maintain the confidentiality of the Manager’s material nonpublic information and to refrain from disclosing 
such information to third parties. 

2. The Trader communicated the Manager’s plans to purchase or sell large quantities of specific stocks to the 
Associate. Based on this material nonpublic information, the Associate bought or sold the same stocks in his 
personal brokerage accounts before the Manager executed trades, or during the time when tranches of large 
orders were being executed by the Manager and before the trade orders impacted the market price of the specific 
stock.  

3. The Associate’s transactions in his personal brokerage accounts were intraday roundtrip stock trades that entailed 
opening a stock position (through either a purchase or short sale) during the trading day and closing that position 
on the same trading day (each, a “Transaction”). Thus, after the Manager’s trades were executed and the price of 
the security reacted as expected, the Associate closed out a Transaction, nearly always at a profit.  

4. There were 1,697 unique instances where (i) the fund accounts traded in the same security on the same date and 
in the same direction and (ii) in the same security, the Associate opened a Transaction before and closed that 
Transaction after the fund accounts’ trades. In total, the Associate earned profits of at least $47 million from the 
Transactions. 

The SEC’s complaint alleged that the Defendants violated Section 10(b) of the Exchange Act and Rule 10b-5 thereunder 
and Section 17(a) of Securities Act, and that the Trader had violated Section 17(j) of the 1940 Act. The complaint seeks 
injunctive relief and disgorgement of profits with interest by the Defendants, as well as the imposition of civil money 
penalties. 

Regulatory Priorities Corner 

The following brief update exemplifies certain trends and areas of current focus of relevant regulatory authorities. 

SEC Announces Annual Regulatory Agenda 

The Office of Information and Regulatory Affairs semi-annually publishes the “Unified Agenda of Regulatory and 
Deregulatory Actions” of the various federal agencies. The Unified Agenda includes the SEC’s Current Agenda, which 
reflects only the priorities of SEC Chair Gary Gensler and does not necessarily reflect the views and priorities of any 
other Commissioner. 

Published in January 2023, the fall 2022 SEC Current Agenda contained the following items for which action is likely in 
2023, as indicated. 

https://www.sec.gov/litigation/complaints/2022/comp-pr2022-228.pdf
https://www.reginfo.gov/public/do/eAgendaMain?operation=OPERATION_GET_AGENCY_RULE_LIST&currentPub=true&agencyCode=&showStage=active&agencyCd=3235&csrf_token=701870AEE07283883EE6F771CA5262ACA4658706A73586ABD4B10B65F6962B573016C00D1C6D08049CE56BBC5E9F64289084
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Rulemaking Status Projected Action 

Amendments to the Custody 
Rules for Investment Advisers  

 

The Division of Investment Management (“DIM”) is 
considering recommending that the SEC propose 
amendments to existing rules and/or propose new rules 
under the Advisers Act to improve and modernize the 
regulations around the custody of funds or investments of 
clients by investment advisers. 

First quarter 2023 

Digital Engagement Practices 
for Investment Advisers  

 

DIM is considering recommending that the SEC propose 
rules related to the use of predictive data analytics, 
differential marketing and behavioral prompts. 

First quarter 2023 

Fund Fee Disclosure and 
Reform 

DIM is considering recommending that the SEC propose 
changes to regulatory requirements relating to registered 
funds’ fees and fee disclosure. 

Second or third quarter 
2023 

Amendments to Form PF – 
Reporting Requirements for 
Large Private Equity Advisers 
and Large Liquidity Fund 
Advisers 

Proposed. Described in a February 2022 Ropes & Gray 
Alert.  

First quarter 2023 

Money Market Fund Reforms Proposed. Described in a January 2022 Ropes & Gray 
Alert.  

First quarter 2023 

Fund and Investment Adviser 
Cybersecurity Risk Governance 

Proposed. Described in a February 2022 Ropes & Gray 
Alert.  

First quarter 2023 

Private Fund Advisers; 
Documentation of Registered 
Investment Adviser Compliance 
Reviews 

Proposed. Described in a February 2022 Ropes & Gray 
Alert.  

First quarter 2023 

Enhanced Disclosures by 
Investment Advisers and 
Investment Companies about 
ESG Practices 

Proposed. Described in a June 2022 Ropes & Gray Alert. Second or third quarter 
2023 

Investment Company Names Proposed. Described in a June 2022 Ropes & Gray Alert.  Second or third quarter 
2023 

 
Separately, in June 2022, the SEC published its Request for Comment on Certain Information Providers Acting as 
Investment Advisers.3 The SEC’s “Long Term Actions,” which accompanied publication of the fall 2022 SEC Current 
Agenda described above, included this Request for Comment and indicated that SEC rulemaking in the matter is unlikely 
in 2023.  

  

                                                 
3 The SEC’s request for comment is described in a June 2022 Ropes & Gray Alert. 

https://www.ropesgray.com/en/newsroom/alerts/2022/february/sec-proposes-updates-to-form-pf
https://www.ropesgray.com/en/newsroom/alerts/2022/january/sec-proposes-money-market-funds-reforms
https://www.ropesgray.com/en/newsroom/alerts/2022/february/sec-proposes-cybersecurity-risk-management-rules-for-registered-funds-and-advisers
https://www.ropesgray.com/en/newsroom/alerts/2022/february/secs-proposed-private-fund-reforms
https://www.ropesgray.com/en/newsroom/alerts/2022/06/sec-proposes-esg-related-disclosures-by-registered-funds-and-investment-advisers
https://www.ropesgray.com/en/newsroom/alerts/2022/june/sec-proposes-changes-to-the-fund-names-rule
https://www.reginfo.gov/public/do/eAgendaMain?operation=OPERATION_GET_AGENCY_RULE_LIST&currentPubId=202210&showStage=longterm&agencyCd=3235&csrf_token=701870AEE07283883EE6F771CA5262ACA4658706A73586ABD4B10B65F6962B573016C00D1C6D08049CE56BBC5E9F64289084
https://www.ropesgray.com/en/newsroom/alerts/2022/06/sec-solicits-comments-on-whether-certain-service-providers-are-investment-advisers
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SEC Advertising Guidance Regarding Net Performance for Single Investments 

On January 11, 2023, the SEC Division of Investment Management staff added two FAQs to the staff’s Marketing 
Compliance Frequently Asked Questions on the Division’s website. The new FAQs and staff responses are as follows: 

Gross and Net Performance 

Q. When an adviser displays the gross performance of one investment (e.g., a case study) or a group of 
investments from a private fund, must the adviser show the net performance of the single investment and the 
group of investments? 

A. Yes. The staff believes that displaying the performance of one investment or a group of investments in a 
private fund is an example of extracted performance under the new marketing rule. Because the extracted 
performance provision was intended, in part, to address the risk that advisers would present misleadingly 
selective profitable performance with the benefit of hindsight, the staff believes the provision should be read to 
apply to a subset of investments (i.e., one or more). Accordingly, an adviser may not show gross performance of 
one investment or a group of investments without also showing the net performance of that single investment or 
group of investments, respectively. In addition, the adviser must satisfy the other tailored disclosure requirements 
as well as the general prohibitions, including the general prohibition against specific investment advice not 
presented in a fair and balanced manner, when showing extracted performance (footnotes omitted). 

Time Period Requirement 

Q. The marketing rule prohibits an adviser from displaying performance results in an advertisement, unless 
certain requirements are satisfied. For example, an advertisement, except for an advertisement that includes 
private fund performance information, must include performance results for prescribed time periods ending on a 
date that is no less recent than the most recent calendar year-end. My firm is not able to calculate its one-, five-, 
and ten-year performance data immediately following a calendar year-end, but anticipates having updated 
performance figures within one month of the calendar year-end. However, my firm has performance information 
that is current as of the third quarter of that calendar year (“interim performance information”). May my firm 
instead use the interim performance information in an advertisement? 

A. The staff would not object if you are unable to calculate your one-, five-, and ten-year performance data in 
accordance with rule 206(4)-1(d)(2) immediately following a calendar year-end and you use performance 
information that is at least as current as the interim performance information in an advertisement until you can 
comply with the calendar year-end requirement. The staff believes that a reasonable period of time to calculate 
performance results based on the most recent calendar year-end generally would not exceed one month. The 
interim performance information remains subject to the other provisions of the marketing rule, including the 
general prohibitions. 

 

Additional Ropes & Gray Alerts and Podcasts Since Our  
October – November Update 

Some Things You May Not Have Known about the End of LIBOR 
January 20, 2023 
As the long-anticipated end date of USD LIBOR approaches, an interesting nuance relating to the LIBOR/SOFR 
transition has newly come into focus. The end of LIBOR began in the summer of 2017 with the FCA’s announcement of 
its decision to wind down the wearied reference rate, and June 30, 2023 has been cited again and again as USD LIBOR’s 
final day. As parties have begun to transition credits from LIBOR to SOFR, a question has arisen with respect to LIBOR-
based interest periods that were elected by a borrower and set prior to June 30, 2023, but scheduled to end after that date. 
A careful look at many loan agreements shows that LIBOR replacement provisions often disallow election of a new 

https://www.sec.gov/investment/marketing-faq
https://www.sec.gov/investment/marketing-faq
https://www.ropesgray.com/en/newsroom/alerts/2023/01/some-things-you-may-not-have-known-about-the-end-of-libor
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LIBOR interest period after June 30, 2023, as opposed to disallowing the use of LIBOR itself after that date. The import 
of this distinction is that a borrower could elect a new interest period (of perhaps six months, for example), just prior to 
June 30, 2023, and continue to have loans on LIBOR until the expiration of that interest period, which could be much 
later than June 30, 2023. In that case, the conversion from LIBOR to SOFR would become effective after the latest date 
that a borrower could reach on the LIBOR interest period in current use as of June 30, 2023. Given the challenges of 
today’s loan markets, staying on LIBOR for some time beyond June 30, 2023 may be a better option for certain 
borrowers. Borrowers who wish to consider this option should confirm that it is supported by the provisions of their loan 
agreements. 

US Sanctions Developments in 2022 
December 19, 2022 
In a piece for BloombergLaw, Ama Adams, Brendan Hanifin, Emerson Siegle, Kurt Fowler and Junsuk Lee provided 
insight into the scope and complexity of U.S. sanctions in 2022. The article highlighted some of the most significant 
regulatory and enforcement developments over the past year and offers some hard-learned compliance lessons for 
multinational businesses. 

SEC Staff Publishes Guidance on Disclosure of Crypto-Related Risks 
December 14, 2022 
On December 8, 2022, the staff of the Division of Corporation Finance of the SEC published a sample comment letter 
highlighting issues related to crypto assets, markets and exposure that registrants should consider when preparing 
disclosure in connection with their periodic filings and securities offerings. The sample letter includes one general 
comment and 15 comments relating to Business Description, Management’s Discussion and Analysis of Financial 
Condition and Results of Operations and Risk Factors disclosures illustrative, but not exhaustive of the types of 
comments that may be made by the staff during its typical selective reviews of registrant’s filings and should be taken 
into consideration as registrants prepare disclosure documents that may not typically be subject to review, such as 
automatically effective registration statements and prospectus supplements for shelf takedowns. 

 

  

https://www.ropesgray.com/en/newsroom/alerts/2022/december/us-sanctions-developments-in-2022
https://www.ropesgray.com/en/newsroom/alerts/2022/december/sec-staff-publishes-guidance-on-disclosure-of-crypto-related-risks
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If you would like to learn more about the developments discussed in this Update, please contact the Ropes & Gray 
attorney with whom you regularly work or any member of the Ropes & Gray Asset Management group listed below. 

United States 

Jason E. Brown 
Boston, MA 

+1 617 951 7942 
jebrown@ropesgray.com 

Jim Brown 
New York, NY  

+1 212 596 9696 
james.brown@ropesgray.com 

Bryan Chegwidden 
New York, NY  

+1 212 497 3636 
bryan.chegwidden@ropesgray.com 

Sarah Clinton 
Boston, MA 

+1 617 951 7375 
sarah.clinton@ropesgray.com 

Sarah Davidoff 
New York, NY 

+1 212 596 9017 
sarah.davidoff@ropesgray.com 

Gregory C. Davis  
San Francisco, CA 
+1 415 315 6327 

gregory.davis@ropesgray.com 

Isabel K.R. Dische 
New York, NY 

+1 212 841 0628 
isabel.dische@ropesgray.com 

Laurel FitzPatrick 
New York, NY 

+1 212 497 3610 
laurel.fitzpatrick@ropesgray.com 

Timothy W. Diggins  
Boston, MA 

+1 617 951 7389 
timothy.diggins@ropesgray.com 

Michael G. Doherty  
New York, NY  

+1 212 497 3612 
michael.doherty@ropesgray.com 

Leigh R. Fraser 
Boston, MA 

+1 617 951 7485 
leigh.fraser@ropesgray.com 

Pamela Glazier 
Boston, MA 

+1 617 951 7420 
pamela.glazier@ropesgray.com 

Thomas R. Hiller 
Boston, MA 

+1 617 951 7439 
thomas.hiller@ropesgray.com 

Jeremy Liabo 
Chicago, IL 

+1 312 845 1326 
jeremy.liabo@ropesgray.com 

Josh Lichtenstein 
New York, NY 

+1 212 841 5788 
joshua.lichtenstein@ropesgray.com 

John M. Loder 
Boston, MA 

+1 617 951 7405 
john.loder@ropesgray.com 

Brian D. McCabe 
Boston, MA 

+1 617 951 7801 
brian.mccabe@ropesgray.com 

Paulita A. Pike 
Chicago, IL  

+1 312 845 1212 
paulita.pike@ropesgray.com 

George B. Raine 
Boston, MA 

+1 617 951 7556 
george.raine@ropesgray.com 

Elizabeth J. Reza 
Boston, MA 

+1 617 951 7919 
elizabeth.reza@ropesgray.com 

Amy Roy  
Boston, MA 

+1 617 951 7445 
amy.roy@ropesgray.com 

Adam Schlichtmann  
Boston, MA 

+1 617 951 7114 
adam.schlichtmann@ropesgray.com 

Robert A. Skinner  
Boston, MA 

+1 617 951 7560 
robert.skinner@ropesgray.com 

Jeremy C. Smith 
New York, NY 

+1 212 596 9858 
jeremy.smith@ropesgray.com 
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