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HHS Proposes Changes to the HIPAA Privacy Rule to Strengthen 
Privacy Protections for Reproductive Health Care Information 
Introduction 

On April 12, 2023, the U.S. Department of Health and Human Services (“HHS”) Office for Civil 
Rights (“OCR”) announced proposed changes to the Health Insurance Portability and 
Accountability Act of 1996 and its implementing regulations, as amended (collectively, 
“HIPAA”), Privacy Rule (the “Privacy Rule”) via a Notice of Proposed Rulemaking (the 
“Proposed Rule”).1 If finalized in its current form, the Proposed Rule would alter the current 
Privacy Rule standards by prohibiting uses and disclosures of protected health information (“PHI”) by health plans, heath 
care clearinghouses, and most health care providers, as well as their business associates (“Regulated Entities”) relating to 
criminal, civil, or administrative investigations into or proceedings against any person in connection with seeking, 
obtaining, providing, or facilitating reproductive health care, including abortion-related care, that is lawful under the 
circumstances in which it is provided.2 The Proposed Rule would strengthen privacy protections for reproductive health 
information in direct response to the Supreme Court’s decision in Dobbs v. Jackson Women’s Health Organization. 

Background 

On June 24, 2022, the Supreme Court issued its opinion in Dobbs v. Jackson Women’s Health Organization, overturning 
precedent that protected access to abortion services before the point of fetal viability, leaving such decisions to the 
respective state legislatures.3 In response to the Dobbs decision, on June 29, 2022, OCR released guidance materials 
discussing the role that HIPAA plays in safeguarding women’s PHI.4 

Further, on April 7, 2023, two federal district courts issued conflicting orders related to the U.S. Food and Drug 
Administration’s (“FDA”) approval and oversight of mifepristone for use in medication abortion. The U.S. District Court 
for the Northern District of Texas issued a nationwide “stay” of the FDA’s approvals of mifepristone, while the U.S. 
District Court for the Eastern District of Washington issued a preliminary injunction preventing FDA from “altering the 
status quo” of mifepristone’s availability. In response to the Texas court’s decision, the U.S. Department of Justice 
announced on April 13, 2023 that it would seek emergency relief from the United States Supreme Court. On April 21, 
2023, the Supreme Court stayed the U.S. District Court for the Northern District of Texas’s ruling, ensuring mifepristone 
will remain available while the appeals proceed. Our previous alert discusses the two conflicting district court decisions 
in more detail. 

Following these events, an increasing number of states have imposed restrictive abortion laws that impose potential civil 
or criminal liability for those involved in seeking or providing an abortion.5 Currently, the Privacy Rule permits but does 
not require Regulated Entities to disclose PHI when faced with a court order or other mandate requesting the PHI.6 Thus, 
post-Dobbs, Regulated Entities are permitted to disclose PHI related to reproductive health to law enforcement under the 
Privacy Rule regardless of whether the reproductive care is legal in the state in which it is delivered.7 

As a result, OCR issued the Proposed Rule to enhance the protection of PHI related to reproductive health care 
by prohibiting the disclosure of such PHI when such health care services are provided legally. 

Regulated Entities must be aware of and be prepared to meet the more rigorous requirements under the Proposed Rule, 
including understanding when disclosures of PHI are not permitted, training staff on the new requirements, enhancing the 
level of security of the IT systems maintaining PHI, and ensuring that the Regulated Entity’s policies and procedures will 
meet the new proposed requirements, once finalized. This client alert expands upon a previous alert published by Ropes 
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& Gray in July 2022 and analyzes the proposed changes to the Privacy Rule as set forth in in the Proposed Rule, as well 
as their implications for patients, providers, and other stakeholders. Comments on the Proposed Rule are due by June 16, 
2023. The resulting final rule would take effect 60 days after publication, with a subsequent 180-day grace period after 
which Regulated Entities must comply.8 

The Proposed Rule 

Enhanced Protection of PHI Related to Reproductive Health Care 

In light of the changing legal environment, OCR proposes to enhance protections for PHI related to “reproductive health 
care” by setting forth a new prohibition against “the use or disclosure of PHI for the criminal, civil, or administrative 
investigation of or proceeding against an individual, regulated entity, or other person for seeking, obtaining, providing, 
or facilitating reproductive health care, as well as the identification of any person for the purpose of initiating such an 
investigation or proceeding.”9 In proposing this prohibition, OCR explicitly refers to the Congressional intent of the 
Privacy Rule: “[i]t would be contrary to the Congressional intent of protecting the privacy of an individual’s PHI and 
access to health care if the Privacy Rule were to permit a regulated entity to use or disclose PHI to investigate and bring 
proceedings against persons for seeking, obtaining, providing or facilitating reproductive health care, or to identify any 
person for such purposes, where such health care is lawful under state or Federal law.”10 The Proposed Rule also 
introduces a new category of PHI related to “reproductive health care,” defined to include “care, services, or supplies 
related to the reproductive health of the individual.”11 Notably, this term may be interpreted broadly to cover a wide 
range of PHI beyond abortion care, including fertility treatments and contraception. 

Under the Proposed Rule, Regulated Entities would be prohibited from disclosing PHI under the following three 
circumstances: 

1. When reproductive health care “is sought, obtained, provided, or facilitated in a state where the health care is 
lawful and outside of the state where the investigation or proceeding is authorized.”12 This application is rooted 
in the constitutional right to interstate travel.13 

o Example: A resident of State A traveled to State B for an abortion because abortion is lawful in State 
B.14 Under such circumstances, the Regulated Entity that provided the reproductive care in State B to the 
State A resident would be prohibited from disclosing PHI to State A law enforcement to be used in an 
investigation or proceeding relating to the delivery of the abortion.15 Further, a Regulated Entity in State 
A that receives PHI related to the out-of-state delivery of such reproductive health care would be subject 
to the same restrictions.16 

2. When reproductive health care is “protected, required, or expressly authorized by federal law, regardless of the 
state in which such health care was provided.”17 This circumstance would include reproductive care, such as 
miscarriage management, as mandated under the Emergency Medical Treatment and Labor Act (“EMTALA”) to 
stabilize a pregnant person experiencing an emergency medical condition. What remains unclear are the 
implications of FDA’s longstanding approval of mifepristone, the recent conflicting federal court rulings 
discussed at the beginning of this alert, and whether FDA approval may qualify as authorization under federal 
law. 

3. When reproductive care is “provided in the state where the investigation or proceeding is authorized and is 
permitted by the law of the state in which such health care is provided.”18 

In each of the three scenarios noted above, the prohibition on disclosure applies only if the reproductive health care was 
delivered lawfully and would preempt state and other laws that mandate a Regulated Entity to use or disclose PHI 
pursuant to a court order or other legal process for a prohibited purpose.19 However, where such care is delivered 
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unlawfully, the Proposed Rule’s protections would not apply; a Regulated Entity would then be permitted but not 
required to disclose PHI to law enforcement. 

Attestation Requirement 

To facilitate the implementation of this prohibition, the Proposed Rule would require Regulated Entities to collect an 
attestation from the person or entity seeking the PHI that such use or disclosure of the PHI is not for a prohibited 
purpose.20 The attestation requirement would apply only when the PHI is potentially related to reproductive health care 
and is requested for health oversight activities, judicial and administrative proceedings, law enforcement purposes, and 
disclosures to coroners and medical examiners. If implemented, the Proposed Rule would mandate that the Regulated 
Entity collect assurances from the requesting entity through a signed and dated written statement that the use or 
disclosure of such PHI would not be for a prohibited purpose.21 In requiring the attestation, OCR seeks to prevent 
circumvention of the Proposed Rule’s privacy protections, allow for essential PHI uses and disclosures, and decrease the 
administrative burden on the Regulated Entity through a standard approach to determining whether a requested use or 
disclosure is permitted.22 

Key Takeaways 

Providers, patients, and other stakeholders should consider the following when implementing and complying with these 
new restrictions, if finalized. 

1. New Category of PHI Related to “Reproductive Health Care.” Regulated Entities likely will need to change how 
they identify, store, and track PHI related to reproductive health care. This will ensure that, should a Regulated 
Entity receive a subpoena for reproductive PHI, the Regulated Entity knows what information cannot be 
disclosed in response to the subpoena per the Proposed Rule. Further, Regulated Entities will need to update their 
training for employees to cover the Proposed Rule, the attestation process, and how to properly respond to 
requests from law enforcement. Regulated Entities will also need to consider the Proposed Rule when 
exchanging full patient records with another provider. For example, if a patient moves from California to Texas, 
the patient’s new Texas provider should consider whether the patient’s full record includes reproductive PHI for 
procedures obtained legally in California. 

2. Scope of Protected Data. Patients should take note of the limited scope of the Proposed Rule’s application. As 
described above, the Proposed Rule does not mandate a blanket prohibition against disclosure for all 
reproductive PHI nor does it limit otherwise permissible PHI uses and disclosures under the Privacy Rule. Even 
if the Proposed Rule were finalized in its current form, it would not provide privacy protections for individuals’ 
health or other sensitive information maintained and stored on their personal devices. For instance, the Proposed 
Rule would not protect the location information of a patient visiting an abortion clinic or web searches for 
abortion providers. 

3. Other Sensitive Reproductive Health Data. The Proposed Rule does not apply to entities not subject to HIPAA, 
such as health care apps, or other entities subject to Federal Trade Commission jurisdiction. These entities should 
consider, however, whether state abortion shield laws prohibit the disclosure of certain sensitive information that 
they store. For example, California law prohibits California-based companies that provide electronic 
communication services from cooperating with out-of-state search warrants related to abortion investigations.23 

4. Enforcement. Given the status of protections of reproductive health information at the federal and state levels, 
providers should consider the local enforcement environment and the potential challenges to OCR’s oversight of 
the attestation process. A Regulated Entity faced with a subpoena from a law enforcement agency in a state that 
does not permit abortion may feel pressured to comply with the subpoena despite the Proposed Rule. OCR will 
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need to determine how it will support Regulated Entities that are pressured to disclose reproductive PHI. 
Regulated Entities’ legal and compliance departments should consider establishing a hotline to answer questions 
related to requests from law enforcement. 

Ropes & Gray will continue to monitor developments in this area. If you have any questions, please do not hesitate to 
contact the authors or your usual Ropes & Gray advisor. 
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